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2. The server returns a ServerHello message to the client including the SSL 
version, compression method, and cipher suite it has chosen, together with the 
server’s random and session ID. 

authentication is required, the server sends its digital certificate(s) to the client. 
In some cases, a list of digital certificates may be forwarded to the client for 
authentication purposes (see Chapter 7) .  

4. If required, the server may also send a ServerKeyExchange message to the 
client. This is for exchanging key parameters in order to establish the necessary 
cryptographic key(s). For example, the server and the client may use the 
Diffie-Hellman protocol to establish a shared secret key. 

5. Optionally, the server may send a CertificateRequest message to the client 
requesting the client to send its digital certificate(s) to the server. 

6. The server sends a ServerHelloDone message to terminate the “hello” phase 
and then listens for the client’s response. 

7. After successful verification of the information provided by the server, the client 
forwards its digital certificate(s) to the server if requested. Currently, this step is 
not used very often, but it will be used more commonly in the future when 
digital certificates are widely deployed. 

compulsory step in order to establish a shared secret key between the client and 
the server. For example, if RSA is used for the key exchange, the client will 
encrypt a 48-byte premaster secret with the server’s public key as obtained 
from its digital certificate(s) and then send it to the server. By using the 
premaster secret, a master secret key will be generated by both the servcr and 
the client based on a predefined formula in the SSL standard. The master secret 
key is used to generate other necessary cryptographic keys for the subsequent 
data transfer, e.g., keys for creating the MAC. 

verify its certificate explicitly, This step is required if the client’s digital 
certificate has signing capability. The verification message is generated based on 
the message digest of the previous handshake messages. This makes it 
impossible for other people to regenerate this verification message. 

new cipher spec to be used. 

cipher spec. 

message to the client accordingly. 

3. In most cases, the client needs to verify the identity of the server. If 

8. The client sends the ClientKeyExchange message to the server. This is a 

9.  If required, the client needs to send a Certificateverify message to the server to 

10. The client forwards a ChangeCipherSpec message to the server and updates the 

11. Then the client sends the Finished message to the server according to the new 

12. Upon receiving the client’s message, the server returns a Changecipherspec 
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13. Finally, the server sends the Finished message to the client to complete the 
handshaking phase. 

This shows the full version of the handshaking procedures. If a web client wants 
to resume a previous SSL session, the simplified handshaking procedures as shown 
in Figure 8.13b can be used to speed up the processing time [Apostolopoulos et al., 
2000l. 

8.10.2 SSL record protocol 

After setting up a session by using the SSL handshake protocol, the application level 
message (e.g. HTTP messages) is then transported securely by using the SSL record 
protocol. The basic operation is as follows [Thomas, 2000; http://home.netscape. 
com/eng/ssl3/draft302.txt.]: 

1. Fragmentation: The application information is divided into messages known as 

2. Compression: Each record is usually compressed by a lossless compression 

3. Protection to ensure confidentiality and integrity: A MAC is appended to the 

records. 

method. 

compressed record from step 2 to ensure message integrity. The resultant record 
is then encrypted by using the agreed encryption method (the one agreed during 
the handshake phase). 

After this processing, a header is attached to each record before transmitting it 
over the internet using the TCP/IP protocol. 

8.10.3 The SSL change cipher spec protocol and the alert protocol 

There are also two SSL subprotocols called the SSL change cipher spec protocol 
and the SSL alert protocol. The former protocol is simply used to change the cipher 
spec for the respective session. As described earlier, it is used towards the end of the 
SSL handshake protocol. 

The purpose of the SSL alert protocol is to send an alert message to the other side, 
should an abnormal event occur. An alert message has two fields, which are used to 
indicate the alert level (“warning” or “fatal”) and the corresponding alert code, 
respectively. A variety of alert codes are defined in the SSL standard. For example, 
if the client receives a revoked certificate, it will send an alert message to the server 
with an alert code of 44. 
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Figure 8.14 Secure system for the VBS 

UIf DING A SECURE 

Finally, let us combine the aforementioned technologies in order to build a secure 
e-commerce system for our VBS. Figure 8.14 shows the schematic overview of this 
secure system. The center of the system is the intranet of the VBS. It is a private 
network consisting of the web server, e-mail server and other servers, and comput- 
ers. Traffic leaving for the internet must go through the application proxy inside 
the bastion host. The application proxy relays application level traffic and controls 
users’ access to the internet. VBS is connected to its business partners (e.g. publisher), 
branch offices, and mobile employees by using extranets or virtual private networks. 
Essentially, IP tunnels are established for providing secure data transfer over the inter- 
net. The general public can access the VBS through the internet. Typically, customers 
need to access the web server and the e-mail server. Firewalls are employed to restrict 
customer access to these two servers only. To achieve a greater degree of security, 
the DMZ configuration can be used. When customers send sensitive information to 
the VBS such as credit card information, an SSL service is used to ensure secure data 
transfer. In this case, the payment server is SSL enabled and carries a digital certificate 
signed by an established CA. With all these in place, a very secure VBS can be built. 

.12 s RY 

In this chapter, we have given an overview of Internet security for building a secure 
e-commerce system. IPSec provides an option for the current IP to implement security 
at the network layer. There are two types of services, namely, the AH service for 



RECOMMENDED READING 249 

authentication to IP packets and ESP service for encryption and authentication. A 
typical application of IPSec is to build a virtual private network (or extranet) between 
two or more intranets. Firewalls are usually installed between an intranet and the 
internet in order to prevent attacks from the internet. As previously mentioned, there 
are three types of firewalls, namely, packet filtering router, application gateway, and 
circuit gateway. Typically, the packet filtering router and the application gateway 
can be combined to build a secure firewall system. At the transport layer, SSL can 
be used to provide secure data transfer (e.g., transfer of credit card information) 
between a web client and a web server. It consists of four subprotocols, namely, 
the handshake protocol, record protocol, change cipher spec protocol, and alert 
protocol. 
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In previous chapters, we discussed about the underlying technologies for building a 
web-based e-commerce system. Currently, a number of advanced technologies are 
also emerging to complement the existing technologies in providing more sophisti- 
cated e-commerce services. Current e-commerce systems are based on a client-server 
architecture. While this architecture is simple to use, it may not be effective in certain 
situations. Mobile agents are mobile software programs that can move across the in- 
ternet for performing specific tasks autonomously. Due to their flexibility and mobile 
function, they can complement the existing cliendserver-based system to provide more 
advanced e-commerce services (e.g. product searching). Currently, most e-commerce 
applications can be accessed only via a fixed terminal. It is expected that the cur- 
rent WEB (Web-based Electronic Business) will evolve to become the MEB* (Mobile 
Electronic Business) (i.e., by turning the W upside down to become the M). At the 
moment, the enabling technology for realizing the MEB is the Wireless Application 

* This is based on a similar idea from Nokia. 
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Protocol (WAP). It allows users to access internet services in general, and mobile coni- 
merce services in particular, through portable terminals. In the current e-commerce 
system, nearly all web pages are created using HTML. A more general and powerful 
markup language called extensible Markup Language (XML) has been developed in 
recent years. In general, HTML uses “tags” for formatting data (i.e., it tells the web 
browser how the data should be formatted or displayed). In contrast, XML allows 
users to define different tags in order to convey the meaning of the data. Hence, XML 
has significant advantages over HTML, in particular to facilitate B2B transactions 
such as to support internet-based EDI. In Chapter 1, we mentioned that one of the 
key driving forces of e-commerce is the “Information Age.” In the digital economy, 
information is a valuable asset. To explore the full potential of e-commerce, data 
mining techniques can be used to turn data into information and information into 
knowledge. In this chapter, we will give an overview of these advanced technologies. 

The current e-commerce system is primarily based on a client and server architecture. 
Basically, commercial transactions are handled by many request-response interac- 
tions over the internet. As the internet is a best-effort network, sometimes a user may 
experience a long waiting time. For some applications such as comparing product 
prices in the market, the mobile agent approach provides a better solution. This in- 
volves sending a mobile software program called a mobile agent to a remote system. 
The agent can then interact with other agents on the remote system. This releases the 
resources of the original system for doing other tasks. The results of the interactions 
are finally returned to the user. Let us use the following example to illustrate the 
benefits of mobile agents. Suppose you want to buy a book. In order to search for the 
seller who can offer you the best price, you need to visit a number of bookstores and 
compare the prices yourself. By using a mobile-agent-based system, you can delegate 
the work to one or more mobile agent(s). The following table shows the advantages 
of this compared with the cliendserver approach. 

Cliendserver approach Mobile-agent-based approach 

1. The seaxching process may be You need to specify only the requirements 
and the mobile agent can do the searching 
for you. 
The search process, if conducted by a 
mobile agent, frees up your resources. 

boring because you need to repeat 
it at many different sites. 

2. The search process ties down your 
resources while you visit each site in turn 
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3. If the network goes down during 
the searching process, you may need 
to start it from the beginning. 

4. This is time consuming because 
you visit the sites only one by one. 

It is less dependent on the network 
condition as the searching is done at the 
remote sites by mobile agents. 

This is more efficient as the search can be 
proceeded in parallel by sending out 
multiple agents. 

In summary, the mobile-agent-based system can reduce unnecessary network traf- 
fic, provide better reliability, support more advanced services, and utilize the resources 
more effectively. Point 2 of the table is particularly critical for an electronic broker, 
where the server side will be receiving many requests per minute, each of which 
would require a search of several sites, By using a mobile agent for each request, the 
broker can continue to use its resources to service other requests. A mobile agent can 
also interact with other mobile agents on the internet before returning to the origi- 
nating host. In addition, it can complement the existing clienthewer-based system. 
Currently, there are some mobile-agent-based e-commerce systems being developed 
such as 

Tubicun [Lange and Oshima, 19981 - An electronic marketplace for air tickets 

Nomad [Sandholm and Huai, 20001 - An electronic auction system using 

MAGNET [Dasgupta et al., 19991 - A networked electronic trading system using 

and package tours using Aglets. 

Concordia. 

Aglet s. 

9.1 .1 Overview of mobile agents 

Agents are commonly defined as software programs that can help users to perform 
tasks autonomously. In particular, they are useful for handling routine tasks, search- 
ing for information, and facilitating decision making. Mobile agents are agents that 
can move across different systems to perform specific tasks. Due to their mobile func- 
tion, it is expected that mobile agents will play an increasingly important role in the 
future e-commerce system. In particular, they can be used to complement existing 
cliendserver- based e-commerce systems. 

To implement mobile agents, a number of development kits are currently available 
as described below [Dasgupta et al., 19991. All of them are based on Java. 
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IBM’s Aglet (http://www.trl.ibm.co.jp/aglets): Aglet is created from the words 
Agent and AppEet. It can be viewed as a mobile Applet. Its development tool 
Aglet Software Development Kit (ASDK) provides the environment for creating 
Aglet s. 

VoyagerTechOverview.pdf): It makes use of Java Remote Method Invocation 
(RMI) and Java Object Request Broker for developing mobile agents to support 
distributed computing. 

This is another mobile agent development tool based on Java RMI. 

MobileAgentConf-for-web.htm): It is component-based and makes use of Java 
RMI for building various distributed applications. 

Objectspace’s Voyager (http:l/www.objectspace.com/voyager/whitepaper/ 

General Magic’s Odyssey (http:l/www.genmagic.com/technologyodyssey.html): 

Mitsubishi’s Concordia (http://www.meitca.com/HSLRrojects/Concordia/ 

Currently, IBM’s Aglet is widely used for developing mobile-agent-based 
e-commerce applications because it is lightweight and simple to use. In this chap- 
ter, we will use Aglet as an example to explain how a mobile agent basically works 
(see Lange and Oshima [1998] for details). Conceptually, other mobile-agent-based 
systems work in a similar manner. 

As mentioned earlier, Aglet can be viewed as a mobile applet. In the ASDK, 
there are three main Java interfaceslclasses, namely Aglet, AgletProxy, and 
AgletContext [Lange and Oshima, 1998; Dasgupta et al., 19991. The Aglet class 
is for developing Aglets and controlling their activities by means of an event-driven 
model as explained later. For security reasons, other objects can interact with an 
Aglet only via its proxy. The AgletProxy interface is available for this purpose. 
The AgletContext interface provides the required operational platform for Aglets. 
Furthermore, the ASDK includes an Aglet server called Tahiti for system manage- 
ment. This server provides a graphical user interface for monitoring the activities of 
the Aglets. Aglets are transferred by means of a protocol called the Agent Transfer 
Protocol (ATP). Some people like to call it ATIT because it looks like HTTP. 

9.1.2 Typical life cycle of an Agler 

The typical life cycle of an Aglet is described as follows. First of all, the Aglet is 
created. Then it is transferred to a remote host across the network. After performing 
the required tasks, it will be returned to the originating host to present the results. For 
some applications, the Aglet may visit other hosts before returning to the originating 
host. Furthermore, the Aglet may be deactivated for a while and then re-activated. 

* Part of this section is based on information in Mr. Benjamin Lam’s MSc Thesis, Department of Coin- 
puting, Hong Kong Polytechnic Umversity. 
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Finally, the Aglet will be disposed of to release the system resources. Let us explain 
this life cycle in the context of the ASDK based on the work of Lange and Oshima 
[ 19981. 

Creation and cloning 

An Aglet can be created by using the getAgletContext ( ) . createAglet method as 
follows: 

getAgletContext ( )  . createAglet (codebaseURL, “agletcode“ , object) ; 

The first argument specifies the code base URL or where to find the required class 
file(s). We can use the getCodeBase method to get the current code base. Alterna- 
tively, it can be defined by setting up a URL object as follows 

URL codebaseURL = new URL(“http://www.vbs.com/aglets“); 

In this case, the code base is at the “aglets” directory of the web server ‘‘www.vbs. 

The second argument specifies the name of the Aglet class file, and the third 

After creating an Aglet, we can also make an identical copy by using the clone 

com.” 

argument specifies any object that is passed for initializing the Aglet. 

method. 

Event driven model 

Basically, the activities of Aglets are event-driven. That means that when a certain 
event occurs as detected by some “listeners,” the specific actions for that event 
will be executed. For monitoring the events, there are three major Aglet listeners, 
namely C 1 oneL i s t ener, Mobi 1 i tyLi s t ener, and Persist entL i s t ener. In partic- 
ular, the MobilityListener is frequently used because it is for monitoring mobility 
events, so we discuss it in more detail. Other “listeners” follow a similar approach. 
The MobilityListener consists of three main methods: 

omrrival ( ): It is invoked when the Aglet arrives at a Tahiti server. 

onDispatching ( ): It is invoked when the Aglet is dispatching. 

onReverting ( ): It is invoked when the Aglet is reverting. 

Here is an example showing the syntax for monitoring the mobility events of 
an Aglet. By including these statements, the system will print out the messages 
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"Dispatching" and "Arrival" when the Aglet is being dispatched to a server and 
when it arrives at a server, respectively (See [Lange and Oshima, 19981). 

public void oncreation (Object args) { 
addMobilityListener (new MobilityAdapter( ) [ 

public void onArriva1 (MobilityEvent evt) [ 
System. out .println ( "Arrived" ) : 

I 
public void onDispatching(Mobi1ityEvent evt) { 

System.out .println ("Dispatching" ) ; 

I 
1) i 

1 

Dispatch 

To dispatch an Aglet to a remote host, the dispatch method is used. For example, the 
following command dispatches an Aglet to the remote host magics.vbs.com by using 
the ATP. 

dispatch(new URL("atp://magics.vbs.com") ) 

As discussed later, MAGICS stands for Mobile-Agent-based Internet Commerce 
System, which is being developed at the Hong Kong Polytechnic University. 

Disposal 

Finally, when an Aglet has completed its tasks, it should be disposed to release the 
system resources. This is done by calling the dispose method, i.e. dispose( ). 

9.1.3 A simple programming example 

Let us explain the basic operation of an Aglet with a simple programming example 
(see Lange and Oshima [1998] for details on Aglet programming). In Chapter 6, we 
discuss how to search for books from the VBS database by using a cliendserver-based 
approach. In this example, we present an approach which will do the same search 
by using a mobile agent (Aglet). The program listing is given in Figure 9.1. The 
ISBN to be searched, the server's name, and the destined port number are specified 
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/ / * *  The following program is written by Mr. Benjamin Lam of the 
/ / * *  MAGICS research group of the Department of Computing, 
/ / * *  Hong Kong Polytechnic University. 
/ / * *  The program listing is used with his permission. 

package magics; 
import com.ibm.aglet.*; 
import com.ibm.aglet.event.*; 
import java.net.*; 
import java.io.*; 
import java.sql.*; 

/ /  Set the "atp" of Securityperference as follows: 
/ /  Source: 
/ /  Runtime accessClassInPackage.examples.update 
/ /  Target: 
/ /  Filesystem "JdbcOdbcSecurityCheck" , "read, write" 
/ / Property " j dbc . * 'I , '' read" 

public class JDBCAglet extends Aglet 

final static int SENDER = 1 ; 
final static int VBS = 2 ; 
private int wheream1 = VBS; 

private String[] m-strResult = null; 
private String m-strSQL = null; 
private URL m-urlorigin = null; 
private long m-lRoundTrip = 0; 

I 

private String m-strISBN = "0071125027";  
private String m-strHost = "VBS" ; 

private int m-nport = 5534; 

public void run() 

{ 

public void onDisposing0 

{ 

Sys tem. out. print In ( --- Run - - - ' I ) ;  

Figure 9.1 Programming listing for JDBCAg1et.java 
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System. out. print In ( 'I - - - OnDispose - - - " I  ; 

1 
public void onCreation(0bject args) 

{ 
m-urlorigin = getAgletContext().getHostingURL(); 

addMobilityListener(new MobilityAdapterO 

public void onDispatching(Mobi1ityE 

{ 

System. out .println( "Dispatching" 

1 

I 

public void onArrival(Mobi1ityEvent 

{ 

System.out .println( "Arrival") ; 

ent evt) 

evt ) 

switch (wheream1) 

{ 

case SENDER: 
m-1RoundTrip = Systern.currentTimeMillis0 - 

System.out.println("SQL: I' + m-strSQL); 
if (m-strResult ! =  null) 

I 

m-1RoundTrip; 

for (int i = 0; i c m-strResult.length; i++) 
System.out.println("" + (i + 1) + ' I :  

+ m-strResult [i] ) ; 

1 
if (m-lRoundTrip < 1000) 

System.out.println("Round Trip Time = 
'I + m-lRoundTrip + "ms" ) ; 

else 
dispose ( ) ; 

System.out.println("Round Trip Time = 

+ (m-lRoundTrip/ 1000) + ''s''); 
break; 

case VBS: 

Figure 9.1 (Contrnued ) 
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try 
c 

processQuery0; 
wheream1 = SENDER; 
dispatch(m-urlOrigin); 

1 

c 

1 
break; 

catch (Exception e) 

dispose ( 1  ; 

1 
1 

1 
1 ;  
System.out .println( 'I--- Create - - - ' I ) ;  

dispatchAglet0; 

1 

public boolean dispatchAglet0 

I 
/ /  Set m-strHost and m-nPort 
i f  (m-strHost == null I I m-strHost.length() == 0) 

if (m-nPort == 0) 
m-strHost = m-urlOrigin.getHost0; 

m-nPort = 4434; 

try 
I 

m-strSQL = "SELECT * FROM bookstore where ISBN=\ I 'I t 

m-lRoundTrip = System.currentTimeMillis0; 
m-strISBN + " \ ' " ;  

System.out.println("Dispatch to I' + m-strHost + " : "  + 

m-strSQL); 

m-nPort + 'I SQL= I' + 

dispatch(new URL(m-urlOrigin.getProtocol(), m-strHost, 

m-urlOrigin.getFile0)); 
m-nPort , 

1 

Figure 9.1 (Contznued ) 
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catch (Exception exp) 

{ 

System. out .println ( "Fail to dispatch" ) ; 

dispose ( ) ; 

return false: 

1 
return true; 

1 

/ /  Process the query 
private void processquery() 

{ 

if (m-strSQL == null 1 1  m-strSQL.length() == 0) 
return; 

Connection connection = null; 
Statement statement = null; 
Resultset resultset = null; 
String strMsg = null; 

try 
I 

strMsg = "Database connection" ; 

/ /  Create the JDBC driver 
Class.forName("sun.jdbc.odbc.JdbcOdbcDriver").newInstance(); 
/ /  Create the database connection. 
connection = DriverManager.getConnection("jdbc:odbc:odbc:mall"); 
System.out.println("Database connected: I' + connection); 

strMsg = "Statement creation"; 
/ /  Create the statement object 
statement = connection.createStatement(); 
strMsg = "Execute query" ; 

/ /  Execute the query 
resultset = statement.executeQuery(m-strSQL); 

int nRows = 0; 

while (resultset.next()) 
nRows++; 

Figure 9.1 (Continued ) 
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resultset = statement.executeQuery(m-strSQL); 
if (nRows > 0 )  

I 
m-strResult = new String[nRows]; 
int i = 0; 

while (resultset.next() && i < nRows) 
m-strResult [i++] = resultset.getString(1) + 'I I' + 
resultset getString(2); 

3 
1 
catch (Exception e 
i 

1 
finally 

I 

System.out.println( "Exception: " + strMsg + 'I : 'I + e) i 

/ /  Close the following objects: 

try 
{ 

strMsg = "Statement closed" ; 

if (resultset ! =  null) 

if (statement ! =  null) 
resultset. close ( ) ; 

statement.close(); 

strMsg = "Connection closed"; 
if (connection != null) 

connection. close ( ) i 

3 
catch (Exception e) 

{ 

/ /  Catch and print 
System.out.println 

'I + e . getMessage ( 

any exception 
"Exception: I' + strMsg + " :  

1 ;  

Figure 9.1 (Continued ) 
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by the variables m-strISBN, m-strHost, and m-nport, respectively. After executing 
the program, an Aglet will be created and then dispatched accordingly by using the 
A P .  At the destination, the Aglet will perform the search by using the SQL command. 
The result will be stored in the Aglet. After searching, the Aglet will be dispatched 
back to the originating host, and the search result will be displayed to the user. 

In general, the program is self-explanatory. Let us go through the main points. 
The JDBCAglet class is for creating the Aglet. There is a Mobilitylistener object. 
For the Onarrival method there are two conditions as determined by the wheream1 

variable. If the wheream1 variable is “VBS” (i.e. with a value of 2) ,  it means that 
the Aglet is at the VBS. In this case, the Aglet will perform the search by calling the 
processquery method. As we can see, this method uses standard JDBC program- 
ming techniques for retrieving data from the database. The results are stored in an 
array called m-strResult. Furthermore, at the VBS, the wheream1 variable is set to 
“SENDER” (i.e. with a value of 1). Once the search is completed, the Aglet will be 
dispatched back to the originating host or sender. Again, the onarrival method will 
be executed when the Aglet arrives at the originating host. This time, as wheream1 is 
“SENDER” (i.e. with a value of l), the first condition will be executed in which the 
search result will be displayed to the user. In addition, the round-trip time will also 
be displayed. 

At the Department of Computing of the Hong Kong Polytechnic University, we are 
developing a Mobile-Agent-based lnternet Commerce System (MAGICS). It is based 
on a four-layer model as shown in Figure 9.2. The foundation layer is the Java- 
based Agent Development Environment (JADE) or the “raw materials.” It consists 

Figure 9.2 The MAGICS framework 
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of development tools and special Java classes for building mobile agents in gen- 
eral. We are employing IBM Java Aglet as well as developing special Java classes. 
The second layer is the MAGICS Agent Programming Interface (API) layer. Making 
use of JADE, we are developing a specific API for supporting internet commerce in 
particular. Some examples are seller agents, buyer agents, and auction agents. Our 
aim is to build generic agents so that they can be reused, or adapted to many dif- 
ferent scenarios. Having developed the agents, we need different protocols for them 
to interact with each other effectively, efficiently, and securely. The third layer or the 
MAGICS protocol layer is devoted to this purpose. Some of the protocols include a 
buying protocol, a selling protocol, and a negotiation protocol. Finally, making use 
of the previous layers, we can build various MAGICS applications at the fourth layer. 
In general, these applications can be divided into four categories: B2C, B2B, C2C, 
and C2B e-commerce. 

9. Y 

Fuelled by the explosive growth of cellular phones and the growing demand for 
mobile internet services (e.g. online information retrieval), there is a compelling need 
for accessing the internet through mobile devices, particularly cellular phones. As 
mentioned earlier, it is expected that the current WEB will evolve to become MEB. 
Currently, the key enabling technology for MEB is the Wireless Application Protocol 
(WAP). Hence, we will focus on discussing WAP in this chapter. 

As the current web technologies are primarily designed for desktop computers 
working under a wired network environment, they cannot be applied directly to 
mobile devices such as cellular phones and palm computers. In fact, these devices 
are relatively less powerful in terms of CPU speed, screen size, memory, input device 
capability, and battery life. Moreover, there are other operational constraints in wire- 
less networks such as limited bandwidth and unstable operating conditions. Hence, 
new solutions are required for providing internet access to these devices [Unwired 
Planet, 1999; Mann, 20001. 

Mid 1997 marked a major milestone of WAP when Ericsson, Motorola, and 
Nokia found the WAP Forum with Unwired Planet. With the aim of developing 
standards for providing internet access to handheld mobile devices, the main goals 
of the WAP Forum are Wireless Application Protocol, 19981: 

to provide internet-based services to wireless phones and other wireless terminals; 

to provide a global wireless protocol specification for developing wireless 
applications; and 
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to provide a framework for creating contents and applications that can be applied 

In order to accomplish these goals, the WAP Forum has developed the WAP 
specification for mobile devices. 

At the time of writing, the latest version of the WAP specification is 1.2. It is largely 
based on the existing internet technologies such as HTTP, HTML, and JavaScript. 
An overview of the WAP specifications is as follows (see Mann [ZOOO] for details). 
In terms of programming, the WAP model is largely based on the existing web pro- 
gramming techniques, to facilitate integration with the existing web system. To for- 
mat data on the user interface effectively, a simple markup language called Wireless 
Markup Language (WML) is developed based on XML (see Section 9.3). To enhance 
the functionality of WML (e.g., for generating a dynamic page), a scripting language 
called WMLScript is developed. In principle, it provides functions similar to those of 
JavaScript. Finally, a microbrowser specification is provided to support WML and 
VVMLScript, and a Wireless Telephony Applications (WTA) framework is defined for 
integrating the microbrowser and telephone functions. 

to different wireless networks. 

In Chapter 2, we explored the web model - a client-server interaction model based 
on the requesdresponse computing model. The WAP model works in a similar fash- 
ion. To enable a WAP device to “talk” to a web server, a “middleman” called 
the WAP gateway is needed. Technically, it functions as a proxy server situated 
between the user agent and the web server. Figure 9.3 illustrates the basic WAP 
model for ordering books from our VBS via a WAP device (e.g. WAP-enabled mobile 
phone). 

As shown in Figure 9.3, a user places an order to the VBS through a WAP device 
(e.g. WAP phone). On the WAP device, the order information is entered. Upon sub- 
mitting the order request, the WAP phone will convert the user request into a GET 
request statement (similar to the HTTP request) as follows: 

GET www.vbs.com/servlet/bookorder HTTP/1.1 

where bookorder is the servlet program being triggered for book ordering. 
Before sending the request message to the WAP gateway, the message is converted 

into a compact binary format so that the data size can be reduced for transmission 
over the bandwidth-limited wireless link. Upon receiving the request, the WAP gate- 
way converts the binary message back into the text-based format. The request mes- 
sage is then forwarded to the web server (in this case the VBS web server). Once 
the web server receives the request, it will process it (in our case, a servlet program 
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Figure 9.3 The WAP programming model 

“bookorder” will be invoked), update the backend database (if necessary), and return 
the response accordingly. 

Upon receiving the response from the web server (typically a WML document), 
the WAP gateway converts it into the compact binary format and forwards it to 
the WAP device over the wireless link. Finally, the WAP device converts the binary 
message to the text format and displays the content accordingly. 

9.2.2 WAP architecture 

Having given an overview of the WAP model, let us examine the WAP architecture. 
Basically, it consists of six layers as shown in Figure 9.4 [Wapa, 1998; Mann, 20001. 

Application layer - Wireless Application Environment (TR4.E) 

The WAE provides an environment for developers to create interoperable WAP ap- 
plications. Generally speaking, it provides the following development components: 
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I Application Layer (WAE) I 
I Session Layer (WSP) I 

Transaction Layer (WTP) 

Security Layer (WTLS) 
~ ~~ ~~ ~ 

Transport Layer (WDP) 
~~ ~ 

Bearers: GSM, CDMA, CDPD etc. 

Figure 9.4 WAP architecture 

WML, WMLScript, and ETA as explained earlier. In addition, special components 
such as images, calendar information, etc. are also provided for facilitating the de- 
velopment work. 

Session layer - Wireless Session Protocol W S P )  

It provides a connection-oriented session service and a connectionless session service 
to the WAE. The former and the latter operate over the Wireless Transaction Protocol 
(WTP) and the Wireless Datagram Protocol (WDP), respectively, which are described 
as follows. 

Transaction layer - Wireless Transaction Protocol (WTP) 

It is a lightweight transaction protocol mainly for supporting reliablehnreliable one- 
way request messages and reliable two-way request-response messages. 

Security layer - Wireless Transport Layer Security (WTLS) 

Based on the Transport Layer Security standard, the WTLS is a security protocol for 
addressing the security requirements (confidentiality, integrity, and authentication) 
as discussed in Chapter 7. In principle, it functions like the SSL protocol. 
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Transport layer - Wireless Datagram Protocol (WDl') 

It enables the upper layers to operate over different bearer services [e.g. GSM (Global 
System for Mobile Communication), CDMA (Code Division Multiple Access), CDPD 
(Cellular Digital Packet Data)] in a uniform manner. 

9.2.3 Benefits of WAP to e-commerce 

The WAP technology provides an effective solution for accessing WEB in the short 
term and realizing MEB in the long term. Through the use of WAP devices, such 
as WAP phones, people can keep in touch with the internet world anywhere and at 
any time. It is expected that this will lead to the development of many innovative 
e-commerce services. 

In this section, we examine another of the extended topics, namely XML (or the 
extensible Markup Language). Both XML and HTML, which we introduced in 
Chapter 3, are derivatives of SGML, another more general marlcup language. 

Work on XML started initially in 1996, and by 1998 XML 1.0 achieved the status 
of a world wide web (W3C) recommendation and drafts for Xlink (XML Linking 
Language) and Xpointer (XML Pointer Language) were proposed. 

Firstly, we compare HTML and XML. Then we Iook briefly at the syntax of XML 
documents, followed by display methods, programming interfaces, and categories of 
applications of XML, and lastly its architecture. 

At the outset it is useful to compare XML and HTML in order to understand their 
different strengths. A brief summary of the differences is given in Table 9.1. 

A careful examination of the points raised in Table 9.1 should make one realize 
that XML is not intended to simply be a more powerful replacement for HTML. This 
is because HTMIL's primary purpose is to specify the display of data while XML's 
primary purpose is to describe the logical structure of data. 

9. x of 

The full syntax of XML is described in several voluminous standards. Here, we will 
only briefly review a simple XML document to get a sense of what XML documents 
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Table 9.1 Comparison between HTML and XML 

HTML XML 

1. HTML only provides predefined tags, 
such as header, paragraph, heading, etc. 
In other words, users cannot add to this 
predefined list of tags. 

2. HTML is mainly designed to represent 
a presentation structure of a document. 
It enables a browser to interpret and 
display the document to humans. This 
makes HTML more suitable for 
machine-human interaction rather than 
machine-machine interaction. 

presentation formadstyle are mixed (i.e. 
not separated). 

3.  In traditional HTML, the content and 

4. Searching for and retrieval of specific 
information based on semantic content 
is difficult and is sensitive to minor 
alterations in the document, such as 
adding blank lines, etc. 

5. In general, HTML searches return large 
amounts of data because of its poorly 
defined logical structure. 

6. In HTML, links are unidirectional, i.e.9 it 
connects only two resources and a link 
has no semantics. 

7.  Compared with XML, HTML has a 
relatively loose syntax. For example, 
some syntactical errors may be 
acceptable (i.e., the document may still 
be processed even if a syntactical error 
occurs). 

XML does not have predefined tags, and 
tags can be defined using a Document 
Type Definition (DTD). It is possible to 
define tags for a particular domain or 
application. 

XML is basically designed to represent 
the logical structure of documents. The 
tag names give abstract semantics to the 
associated data. Hence, XML can be used 
more effectively for machine-machine 
interaction. 

In XML, the content and presentation 
formadstyle are separated. The former is 
written into an XML document, while 
the latter is specified in style sheets 
using XSL or CSS. 

Searching and retrieval of information is 
greatly simplified and not particularly 
sensitive to document layour and minor 
changes to it. 

XML searches return data more 
precisely associated with the query 
because of its well-defined logical 
structure. 

In XML, with Xlink, one can use 
bidirectional links, link up more than 
two resources and, specify a “role” to the 
link by associating semantics with it. 

The syntax for XML is strictly defined. 
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< ? XML version = "1.0"?> 
< ! DOCTYPE VBS SYSTEM "book.dtd"> 
<book> 
<title> XML for beginners </title> 
<author> Elizabeth Chang </author> 
<abstract> This is an introductory book on XML, for use by people 

<subject> < keyword = "internet programming"> 
who have no previous acquaintance with it </abstract> 

< keyword = "internet database"> 
< keyword = "messaging"> 

</subject> 
<price> 25 US Dollars</ price, 
<availability> 2 days </availability> 
< / book> 

Figure 9.5 A simple XML document 

look like. Consider the example of a simple XML document given in Figure 9.5, 
which describes a book in the VBS. 

The first line gives the XML Declaration and is always included as it defines 
the version of XML that the document conforms to. The second line indicates the 
Document Type Definition (DTD) the document conforms to and also the file in 
which the DTD definition can be found, e.g. "book.dtd." A copy of the contents 
of this file is shown in Figure 9.6. The DTD describes the structure, syntax, and 
vocabulary of XML documents that conform to it. 

Note that this DTD suffices €or all authored book elements in the VBS. 
Each document has a root element. In this document, the root element is <book>. 

The remaining lines define the child elements of the root book (title, author, abstract, 

<? XML version "1.0" > 
< !  Element book (title, author, abstract, subject, price, 

availability) > 
<!  title (#PCDATA) > 

< ! author (#PCDATA) =- 
<! abstract (#PCDATA) > 
<! ATTLZST subject ID CDATA # Required> 

<!price <#PCDATA)> 
<!availability <#PCDATA)> 

Figure 9.6 File book.dtd containing DTD 
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subject, price, availability). The last line defines the end of the root element </book>. 
Here are some notes on the XML documents: 

Elements begin with a <start tag> and end with an <end tags, and the data is 
placed between them. For example, 

<title> XML for beginners </ title> 

Start tag Data End tag 

An element with attributes does not need an end tag, but could be of the form 

The tag names are case-sensitive. 

The tags must be properly nested. 

XML element names start with a letter or underscore and the rest of the name can 
contain letters, digits, dots, underscores, or hyphens, but no spaces are allowed. 

Elements can have subelements, but these must be properly nested. 

Attributes consist of a name and a value separated by “=E” and the value is within 

celement name attribute name = “a”>. 

quotation marks. There can be more than one anribute in an element. 
For example, 
<keyword = “internet programming”> 

<!- -comments- -> 
One can also add comments, which are enclosed within comment tags 

An XML document is said to be Well Formed if it meets the well-formed 
constraints specified in the W L  1.0 Recommendation, some of which are men- 
tioned in the previous list (i.e., starts with XML Declaration, must have a root el- 
ement, each element has an end tag or autotag tag, and elements must be properly 
nested). 

An XML document is Valid if it meets the validity constraints (VCs) specified 
in the XML 1.0 Recommendation. This document must include a <!DOCTYPE> 
definition (2nd line of the example XML document), which specifies the DTD against 
which the document can be validated (i.e., a valid document must conform to the 
DTD) . 

We note that the XML document as created here does not do the following: 

1. Formatting and styling for display - this is done using style sheets, which are 

2.  Transformation of information -this can be done using XSLT. 

discussed in Section 9.3.3. 
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3. Processing of XML documents - this can be done using APIs , such as DOM, 
SAX, and Event Handler in conjunction with languages such as JAVA, C++, 
Perl, etc. 

4. Linking - this can be achieved using Xlink and Xpointer. 

The main role of the XML document is to logically structure information within 
documents. 

9.3.3 Displaying X M L  documents - Style sheets 

As XML documents do not present any information related to formatting and styling 
for display of information to humans, style sheets are provided for doing this. Among 
the different approaches to styling, one could use: 

1. Extensible Style Language (XSL) 

2. Document Style and Semantics Language (DSSSL) 

3.  Cascading Style Sheets (CSS), both Level 1 and Level 2 

CSS were originally designed for displaying HTML; however, XML browsers can 
also use this. These were discussed in detail in Chapter 3, and hence we do not discuss 
them further here. We should note that currently CSS is more widely supported, but 
this may change in future. 

We will now concentrate our discussion on XSL. Unlike CSS, which utilizes the 
formatting and style instructions to directly display the XML document, XSL nor- 
mally first transforms the XML document into a suitable format for display, such as 
HTML or RTF (Rich Text Format). It then sends this to an XSL processor (such as 
a browser or application), which then generates the required HTML output or RTF 
output. Thus, the XSL style sheet has two parts: (1) transforming and (2) formatting 
and styling. 

An example of an XSL style sheet for displaying book titles and their prices is 
shown in Figure 9.7. 

9.3.4 Processing XML documents and programming interfaces 

In order to process an XML document, it may be necessary to access its internal 
structure. Three widely used application program interfaces ( APIs) have been defined 
for this purpose, namely 
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<? XML version = "1.0"?> 
< XSL Style Sheet xmins:xsl = http://www.w3.org/TR/WD-xsl> 
< XSL template match = " / "  > 

<XSL apply-templates/> 
</XSL : templates 
<XSL : template match = "book price list"> 
<html> 
<head> 
<title> Price list for books </title> 
</head> 
< / h tmb 
</XSL:template> 
<XSL template match = "book"> 
<font face = "Times New Roman", size = 5 2  

<P> 
<em> book title: </em> 
<XSL: value of select = "title"/> 
< /P> 
<P> 
<em> price: </em> 
<XSL: value of select = "price"/> 
< /P> 
</font> 
</XSL: template> 
</XSL: Style Sheet> 

Figure 9.7 Example of an XSL style sheet 

1. Document Object Model (DOM) 

2. Simple API for XML (SAX) 

3. Element Handler 

We will briefly discuss the first two and include some of the features of the third. 
DOM was released by W3C recommendation in late 1998. 

The DOM essentially stores the structure of the XML document as a tree structure 
whose nodes can be Elements, Attributes, Data, Document fragments, etc. Thus, the 
DOM tree corresponding to the example XML document of Figure 9.5 is shown in 
Figure 9.8. 

DOM has a number of interfaces, which can be interpreted as classes. These 
classes can be implemented in Java. Amongst these classes are Node, Document, 
Element, Attribute, Processing instruction, CDATASection, Document fragment, 
Entity, etc. 
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Book 

"Internet "Internet "Messaging" 
program" database" 

Figure 9.8 DOM for example program 

When using the DOM API, essentially one first parses the XML document to 
develop an in-memory DOM tree and then accesses the internal structure of the 
document using the DOM tree. 

In contrast, SAX provides serial access to an XML document by scanning the 
document and generating events. These events can be used by applications to ob- 
tain the required elements or attributes. The applications utilise event handlers, 
which are essentially callback functions. These must be registered with parser ob- 
jects. When the XML processor encounters a start element tag, it calls the event 
handler. 

The third API Element Handler utilises both event handlers that are noti- 
fied when a particular element is encountered, much like SAX, and also a DOM 
tree. 

9.3.5 Applications of X M L  

It is anticipated that XML will provide a basis for a variety of applications that would 
be built on top of XML, and these include the following: 

* Channel Definition Format (CDF) 

Database applications 

Document mark up (with HTML) 

Mathematical Markup Language (MATHML) 

Messaging between different business platforms 

Metacontent definition 
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Business 
Application 
& Platform 1 3 Platform 2 

Figure 9.9 Application of XML for B2B e-commerce 

Platform for Internet Context Selection (PICS) 

Platform for Privacy References Syntax Specification (P3P) 
Resource Description Framework (RDF) 

Scaleable Vector Graphics (SVG) 

Synchronized Multimedia Integration Language (SMIL) 

Of these, messaging is by far the most important from an e-commerce point 
of view. To conduct B2B e-commerce effectively, it is essential that the computing 
platforms and systems in one business be able to exchange information electronically 
with anothers (see Figure 9.9). 

Previously, this used to be achieved using traditional EDI. However, as explained 
in Chapter 12, this has a number of disadvantages including cost, limited presence 
of the technology only with some large organizations, etc. This is where XML comes 
in, provided that 

1. the two corporations that wish to use XML for data interchange utilize the same 

2. if they use different DTDs, one can use LMX technology as explained in 

DTD; they can directly interchange information in XML. 

Chapter 12. 

However, using the same DTD is much more preferable, and it requires standard- 
ization work on XML. Some corporations such as ARIBA have already produced 
a version of XML suitable for e-commerce, e.g. c-XML. However, if several corpo- 
rations do this independently, we are likely to see a plethora of DTDs for the area 
leading to an “Electronic Tower of Babel” situation. A recognition of this has led 
to standardization efforts proceeding to a definition of ebXML. This leads to the 
following layered structure for ebXML (see Figure 9.10). 

XML documents are written according to an industry-specific standardized 
scheme. 



XMl (EXTENSIS1 E M A R  KUP !A NGUAG E/ 275 

XML Document 

XML Header 

[ XML Envelope 

Transport 

Figure 9.10 Layered structure for ebXML 

XML header provides session startup and shutdown, requesdresponse, 

XML envelope provides security feature, routing, information, message 

Transport layer provides the protocol support, e.g. HTTP, HTTPS, etc. 

publish/subscribe facilities. 

identification. 

With industry-specific standardization of vocabularies, schemas, and DTDs, one 
will create a powerful infrastructure for message interchange in B2B e-commerce. This 
is expected to be one of the most significant applications of XML in e-commerce. 

Arc hitecturre 

XML employs a layered architecture consisting of the following: 

Layer 1 - Underlying technology layer 

Layer 2 - Supporting layer 

Layer 3 - Application layer 

Layers 1 and 3 have been discussed in previous sections, so here we briefly describe 
the supporting layer, which is illustrated in Figure 9.1 1. 

Note that most of the items in Figure 9.11 have been discussed in previous sec- 
tions. We wilf briefly consider three items here, namely Hyperlinks, Schemas, and 
Name spaces. 

In Section 9.3.2, we described the use of DTDs to specify the structure, vocabulary, 
and set of rules for defining legal elements, which the XML documents have to 
satisfy in order to be valid. This facilitates the sharing of XML documents that 
conform to the same DTD even if they have been produced by different people on 
different systems. However, DTDs have a number of disadvantages including the fact 
that DTDs themselves are not written using an XML syntax; the atomic data types 
(WCDATA) are only “strings.” In order to overcome some of these disadvantages, 
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Supporting 
Layer 

Standard XML Applications Specific XML Applications, e.g. 
- MathML for mathematics calculations 

Layer 

Display XML Metadata Parser Schema Queries 
Format Linkage - RDF - SAX - DTD - XSLT 
- XSL - XLink - PICS - DOM - XSD - XPath 
- CSL 
- XSL+CSS - XPath - PSP - XQL 

- XPointer 

Underlying 
Technology 
Layer 

XML architecture 

the notion of an XML Schema Language has been developed. This uses 
to describe the structure of and relationships for XML docum 
use of all the same techniques as for the XML documents (e.g 
etc.) for this XML schema. The XML Schema Language allows 
data types as well as user-defined data types. One can think of these XML schemas 
as essentially describing constraints on Well Formed XML documents. In future this 
could take over the role of DTDs. 

I; is a data model for associative metadata. It tells us about resources that 
essed by the Universal Resource Identifier (URI). It forms the underlying 

basis for defining platforms, taxonomies, site maps, etc. (see Figure 9.11). 
To understand the notion of namespaces, we note that XML allows one to specify 

one’s own tags, but these tags could have different semantics in different appli~ations. 
Consider the tag ‘name.’ This could be used to specify a product ‘name’ in one 
e-commerce application and a customer ‘name’ in another. In order to address this 
issue, one needs to pick global naming conversions and use a U I address to specify 
where this “‘universally agreed to collection of names” can be found. This URI is then 
used in all XML documents that use this namespace. 

As noted at the beginning of this section, XML allows more complex linl~ing 
than just unidirectional links, which are used to link one resource to another. XML 

(Xlink) provides this hyperlinking facility. 
k has two kinds of links: 

Simple links, which are similar to HTML links (i.e., simple unidirectional inline 
links) 

Extended links 
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In order to use Xlink, one uses the X1ink:attribute to specify a link, e.g., 

<Example xlink : type= “simple“ 
x1ink:href = “book.xml“> 

An extended link can connect several resources, can be bidirectional, and can 
have roles. 

XML is certain to play a major role in e-commerce in the future. In this section, 
we have provided only a brief introduction. More detailed information can be found 
at the web addresses and in the references given at the end of this chapter. 

One of the features of e-commerce systems is that one starts to collect large amounts 
of data arising from the following: 

1. previous customer orders; 

2. web accesses recorded in a web log; 

3. if the e-commerce system is a broker that uses agents to visit other web site 
information on the structure and contents of these web sites. 

Currently in most systems, only very limited use is made of these large volumes 
of data. Consider the information stored in a database on previous purchases made 
by customers. The main kind of information obtained from such a database is a 
set of records that satisfies a particular condition, e.g., obtain all purchasers of 
Toyota for the month of July 2000 in Hong Kong Island. This query would be made 
in SQL as explained in Chapter 6.  It would return the set of records that fulfilled 
these conditions. Instead of just obtaining a set of records, one could look for 
different types of patterns or knowledge in the data. An example of such a pattern 
would be 

I f  one purchased a Toyota Camry in the last three years and earns more than 
US$80,000, the person is very likely to purchase a BM W. 

Such a rule does not retrieve a particular set of records but provides knowledge 
or patterns that are embedded in the data. Such knowledge or patterns are very 
useful for targeted marketing. They can help to identify the likely future purchase a 
customer will make given the customer’s previous purchases. 

The value of data mining to determine patterns or knowledge in data has not been 
confined to e-commerce systems, but the ability to utilize this knowledge once it is 



278 ADVANCED TECHNOLOGIES FOR €-COMMERCE 

uncovered is considerably greater in the e-commerce system as each customer identi- 
fies himself when he next visits the web site, allowing the system to trigger appropriate 
patterns and hence present him with a list of targeted products that he is likely to 
be interested in immediately. Or alternatively, if he chooses to purchase an item, 
an associative rule will be triggered to display other likely items he might purchase. 
An example of this is illustrated in the discussion of Amazon.com in Chapter 11 
where a list of books that the purchaser is likely to be interested in, based on his par- 
ticular previous purchasing patterns, is presented to the purchaser on his subsequent 
visits to the web site. This greatly increases cross-selling, with visitors buying other 
books in addition to the one they actually came to purchase. There are several dif- 
ferent techniques for discovering such patterns or knowledge. We will briefly discuss 
two techniques, namely (1) association rules and (2) inductive learning using decision 
trees. 

9.4.1 Association rules 

Association rules represent relationships between items in very large databases 
[Agrawal, Imilienski, and Swami, 1993; Agrawal and Srikant, 19941. Specifically, 
they address market basket databases. An example would be “given a market 
database, it was found that 80% of customers who bought the book ‘XML for 
beginners’ and ‘internet programming’ also bought a book on ‘Java programming’ . ” 
If X and Y are two sets of disjoint items, then an association rule can be expressed 
as conditional implication 

X*Y 

i.e. the occurrence of the set of items X in the market basket implies that the set 
of items Y will occur in this market basket. Two important aspects of an associa- 
tion rule are confidence and support and these are defined as [Agrawal and Srikant, 
19941. 

The confidence of an association rule r: X=+Y is the conditional probability that 
a transaction contains Y given that it contains X, i.e. confidence (X =+Y) = P (X, Y)/ 
p (X). 

The support of an association rule is the percentage of transactions in the database 
that contain both X and Y, i.e. Support (X =+Y) = P (X, Y). 

The problem of mining association rules can be stated simply as follows: Given 
predefined values for minimum support and minimum confidence, find all asso- 
ciation rules which hold with more than minimum support and minimum con- 
fidence. 
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This problem is normally broken down into two subproblems [Agrawal and 
Srikant, 19941: 

1. find all frequent item sets in the database with support greater than or equal to 

2. for each fkquent set X, generate all association rules Y+ X - Y 1 Y c X with 

minimum support 

confidence greater than or equal to minimum confidence, 

A major computational effort goes into finding frequent item sets and a number 
of algorithms such as the a priori algorithm have been developed to obtain this. 

Decision trees can be represented as a directed graph consisting of nodes and directed 
arcs. 

The decision tree consists of 

a root node from which the decision tree is expanded; 

intermediate nodes that can be further expanded; and 

leaves that cannot be further expanded and correspond to a specific output class. 

Both the root node and intermediate nodes correspond to a test, which determines 
the directed arc to be traversed at this point, as shown in Figure 9.12 [Sestito and Dil- 
lon, 19931. Any intermediate node can be considered a root for the subtree starting 
from that point leading to a recursive definition. Choosing the test to  apply at a partic- 
ular node can be reduced to selecting an attribute for testing. The choice of the order 
in which the attributes are selected greatly affects the quality, shape, and number of 
nodes in the tree. When constructing a tree, one needs to have a means of determining 

the important attributes needed for classification 

the ordering of the important attributes 

A feature selection criterion is used to determine the ranking of the input at- 
tributes. Each criterion test using the feature selection criterion is normally restricted 
to being a function of one of the attributes at a time. There are several feature selection 
criteria and these include 

1. the information gain criteria [Quinlan, 19931; 

2. the symmetric Goodman Kruskall Tau developed by Zhou and Dillon [1991]. 
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Figure 9.12 Decision trees 

Since the data is likely to be noisy, with missing attributes, it is important that the 
feature selection criterion be able to cope with this. The second criterion is robust 
with respect to these. 

Essentially, when using the decision tree method, one defines a set of output classes 
a customer might belong to and also a set of input variables, which will help classify 
this customer. The data is analyzed using an appropriate feature selection criterion, 
and a decision tree is developed. This decision tree is then used to categorize any 
customer by noting his individual purchasing behavior. The output classes could, for 
instance, be individual purchasing circles. 

9.4.3 Web mining 

In addition to mining patterns from data on purchases and orders in databases, there 
is also a related area of web mining. This can address the problem of determining 
patterns in 

1. datalogs of web accesses to determine the pattern of accesses to a web site; this is 
called web usage mining and provides important information on the usability of 
the web site architecture [Chang and Dillon, 19991. 
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In previous chapters, we discussed the basic technologies for building a web-based 
e-commerce system. To make an e-commerce system functional, we also need to 
incorporate payment functions into the system. In the physical world, we have four 
main types of payment methods: cash, credit card, check, and creditldebit (funds 
transfer). Each of these payment methods has its own unique characteristics. To build 
a complete e-commerce system, we also need to implement these payment methods 
in cyberspace. In this chapter, we give an overview of the major internet payment 
methods, namely the Secure Electronic Transaction (SET) protocol, for implementing 
credit card payment, an electronic check system for supporting check payment, and an 
electronic funds transfer system and an electronic cash system for emulating physical 
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cash payment. We will also present two micropayment methods and smart card 
payment methods. 

10.1 FEArU~ES OF PAYM€~T METHO~S 

In general, when we evaluate a payment method, there are several features as follows 
[Furche and Wrightson, 1996; Lynch and Lundquist, 1996; Schneier, 19961: 

* Anonymity: This refers to whether the payment method is anonymous. In other 
words, this is concerned with whether a third party can trace back who was 
involved in the payment transaction. 

particular whether it is easy to perpetrate different kinds of fraud such as a forged 
payment. 

Security: This is concerned with whether the payment method is secure, in 

0 Overhead cost: This refers to the overhead cost of processing a payment. 

Transferability: This refers to whether a payment can be carried out without the 

Divisibility: This refers to whether a payment can be divided into arbitrary small 

e Acceptability: This refers to whether the payment method is supported globally, 

involvement of a third party such as a bank. 

payments whose sum is equal to the original payment. 

i.e., not by a closed user group only. 

These characteristics provide a basis for the evaluation of payment methods. 

10.2 4C PAY ME^^ METHODS 

In the physical commerce system as mentioned earlier, we have four main methods of 
payment, namely Cash, Credit card, Check, and Crediddebit (i.e. direct fund trans- 
fer). We call these the 4C payment methods. Table 10.1 compares the 4C payment 
methods in terms of the aforementioned characteristics. Ideally, we need a payment 
method that is very secure, has a low overhead cost, is transferable, is acceptable 
anywhere, and is divisible. In many cases, we prefer it to be anonymous as well. As 
you can see from the table, no payment method can satisfy all the desired character- 
istics. This is one of the reasons why we need four different payment methods so as 
to cater for different payment requirements. To build a complete e-commerce system, 
we also need to implement these four payment methods in cyber space. 
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Table 10.1 Comparison of the 4C payment methods 

Cash Credit card Check Creditfde bit 

Anonymity Yes, in general No No No 
Security Good Good Good Good 
Overhead cost Lowest, Higher than Highest, Low 

in general cash and in general 
creditfde bit 
because of the 
paperwork 
involved 

Transferability Yes No No No 
Divisibility Not completely Yes Yes Yes 

Acceptability Yes, in general Yes, in general No, in general No, in general 
it can only be 
used locally used locally 

divisible 

it can only be 

In the rest of this chapter, we discuss how to implement the 4C payment methods 
on the internet, for e-commerce. 

10.3 SET PROTOCOL FOR CREDIT CARD PAYMENT 

Let us begin with credit card payment. At present, the credit card is one of the most 
commonly used payment methods in e-commerce, in particular B2C e-commerce. 
Before the introduction of the Secure Electronic Transaction (SET) protocol, secure 
credit card payment was usually carried out over an SSL connection. While SSL can 
ensure the secure transmission of credit card information over the internet, it is not a 
complete credit card payment method. For example, it cannot support on-line credit 
card authorization. SET is specially developed to provide secure credit card payment 
over the internet. It is now widely supported by major credit card companies including 
Visa and Mastercard. The current SET specification is divided into three books. 
Book 1 gives the general overview. Book 2 is a programmer’s guide for developing 
SET applications. Book 3 gives the formal protocol definition. One can download 
these specifications from http://www.setco.org/download.htmL’#spec. 

In general, SET aims at satisfying the following security requirements in the con- 
text of credit card payment: 
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* Confidentiality - Sensitive messages are encrypted so that they are kept 

Integrity - Nearly all messages are digitally signed to ensure content integrity. 

Authentication - Authentication is performed through a public key infrastructure. 

confidential. 

10.3.1 SET network architecture 

Figure 10.1 gives a schematic representation of the network architecture for SET. 
Basically, it has the following components [SET Book 1; Stallings, 19991: 

Merchant: This refers to a seller, which is connected to an acquirer. 

Cardholder: This refers to a registered holder of the credit card who is a buyer. 

Isstker: This refers to the bank that issues the credit card to a cardholder. 

Acquirer: This refers to the bank that serves as an “agent” to link a merchant to 
multiple issuers. By doing so, a merchant can process various credit cards through 
a single acquirer. Each acquirer has a payment gateway* through which it can 
process authorization and other necessary transactions for the merchants. 

........................ ... 

Figure 10.1 Network architecture of SET system 

* In some implementations, the payment gateway can be provided by a third party. 
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Payment gateway: This is typically connected to the acquirer. The payment 
gateway is situated between the SET system and the financial network of the 
current credit card system for processing the credit card payment. 

In addition, it is assumed that there are certification authorities in the SET system, 
which issue digital certificates to concerned parties. 

In general, the SET protocol addresses interactions among these network com- 
ponents. More specifically, the SET protocol addresses communications between a 
cardholder and a merchant and between a merchant and a payment gateway. Com- 
munications between an acquirer and an issuer are handled by reusing the financial 
network in the current credit card system. 

10.3.2 SET digital certificate system 

The authentication system of SET is based on the X.509 digital certificate framework 
as discussed in Chapter 7. This allows merchants, cardholders, and acquirers to verify 
the identities of each other by exchanging digital certificates. Figure 10.2 shows the 
basic framework of the SET digital certificate system. In the hierarchy, there is a 
common root CA, and all parties in the SET system should have the public key of 
this root CA. This root CA is responsible for issuing digital certificates to the brand 
CAs such as Visa, Mastercard, etc. Each brand CA then issues digital certificates to 
its regional CAs. For example, a brand CA may set up a CA in each country. Under 
each regional CA, there are three types of CAs, namely cardholder CA, merchant CA, 
and payment gateway CA, which issue digital certificates to the respective parties. 
As everyone has got the public key of the root CA, any digital certificate in the SET 
system can be verified even if the two parties involved are in different parts of the 
world. In the most complex case, the verification path needs to start from the root CA. 

10.3.3 Dual signature generation and verification 

In the physical credit card system, the Payment Instructions (PI) including the card- 
holder’s credit card number and signature are not kept confidential in general. While 
data integrity can basically be ensured by using printed receipts, cardholder’s authen- 
tication relies on simple signature checking only. In an electronic credit card system, 
the Order Information (01) and PI can be digitally signed to ensure data integrity. 
However, the sensitive credit card information may still be disclosed to other people. 
SET introduces a novel method called the dual signature (DS) to ensure data integrity 
while protecting the sensitive information. In this section, we describe the DS method. 
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Figure 10.2 The digital certificate system for SET [SET Book 11 

Then we talk about the digital envelope method to ensure data confidentiality 
in SET. 

To facilitate the discussion, we will use the cryptographic notations as defined in 
Chapter 7 .  Given 01 and PI, the DS is generated by the following steps [SET Book 1; 
Stallings, 19991 as shown in Figure 10.3: 

Step 1: The message digests of PI (H[PI]) and of 01 (H[OI]) are computed. 

Step 2: The two message digests from step 1 are then combined and the resultant 
message digest HPIOl is found as follows: 

where I I is the concatenation operator. 
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Card holder’s 
private Dual Siqna ture 
signature key 

Figure 10.3 Steps in generation of a dual signature 

Step 3: The dual signature is produced by encrypting the message digest from 
step 2 using the cardholder’s private signature key* ( keyprivates19n, cardholder). 

Mathematically, it can be expressed as 

Let us next look at how the merchant and the payment gateway can verify the 

The merchant is provided with 01, H[PI], and DS. The dual signature can be 
dual signature. 

verified as follows: 

* Step 2 :  The merchant first finds H[H[PI] II H[OT]]. 

* Step 2: He then decrypts the digital signature with the cardholder’s public 
signature key as follows: 

where the keypublicsign, cardholder denotes the public signature key of the cardholder. 
This can be obtained from the cardholder’s digital certificate. 

* Each participant (e.g. cardholder) in the SET system possesses two pairs of RSA keys: one for generating 
digital signatures and the other one for exchangng secret keys as shown later. The private key for 
generating digital signatures IS called the private signature key and the corresponding public key is called 
the public signature key. The private key for exchanging secret keys is called the private key-exchange 
key and the corresponding public key is called the public key-exchange key. 
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Step 3: Finally, he compares the two terms H[H[PI] 11 H[OI]] and DRSA[DS I 
keypubiicslgn, cardholder 1. They should be the same if the transmitted DS has not 
been changed; otherwise the order is not valid. 

Similar to above, the payment gateway is provided with PI, H[OI], and DS. The 
dual signature can also be verified as follows: 

Step 1 :  Find H[H[PI] I I  H[OI]]. 

Step 2: Compare the result of step 1 with DR~A[DS I keypublicslgn, cardholder]. 
Step 3: If the two terms in step 2 are the same, the order is valid. 

By using the dual signature method, each cardholder can link 01 and PI while releas- 
ing only the necessary information to the relevant party. That means, the merchant 
knows only the 0 1  but not the PI (the merchant only knows H[PI]). Similarly, the 
acquirer only knows the PI but not the 01. Nevertheless, if either the 01 or PI is 
changed, the dual signature will no longer be valid. In other words, 01 and PI are 
dependent on each other through the dual signature method. 

10.3.4 Digital envelope 

In the SET protocol, a digital envelope is used to transfer sensitive information be- 
tween two parties securely. Suppose that a customer X wants to send a sensitive 
message M to the VBS. The basic operation is as follows: 

1. A random DES key (keyrandom) is first generated to encrypt the message, i.e. 

2. keyrandom is then encrypted by the VBS's public key-exchange key, say 
EDES [M I keyrandom] * 

b'public-exchange, VBSY i.e. ERSA [keyrandom I keypublic-exchange, VBSl* 

3.  EDES[M I keYrandom1 and ERSA[keYrandom I keYpuhlic_exchange,vSl are sent to the VBS- 
4. To obtain the message M, VBS first obtains keyrandom by decrypting 

ERSA[keYrandom I keYpuhlic-exchange,VBS]~ i.e. DRSA [ERSA[keYrandom I 
keYpublic-exchange.VBS1 I keypr'vate_exchange.vSl = keyrandom, where 
keYprivate-exchange,vs denotes the private key-exchange key of the VBS. 

5. After obtaining keyrandom, the VBS can obtain M by decrypting EDES[M I 
keyrandom], i.e., to find DDES[EDES[M I keYrandom1 I keyrandom] = 

The aforementioned process is illustrated in Figure 10.4. 
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............................................................................................................................. 
I -  i 
i 1 - 1  

Encrypted by 
key random 

i 1 
i ........................................................................................................................... I key public_exchange,VBS 

Figure 10.4 Generation of a digital envelope 

As only the VBS knows the keypr,vate-exchange, VBS, no one can obtain the keyrandom 

digital envelope. Only by “opening” the digital envelope can one get the required 
key to decrypt the message M. 

to decrypt EDES [M I keyrandom] * Effectively, ERSAkYrandom 1 keypublic_exchange,VBS] is a 

10.3.5 SET protocol 

In general, the SET protocol has four phases: initiation, purchase, authorization, and 
capture as shown in Figure 10.5. First the cardholder sends a purchase initiation 
request to the merchant for initializing the payment. Then the merchant returns 
a response message to the cardholder. In the second phase, the cardholder sends 
the purchase order together with the payment instruction to the merchant. In the 
third phase, the merchant obtains the authorization from the issuer via the payment 
gateway. Finally, the merchant requests a money transfer to its account. Optionally, 
the cardholder may make an inquiry about the status of the payment by issuing an 
inquiry request to the merchant after the second phase. Upon receiving the inquiry, 
the merchant will send a response to the cardholder. We will discuss the key protocols 
as follows [SET Book 1; O’Mahony, Peirce, and Tewari, 19971. 

10.3.6 Purchase initiation 

Having decided to buy something, the cardholder sends a purchase initiation request 
to the merchant. Among other information, the message contains a local transaction 
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Figure 10.5 General SET information flow [see also SET Book 1; O’Mahony, Peirce, and 
Tewari, 19971 

identity (ID) and a nonce N1 for thwarting “replay” attack. Furthermore, the card- 
holder may send a list of cached certificate(s) so as to inform the merchant that there 
is no need to include the certificate(s) in the subsequent messages. 

After receiving the request, the merchant sends a response to the cardholder. The 
response includes a unique transaction ID, the nonce N1 sent by the cardholder 
for verification purpose, and a nonce N2 generated by the merchant. The unique 
transaction ID, which is generated based on the local transaction ID, is for identifying 
the transaction throughout the whole session. 

The response is signed digitally by using the merchant’s private signature key. The 
merchant also sends its certificate(s) and the payment gateway’s certificate( s )  to the 
cardholder if required. 

After receiving the response, the cardholder verifies the certificates and obtains the 
corresponding public keys for later use. The cardholder also verifies the merchant’s 
response by checking the digital signature of the response with the merchant’s public 
signature key. Recall that this is done by decrypting the digital signature to get the 
message digest followed by comparing it with the message digest of the response. 
Furthermore, by checking the previous nonce NI, the cardholder can confirm that 
the response is sent from the intended merchant for the current session. 

10.3.7 Purchase request 

Having completed the purchase initiation phase, the cardholder prepares the 0 1  and 
the PI. Besides other order details, the 01 contains the unique transaction ID, nonce 
N1, and nonce N2 from the initialization phase. The PI includes the transaction ID, 
the payment amount, and the message digest of the order description. 

A dual signature is generated for 01 and PI. PI is encrypted with a random sym- 
metric key A. Key A and the cardholder information is then encrypted with the public 
key-exchange key of the payment gateway to form a digital envelope. 
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After the aforementioned processing, the following information is transmitted to 
the merchant: 

1. 01 + DS + H[PI] 

2. PI + DS + H[OI] (all encrypted by using key A) 

3.  key A + cardholder information (all encrypted by using payment gateway’s 
public key-exchange key) 

4. cardholder’s certificate(s) 

Note that the information in points 2 and 3 will be sent later to the payment gateway 
via the merchant. The merchant cannot read the contents of these. 

After receiving the purchase request, the merchant verifies the cardholder’s certifi- 
cate(s) and the dual signature. Recall that as the merchant is provided with 01 and 
H[PI], the DS can be verified by comparing DRSA[DS I keypublicslgn, cardholder 1 with 
H[H[OI] I I H[PI]]. The public signature key of the cardholder (keypublic-+, cardholder) 

can be extracted from the respective digital certificate. 
After successful verification, the merchant processes the request and forwards the 

PI and the associated information to the payment gateway. The merchant also creates 
a purchase response and forwards it to the cardholder together with its certificate(s). 
The purchase response is digitally signed with the merchant’s private signature key. 
After receiving the purchase response, the cardholder verifies the certificate( s) and 
the purchase response. 

10.3.8 Payment authorization 

In the payment authorization phase, the merchant needs to obtain payment autho- 
rization from the acquirer. This is done by generating an authorization request, which 
includes the transaction ID, amount requested for authorization, message digest of 
the order description, and other transaction information. 

The authorization request is encrypted with a random symmetric key B. Key 
B is then encrypted by using the public key-exchange key of the payment gateway 
to form a digital envelope. Note that only the payment gateway can get key B and 
use it to decrypt the authorization request. The merchant sends the following to the 
payment gateway: 

The encrypted authorization request and the encrypted key B 
The following information as received from the cardholder: 
- PI -t DS + H[OI] (all encrypted by using key A) 
- Key A + cardholder information (all encrypted by using the payment gateway’s 

public key-exchange key) 
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Cardholder’s and merchant’s certificates 

After receiving the authorization request, the payment gateway processes it as 
follows: 

Obtains key B by means of decryption and uses it to decrypt the authorization 

Verifies the merchant’s certificate( s) and the digital signature on the authorization 

Obtains key A and the cardholder information by means of decryption. 

0 Uses key A to obtain the PI, DS, and H[OI]. 

Verifies the DS accordingly. 

request. 

request. 

The payment gateway also verifies that the received transaction ID is the same 
as the one in the PI [SET Book 11. Recall that the PI also contains the message 
digest of the order description. By checking this with the message digest of the order 
description in the authorization request message, it can be verified that the order has 
been accepted by the cardholder and the merchant. 

Upon all successful verifications, the payment gateway forwards an authorization 
request to the issuer via the current payment system. After receiving the authorization 
from the issuer through the current system, the payment gateway sends an autho- 
rization response to the merchant. The response message includes the transaction ID, 
authorization code, amount that has been authorized, and other information about 
the transaction. 

The authorization response is first signed by using the payment gateway’s private 
signature key and then encrypted with a random symmetric key C. Subsequently, 
key C is encrypted by using the merchant’s public key-exchange key to form a digital 
envelope. A capture token is also generated, signed, and encrypted by using a random 
symmetric key D. Key D and the cardholder information are then encrypted by using 
the payment gateway’s public key-exchange key to form another digital envelope. 
The capture token is for the merchant to initiate payment to the bank account at a 
later stage. The payment gateway sends the following to the merchant: 

1. Signed authorization response (encrypted by key C) 

2. Key C (encrypted by merchant’s public key-exchange key) 

3. Signed capture token (encrypted by key D) 

4. Key D + cardholder information (encrypted by payment gateway’s public 
key-exchange key) 

After receiving the authorization response from the payment gateway, the rner- 
chant obtains key C by decryption and uses it to decrypt the authorization response. 
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The merchant verifies the payment gateway’s certificate and the digital signature 
on the authorization response. It then stores the response message and the capture 
token for later use. Having obtained the authorization, the merchant then complete 
the order accordingly (e.g. by providing the service). 

10.3.9 Payment capture 

Eventually, the merchant will credit the bank account using the capture tokens. This 
is done through the payment capture process. Note that batch processing can be used 
in which a batch of capture tokens is sent to the acquirer. To start the payment capture 
process, the merchant generates a capture request, which includes the transaction ID, 
capture amount, and other information about the capture request. 

The capture request is first signed by using the private signature key of the mer- 
chant and then encrypted with a random symmetric key E. Key E is then encrypted by 
using the public key-exchange key of the payment gateway to form a digital envelope. 
Then the merchant sends the following to the payment gateway: 

1. Signed capture request (encrypted by using key E) 

2.  Key E (encrypted by using payment gateway’s public key-exchange key) 

3.  Signed capture token (encrypted by using key D) 

4. Key D + cardholder information (encrypted by using payment gateway’s public 

5. Merchant’s digital certificates 

key-exchange key) 

Recall that the information in points 3 and 4 are obtained from the previous autho- 
rization response. After receiving the capture request, the payment gateway obtains 
key E by decryption and uses it to decrypt the capture request. The payment gateway 
also verifies the digital signature of the capture request by using the merchant’s pub- 
lic signature key. The payment gateway obtains key D by decryption, uses the key 
to decrypt the capture token, and verifies the capture token. After successful verifi- 
cation, the payment gateway sends a payment transfer request to the issuer via the 
current system. Furthermore, the payment gateway creates a capture response, which 
includes the transaction ID, capture amount, capture code, and other information 
about the transaction. 

The capture response is signed by using the payment gateway’s private signature 
key and is then encrypted with a random symmetric key F. Key F is then encrypted 
by using the merchant’s public key-exchange key to form a digital envelope. The 
payment gateway forwards the following information to the merchant: 
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1. Signed capture response (encrypted by key F) 

2. Key F (encrypted by merchant’s public key-exchange key) 

3.  Payment gateway’s digital certificate(s). 

After receiving the capture response, the merchant decrypts it accordingly and 
verifies its digital signature. Finally, the capture response can be saved for record- 
keeping purpose. 

10.4 €-CASH 

Let us next discuss electronic cash (e-cash). Its aim is to emulate physical cash pay- 
ment. As mentioned earlier, physical cash has two special characteristics: anonymity 
and transferability. In other words, payment is anonymous and no third party is 
involved in the payment process. Till now, no software-based payment method 
can fulfil1 the transferability requirement. The main problem is that people can 
duplicate data in a computer easily, so it is almost impossible to prevent double 
spending unless a third party is involved to verify the transaction during the payment 
process. Hence, the current aim of e-cash is to achieve only anonymity. A repre- 
sentative example is e-cash (DigiCash) invented by David Chaum [Chaum, Fiat, 
and Naor, 1988; Chaum and Brands, 1997; O’Mahony, Peirce, and Tewari, 19971. 
At the time of writing, e-cash is provided by a company called ecashtechnologies 
(http://www.ecashtechnologies.com). There is a good demo to illustrate the basic 
operation of e-cash at that web site. Based on an innovative method called Blind 
Signature, e-cash enables anonymous payment over the internet. In other words, 
there is no way for a third party to trace back to identify the payer (unless the payee 
reveals the payer’s identity of course). The Mark Twain bank in the United States has 
been offering e-cash service since 1995. 

10.4.1 Blind signature 

Before discussing the e-cash protocol in detail, it is important to understand the blind 
signature method [Schneier, 1996; O’Mahony et ul., 19971. In the blind signature 
method, RSA encryption is commonly used, Consider that a bank has a pair of 
RSA keys (see Chapter 7): public key <e, n>, private key c d ,  n>, and a coin of 
serial number s is created by the user. The problem is that we want the bank to sign 
the serial number s by encrypting it with <d, n>* but we do not want the bank to 

* In this case, signing a coin means encrypting the serial number of the coin with the bank‘s private key. 
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know s. Mathematically, we want the bank to provide sd mod n without knowing S. 

The basic operation for this is given below [O’Mahony, Peirce and Tewari, 1997; 
Schneier, 19961. 

* Each e-cash user has a special wallet for generating e-cash coins. To create a coin, 
a random serial number s and a random blinding factor r (0  < r < n) are selected 
for the coin. 

The user blinds the coin as t = sre mod n and passes it to the bank. 

After signing the coin as t’ = td  mod n, the bank passes it back to the user. 

The user unblinds the coin as (r-lt ’) mod n where r-l is defined as the inverse of 
r .  That means, (r- lr)  mod n = 1. It can be proved that ( r - l t ’ )  mod n= s d  
mod n (i.e., this is equivalent to encrypting the serial number with the bank’s 
private key). 

Hence, the bank has signed the coin with its private key t d ,  n> without knowing 
the serial number! 

Let us look at the following example*. Suppose that the bank has a pair of RSA 
keys: public key <e, n> =E t3 ,33>;  private key t d ,  n> = <7,33>.  The user’s wal- 
let creates a coin with a randomly chosen serial number s = 10 and selects a random 
blinding factor r = 2 (0 < r < n). The coin is blinded as t =s ( r )e  mod n = 10(2)3 
mod 33 = 14 and passed to the bank. After signing the coin as t‘ = td  mod n = 20 
the bank passes it back to the user. The user unblinds the coin as ( r - l t ’ )  mod 
n = (17)(20) mod 33 = 10. Note that a possible value of r-l is 17 because (17)(2) 
mod 33 = 1. Note also that s mod n = 107 mod 33 = 10. That means, the coin is 
signed correctly with the bank’s private key. However, the bank does not know the 
serial number of the coin. 

To certify the value of each coin, the bank uses a specific private key for signing 
coins of different values. For example, if a user generates a $1 coin, it will ask the 
bank to sign it with the $1 key and debit the account accordingly. Note that it is 
useless for a user to cheat by asking the bank to sign a coin with a higher value 
key (e.g., sign a $1 coin with a $10 key). This is because the coin cannot be verified 
successfully later and hence it will be useless. 

10.4.2 Payment by e-cash over the internet 

The basic operation of the e-cash system is as shown in Figure 10.6 [O’Mahony 
et al., 1997; Sherif, ZOOO]. To use e-cash, a user needs to install a special electronic 

* This example is based on So Hon Lam’s MSc thesis, Department of Computing, Hong Kong Polytechnic 
University, 2000. 



300 INTERNET PAYMENT SYSTEMS 

Customer ank 

0 Generate the blinded coins 

0 Unblind the coins 

@ Send the blinded 
coins to the bank 

D 

@) Return the signed blinded coins 

4 

I 8 Pay by the coins 

@ Check the validity of the cams 
and whether they have been spent 
and credit the account accordingly 

VBS 

@ Debit the account and sign the 
blinded coins 

0 Deposit the coins 
4 

8 Confirm the deposit 
L 

Ship goods or perform the service 
4 

I 
Figure 10.6 Basic operation of the e-cash system 

wallet in his computer. Firstly, the user creates a coin of the appropriate value by the 
wallet software. By using the blind signature method, the coin is signed by the bank 
without knowing its serial number. Furthermore, the corresponding bank account is 
debited accordingly. When the user decides to purchase something on the internet 
with e-cash, the signed e-cash coin(s) is/are passed to the merchant wallet software. 
The merchant then deposits the coins. As it is possible that an e-cash coin may be 
further duplicated, the bank needs a mechanism to make sure that multiple spending 
cannot occur. To do this, the bank uses a database to store the serial numbers of 
all deposited coins. When a coin is deposited in the bank, the bank checks whether 
its serial number is already in the database. If not, the deposit is approved and the 
appropriate bank account is credited accordingly, otherwise the deposit is rejected. 
To keep the database at a reasonable size, each coin has a validity period. Outdated 
coins are deleted from the database. Therefore, each user has to deposit an e-cash 
coin to the bank within its validity period, otherwise the coin will become useless. 
After verifying that the coin is not outdated, is valid, and has not been deposited 
before, the merchant will be notified and its account will be credited accordingly. 
Finally the merchant can ship the goods or provide the service accordingly. Note 
that e-cash ensures that the bank does not know the original owner of the coin, i.e. 
it supports anonymous payment. Of course, the bank knows the payee because he 
needs to make deposits in his account. 
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In general, credit card payment and E-cash are very suitable for B2C e-commerce be- 
cause the payer and the payee may not have a preestablished relationship, and the pay- 
ment amount is relatively small. For B2B e-commerce, check and crediddebit payment 
methods are more suitable because the transaction amount is usually much higher. 

The basic concept of an electronic check (e-check) is as follows. Suppose that the 
content of an e-check is c including the payment amount and other information. The 
e-check can be signed by computing the message digest of c and then encrypting it 
with the payer’s private key. Mathematically, it is 

ERSA [H [CI I keyprivate, payer 1 

where keypnvate, payer denotes the private key of the payer. The e-check together with 
the digital signature is then forwarded to the payee. The payee can send the e-check 
to the bank for clearing through the existing check clearing system. To perform 
check clearing, the bank can verify the digital signature on the e-check by using the 
payer’s public key. This public key can be sent to the bank through the payer’s digital 
certificate. 

A well-known e-check project is being conducted by the Financial Services Tech- 
nology Consortium (FSTC) founded by some financial institutions and other re- 
lated organizations in the United States. (Further information can be found at 
www.echeck.org.) Currently, a good overview is given at www.echeck.org/library/ 
wp/architectualoverview.pdf. To set up the e-check system, a secure device is in- 
stalled in each computer for generating e-checks using the public key infrastructure. 
The FSTC framework defines four different cases. Suppose that the VBS (payer) buys 
some books from a publisher (payee) and uses the FSTC e-check system to settle 
the payment. The four possible cases are described below and illustrated in Figure 
10.7 [~w.echeck.org/library/wp/ArchitectualOverview.pdf; O’Mahony, Peirce, and 
Tewari, 1997; Turban et al., 20001. 

10.5.1 Deposit-and-clear 

This is similar to the traditional check system. First the VBS signs an e-check digitally 
and sends it to the publisher. The publisher deposits the e-check in its bank. The 
VBS’s bank and the publisher’s bank perform check clearance so that the funds are 
transferred. Statementsheports are sent to the VBS and the publisher. 

10.5.2 Cash-and-transfer 

This is used when the publisher’s bank cannot support e-check. Upon receiving the 
signed e-check from the VBS, the publisher forwards the check to the VBS’s bank 
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directly. The VBS’s bank verifies the e-check and transfers the funds via the existing 
financial system. 

10.5.3 Lockbox 

The publisher needs to open a special account known as a lockbox with its bank. 
With this special account, the publisher’s bank can accept e-checks for the publisher. 
This is particularly useful for large organizations that need to handle a large number 
of checks. Having received an e-check by the publisher’s bank, all other steps follow 
those of a deposit-and-clear scenario. 

10.5.4 Direct fund transfer 

Essentially, this is the credit/debit payment method (the last among the 4C payment 
methods). The VBS sends the e-check to its bank for initiating the fund transfer. Then 
the VBS’s bank credits the publisher’s account accordingly via the existing electronic 
funds transfer system. 

I M ~ ~ ~ ~ ~ A Y M  ENT SYSTEM 

The aforementioned payment methods are often referred to as macropayment meth- 
ods, In these payment methods, the amount involved is reasonably high to justify 
the overhead cost. In e-commerce, there are also situations in which the macro- 
payment method may not be justified because the payment amount is too small. 
For example, a customer may only be charged a few cents to download a video 
clip or to view a page in an e-book. In these circumstances, we need a micro- 
payment system. The challenge of the micropayment system is that it must be 
cost-effective while maintaining a reasonable degree of security mainly to prevent 
forged payment. There axe two representative examples, namely Millicent and Pay- 
words. The former and the latter are prepayment-based and postpayment based, 
respectively. We will give an overview of these two protocols in the next two sec- 
tions [http://www.millicent.co~works/details/papers/millicent-w3c4/millicent. html; 
Rivest and Shamir, 1997; O’Mahony, Peirce, and Tewari, 1997; Sherif, ZOOO]. 

10.6.1 Millicent 

With the aim of providing a lightweight and secure payment method, Millicent intro- 
duces a digital currency known as scrip, which is accepted only by its respective vendor. 
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@ Pay by the scrips 

Each scrip has a unique ID, which is associated with a scrip secret. Scrips can now be 
used in conjunction with HTIT as well. The Millicent system involves three parties 
namely, customers, brokers and vendors. Vendors sell their scrips through brokers 
(e.g. Bank of Ireland in Europe [Sherif, 20001) to customers in an aggregate fashion. 
For example, customer X can purchase VBS’s scrip, companyl’s scrip, company2’s 
scrip, company3’s scrip, etc. all from the same broker. The vendor scrips are sent to 
the customer and the purchase is settled by a macropayment method such as a credit 
card. To ensure that the content of a scrip cannot be modified, each scrip comes 
with a certificate produced by hashing the content of the scrip with a scrip-specific 
secret. According to the scrip ID, the vendor can identify the secret from a database 
and hence reproduce the certificate. By comparing the reproduced certificate with the 
one sent by the customer, the validity of the scrip can be verified. When a customer 
wants to purchase something from a vendor, he sends the scrips summing up the 
total payment amount to the vendor. Before accepting a scrip, the vendor verifies 
that the scrip is valid by checking the associated certificate and that it has not been 
spent before. To satisfy the latter requirement (i.e. to prevent a scrip from spending 
more than once), each vendor uses a database to record all the used scrips. This is 
similar to the mechanism used in the e-cash system to prevent multiple spending. 
Figure 10.8 illustrates the basic operation of the Millicent protocol. 

Besides sending the scrips “in the clear,” the Millicent protocol also provides the 
“private and secure” and “secure without encryption” methods for enhancing the 
security of the protocol. In the former method, each scrip is protected by a shared 
secret key between the customer and the vendor. In the “secure withour encryption” 
method, a “request signature” is generated for each scrip based on the content of 

@ Check for the validity 
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they have been spent 
from the database 

@ Confirm the payment 
4 

I 
Figure 10.8 Basic operation of the Millicent protocol 
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Pay 1 cent by sending PWT 

the scrip, the customer request message, and the customer secret. According to the 
customer ID on the scrip, the vendor can identify the customer secret and regenerate 
the “request signature.” Hence, the owner of the scrip can be verified by checking 
the “request signature.” Detailed operations are available at http://www.millicent. 
com/works/details/papers/millicent-w3c4/millicent. html. 

Check H[PWI] = PWo 

10.6.2 Payword 

Payword was proposed by Ron Rivest and Adi Shamir [1997] for supporting cost- 
effective micropayment. Payment is made by sending a chain of message digests called 
paywords to the payee. Let us explain the basic operation with an example as shown 
in Figure 10.9. Suppose that a customer X wants to pay the VBS by using the payword 
method. To generate the paywords, he needs to obtain a payword certificate from a 
broker. Among other information, the certificate contains X’s identity, the broker’s 
identity, and X’s public key. The content of the certificate is digitally signed by the 
broker’s private key. Essentially, the broker serves as a CA. Suppose that customer X 
wants to generate m paywords each with a value of 1 cent. The aggregate value of 
the paywords is m cents. By using this chain of paywords, he can pay a maximum 
of m cents to the VBS. The paywords are generated as follows. First he creates a 

Customer 

I 
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(Merchant) 
I 

Send the commitment message (PW,) 1: Pay 1 cent by sending PW, Check H[PW2] = PW, 

Send PW, 

Pay j more cents 
Check PW,, , - PW,,, recursively by sending I + j and PW,,, 

Redeem by sending the 
commitment message ( PWo) 
and PWh to the broker 

Figure 10.9 Basic operation of the Payword protocol 



306 INTERNET PAYMENT SYSTEMS 

random number PW,. Then he generates the kth payword (0 5 k 5 m - 1) by using 
the following formula: 

Here PW,-, is the message digest of PW,, PWm-2 is the message digest of PW,-l, 
etc. To initiate the payment, customer X sends a “commitment message” to the VBS. 
Among other information, this message includes customer X’s payword certificate 
and PWo. The message content is digitally signed by customer X’s private key. After 
sending this commitment message, customer X can then pay 1 cent to the VBS by 
sending PWI. The VBS can validate PW1 by checking whether the message digest of 
PWI is equal to PWo. Recall that this is how PWo is generated, i.e. PWo = H[PW1]. 
Subsequent payments can be made in increment of 1 cent as shown in Figure 10.9 
and the paywords are verified accordingly by the VBS. According to (Sherif, 20001, 
payword is transferable and can be made anonymous. Furthermore, vendors can be 
protected from replay attack by storing unexpired paywords. 

In most cases, a payment is more than 1 cent. Suppose that customer X wants to 
pay j more cents and the last payword sent to the VBS is PW,. Of course, customer 
X can pay by sending PWt+l, PW,+2, . . ., PW,+, to the VBS. To improve efficiency, 
customer X can just send the highest index i+j and the highest index payword PW,+, 
to the VBS. The paywords are validated by finding the message digests recursively, 
i.e., check whether 

starting from PW,+1. Note that i+j must be less than m because PW, is the highest 
index payword in the chain. To make a payment beyond m cents, a new chain must 
be used. 

To credit its account the VBS needs to send the “commitment message” to the 
broker together with the latest payword received, say PWb(1 5 h 5 m). Note that 
if PWI, is received, h cents have been paid. Upon successful verification, the broker 
transfers h cents from the customer X’s account to the VBS’s account. 

10.7 OV€RV~€W OF SMART CARD 

Another internet payment method is by using smart cards. Conventional credit cards 
and bank cards can be regarded as the first generation smart cards. However, they 
can store only a limited amount of data typically on a magnetic stripe. Later, more 
advanced memory cards were introduced to store data on a memory chip. Nowadays, 
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smart cards are embedded with a microprocessor chip. They are more ‘cintelligent” 
because data on a smart card can be manipulated through programs or commands. 
Furthermore, data is better protected by means of cryptographic techniques. Hence, it 
cannot be copied easily. In other words, this makes smart cards more tamper-proof. 
Smart cards have numerous applications such as electronic payments, authentica- 
tion, and health care. In particular, smart cards are playing an important role in 
e-commerce [Elliot and Loebbecke, 19981. By carrying a smart card, people can 
conduct different types of electronic transactions anywhere in a secure and efficient 
manner over the internet. It is expected that future smart cards will be even more 
“intelligent” (they are multifunctional), “interactive” (they can interact with other 
devices on the internet), and “interoperable” (different smart cards can communicate 
with each other). We call these the 3i requirements. 

Figure 10.10 shows the basic structure of a smart card. Typically, a smart card 
has the dimensions 8.56 cm x 5.4 cm x 0.08 cm. Technically, this form of smart 
card is called ID-1. There is another form of a smaller size called ID-000, which is 
used in small terminals such as cellular phones. As mentioned before, an integrated 
circuit chip with a microprocessor is embedded in the smart card. The chip also 
provides mechanical contacts to connect to external devices, for providing power 
supply, supporting data transfer, etc. In general, the chip of a smart card contains the 
following components [Hansmann et al., 2000; Rank1 and Effing, 19971: 

CentruE processing unit (CPU): It controls the operation of the smart card. 
Typically, an 8-bit microprocessor is used. In some smart cards, an additional 
cryptographic processor may be incorporated to perform cryptographic 
functions. 

Figure 10.10 Schematic overview of a smart card (modified from [Furche et al., 19961) 
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Rundom-access memory (RAM): It is used for storing temporary data. That 
means, data is retained only when the power is on. 

Erasable progrummuble read-only memory (EPROM): It is for storing long-term 
data such as cryptographic keys and software applications. Data is maintained 
irrespective of the power status but it can be erased by electrical means. 

* Reud-only memory (ROM):  It stores permanent data such as the operating 
system. Data is loaded into the card at the production stage and it can only be 
read. 

fnput/output interface (UO): It provides data inpudoutput functions. 

Generally speaking, a smart card is manufactured by going through the following 
steps [Hansmann et al., 20001: 

* Step 1 : The chip is fabricated. 

Step 2: A module is produced by using the fabricated chip from step 1. 

Step 3: The plastic card is manufactured. 

* Step 4: The module from step 2 is added to the plastic card. 

Step 5: Data and programs are loaded into the chip. 

Step 6: Personalized data is loaded into the chip. 

Most smart cards are governed by the IS0 7816 standards. The key issues are 
defined in the following documents [Husemann, 1999; Rank1 and Effing, 19971: 

IS0 7816-1: Defines the physical characteristics. 

I S 0  7816-2: Defines the dimensions and location of the physical contact. 

IS0 7816-3: Defines the electrical signals. 

IS0 7816-4: Defines the file system and communication protocol. 

IS0 7816-5: Defines mainly the numbering system. 

In particular, ISO-7816-4 specifies how a smart card can communicate with a 
smart card application (e.g. a smart card reader) by means of Application Protocol 
Data Units (APDUs). In general, a command APDU is sent by the smart card ap- 
plication to the smart card [Hansmann et al., 20001. Among other information, a 
command APDU contains the command and the command parameters. In response 
to a command APDU, the smart card returns an APDU to the smart card application. 
This APDU provides the status after processing the previous command. 

IS0 7816-4 also specifies a simple file system for smart cards with three types 
of files, namely master file (MF), elementary file (EF), and dedicated file (DF) 


