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package vbs.chapter; 
import java.io.*; 
import javax.serv1et.x; 
import javax.servlet.http.*; 

public class SessionDemo extends HttpServlet { 

public void doGet(HttpServ1etRequest req, 
HttpServletResponse resp) 
throws ServletException, IOException { 

String CUST = "CUST" ; 
String BKCOLOR = "BKCOLOR" ; 
String ACT-ENTER = "Enter" ; 

String ACT-QUIT = "Quit"; 
String ACT-CONTINUE = "Continue" ; 

resp.setContentType("text/html") ; 
Printwriter out = resp.getWriter(); 
String custname = req.getParameter("nae"); 
String action = req.getParameter("action"); 

//Get the session object and create one if there is none 
HttpSession session = req.getSession(true); 

String cust = (String)session.getValue(CUST); 

out.println("<html><head><title>Session Demo 
Program</title></head>"); 
out .println ( "<font color=BLACK size=5>") ; 

/ /  Check if the cust object exists 
if (cust == null){ 

/ /  Not exist,create one 
cust = new String(custname); 

/ /  Set the background color 
String bkcolor = new String ( "RED") ; 

/ /  Display a hello message for first time visitors 
out .println ( "<body bgcolor= 'I + bkcolor+ "<hl>Hello " 

+ cust + "!</hl>"); 

Figure 6.15 Program listing of SessionDemo.java 



out.println("You have created a new session!<br>"); 
out.println("We1come for the first time visit!! !cbr>"); 

/ /  Store the two session objects 
session.putValue(CUST, cust) ; 

session.putValue(BKCOLOR, bkcolor); 

/ /  Create the buttons 
out.println("<form method=GET action=\"vbs.chapter.SessionDemo\">"); 
out.println( "<input type=submit name=action value=\"Continue\">" ) ; 

out.println( "<input type=submit name=action value=\"Quit\">") ; 

1 else if (action.equals(ACT-CONTINUE)){ 
/ /  If the user continues, get the BKCOLOR object 
String bkcolor = (String)session.getValue(BKCOLOR); 

/ /  Change background color and update the session object 
if (bkcolor == "RED"){ 

} else { bkcolor = "RED"; 1 
session.putValue(BKCOLOR, bkcolor); 

bkcolor = "BLUE" ; 

/ /  Display the welcome message with the current 

out .println ( "<body bgcolor=" + bkcolor+ "<hl>Hello " + cust + I' ! </hl>") 
out.println("<form method=GET action=\"vbs .chapter.SessionDemo\pr>'') ; 

out.println( "<form method=POST action=\"vbs.chapter.SessionDemo\"z") ; 

out.println("Welcome €or the revisit!! !<br><br>"); 

background color 

/ /  Create the buttons 
out .println( "<input type=submit name=action value=\"Continue\">") ; 

out .println( "<input type=submit name=action value=\"Quit\">") ; 

3 else if (action.equals(ACT-QUIT)){ 
/ /  If the user chooses "quit" , remove the session objects 
session.removeValue(CUST); 
session.removeValue(BKCOL0R); 
out.println("<body bgcolor=RED <hl>Hello *' + cust + "!</hl>") ; 

out.println("Al1 session objects removed! Bye Bye!! ! I i ) ;  

1 
out.println("<p>") ; 

out. println ( ' I < /  f ontx/bodyx/html>" ) ; 

Figure 6.15 (Continued ) 
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create a new session for the user. The program then retrieves the customer's name 
using the "get~arameter ( ) 1% method, Le., 

String custname = req.getParameter (Ilname") : 

The program also creates a background color object for the session. The back- 
ground color toggles between red and blue by updating the background color object 
continuously. 

The program then puts the "custnameTr and "bkcolor" objects into the session 
for the customer, using the following statement: 

session.putValue(CUST, cust); 
session.putValue(BKCOLOR, bkcolor); 

Both "CUST" and "BKCOLOR" are string objects whose values are defined by the 
parameters cus t 'I and "bkcolor , 'I respectively. 

In the subsequent visits (i.e., after the session has been created), the program will 
retrieve the session objects and print the customer name with the background color 
accordingly. The program will also update the background color object for the next 
visit. Finally, the session objects are put back into the session. 

As for the customer, he can press the "Continue" button to see a personalized 
welcome message with the background color alternating between red and blue. Fi- 
nally, he can terminate the session by pressing the "Quit" button. 

6.3.5 A simple shopping cart example 

Introduction 

Moss [1998] gives a very good example of the use of the Session Tracking API in 
a user login program. Using some of the ideas and methods of his program, but a 
different program logic, a servlet called Simplecart is written to demonstrate how the 
Session Tracking API can be used to support user authentication and to build a simple 
shopping cart. We assume that after logging into the system, the user will be provided 
with an object called the simple shopping cart object (start) . The corresponding 
source code is shown in Figure 6.17. It contains the following: 

Customer name: the full name of the customer 

Bonus points : the bonus points of the customer 

Essentially, the simple shopping cart is used to store the user information for 
the current session. The information is obtained from the f3Customer~~ table of 
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package vbschapter; 

public class SCart 
I 

String cust-name; // Customer name 
int nBonus = 0; // Bonus point 
int c-item-no; // Number of items 
double c-total; // Total price 

public void Cart() // Implementation 
{ c-item-no = 0; 
c-total = O.O;} 

public void setCustName(String name) // Set customer name 
{ cust-name = name; } 

public String returnCustName() // Return customer name 
{return cust-name;} 

public void setBonus(int bonus) // Set bonus points 
{ nBonus = bonus} 

public int getBonus() // Return bonus points 
(return nBonus; } 

public void setItemNo(int value) // Set item no. 
{ c-item-no = value; } 

public int returnItemNo() // Return item no. 
{return c-item-no; } 

Figure 6.17 Program listing for SCart.java 

the simple database called “mall. 11 This table contains the following informa- 
tion: 

custm - Text field contains the customer ID. 
Password - Text field contains customer password. 

Fname - Text field contains the first name of the customer. 
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Lname - Text field contains the last name of the customer. 

Bonus - Number field contains the bonus points for the customer. 

Note that the c u s t m  may not be user-friendly because it has to be unique (there 
may be many “Raymond Lee“ in the world). Once the username and password are 
verified. The server can then put the full name of the user into the shopping cart so 
that it can be displayed whenever required. 

Main modules in Simplecart 

First, let us look at the major functional modules of the Simplecart program as 
follows: 

1. dopost: This is the main module that controls the program flow and also the 
“entry point” of the system. The required action is retrieved by using the 
“getparameter ( ) 11 method, and different actions can be handled according to 
the value stored in the **ACTION“ form field. 

2. 1oginDialog: This method displays a user login dialog box for the user to fill in 
the username and password. 

3. checklogin: This method is used to check the username/password against the 
Customer table. It returns a boolean result, either True (if found) or False (if 
not found). If the login is successful, the full customer name as well as his bonus 
points will be written into the shopping cart, and the shopping cart will be put 
into his session. 

4. Helloscreen: Once the customer passes the authentication procedure, a hello 
screen with his full name and the bonus points is displayed. The customer will 
also see this hello screen if he has successfully logged in previously (i.e., the user 
has logged in and there is a shopping cart already). 

Program flow of SimpleCart.java 

For ease of illustration, a schematic diagram of the Simplecart. java program is 
shown in Figure 6.18, followed by the program listings in Figure 6.19. 

The program makes use of the “doPost0“ method as the main “control 
center” for the whole program, and the “ACTION” parameter to indicate the required 
action. 

First of all, the program retrieves the session connection from the system by using 
the ‘1 getsession ( method. If no session is found, a new one will be created. 
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package vbs.chapter; 
import javax.servlet.*; 
import javax.servlet.http.*; 
import j ava. sql . * ; 
import java.io.*; 

public class Simplecart extends HttpServlet 

{ 

/ /  Define the variables 
String DRIVER-NAME = "sun.jdbc.odbc.Jdbc0dbcDriver"; 
String CONNECTION-URL = "jdbc:odbc:mall"; 
String SCART = "SCART"; 
String ACTION = "action"; 
final int LOGIN = 0; 
final int SHOW-LOGINSCREEN = 1; 

final int AUTHENTICATION = 2; 
final int DISPLAY-HELLOSCREEN = 3; 
String USERNAME = "username" : 
String PASSWORD = "password" ; 

/ /  This is the main program 
public void doPost(HttpServ1etRequest req, HttpServletResponse 

throws ServletException, IOException 

{ 

resp) 

/ /  Specify the content type 
resp.setContentType( "text/html") ; 

/ /  Get the Printwriter object for writing the response 
Printwriter out = resp.getWriter(); 

/ /  Set the default action 
int action = -1; 

/ /  Get the session object 
HttpSession httpsession = req.getSession(true); 

/ /  Get the simple cart object from the session 
SCart scart = (SCart) httpsession.getValue(SCART); 

Figure 6.19 SimpleCart.java program listing 
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try{ 
/ /  Get the action 
action = Integer.parseInt(req.getParameter(ACTI0N) 1 ;  

//The NumberFormatException occurs when no 

action = -1; 

}catch(NumberFormatException e) { 

action is specified 

1 

/ /  Define the cases 
if ((scart == null) && (action != LOGIN)){ 

/ /  Case 1 : Show login dialog box 
action = SHOW-LOGINSCREEN; 

}else if ((scart == null) && (action == LOGIN)){ 
/ /  Case 2 : User authentication 
/ /  Create a scart object 
scart = new SCart(); 
action = AUTHENTICATION; 

}else if (scart ? =  null){ 
/ /  Case 3 : Dispaly Hello Screen 
action = DISPLAY-HELLOSCREEN; 

1 

try{ 
switch(action) { 

case SHOW-LOGINSCREEN: 
/ /  Open the login box 
loginDialog(out); 
break; 

case AUTHENTICATION: 
/ /  Verify the username and password 
if (checkLogin(scart, req, out)==true) { 

/ /  Upon successful login, put the scart 

httpsession.putValue(SCART, scart); 
object into the session 

/ /  Display the hello screen 
HelloScreen(scart, out); 

1 

Figure 6.19 (Continued ) 



break; 

/ /  Display the hello screen-directly as the user has 

HelloScreen(scart, out); 
break; 

case DISPLAY-HELLOSCREEN: 

logged in before 

default: 
/ /  The default case is to prompt the user to login 
loginDialog(out) ; 

1 
1. 
catch (Exception e) { 

/ /  Print the exceptions 
e.printStackTrace(out); 

3 

out.flush0; 
out. close ( ) ; 

1 

public void doGet(HttpServ1etReqest req, HttpServletResponse 

throws ServletException, IOException 
{ 

resp) 

/ /  Handled by the doPost method above 
doPost (req, resp) ; 

1 

/ /  Verify the username and password 
public boolean checkLogin(SCart scart, HttpServletRequest 

req, Printwriter out) 

/ /  Get Connection object 
Connection connection = null; 

/ /  Get Statement object 
Statement statement = null; 

/ /  Get Resultset object 
Resultset resultset = null; 

/ /  Get the username and password 
String username = req.getParameter(USERNAME); 

Figure 6.19 (Continued ) 
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String password = req.getParameter(PASSW0RD); 

/ /  Set up the JDBC connection 
try { 

/ /  Create a JDBC driver 
Class.forName(DRIVER-NAME).newInstance(); 
connection = DriverManager.getConnection(CONNECTI0N-URL); 

/ /  Create the SQL statement 
String sqlquery = "SELECT Fname, Lname, Bonus from Customer 
where CustID=' "+username+" ' and Password=' "+password+" ' '' ; 

/ /  Create the statement object 
statement = connection.createStatement0; 

/ /  Execute the SQL query 
resultset = statement.executeQuery(sq1query); 

if (resultSet.next()) { 

/ /  upon successful login, update the scart object 

scart .setCustName(resul tSet.getStr ing("Fe")+ 

scart . setBonus (resultset. getInt ( "Bonus" ) ) ; 

out.println( "<html>") ; 
out .println ( "<head>t' ) ; 
out .println( "<titlerError</title>") ; 

out .println( "</head>" ) : 
out.println("<hl align=center>*** Wrong 

out.println( "</html>") ; 

return false; 

attributes 

'I +resultset .getstring ( "Lname" ) ) ; 

)else{ 

username/password ! !  ***</hl>"); 

1 
1 

catch (Exception e) { 

1 
finally { 

try I 
/ /  Close resultset, statement and connection objects 

/ /  Catch and ignore the exceptions 

if (resultset != null) { 

resultSet.close0; 

Figure 6.19 (Continued ) 
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1. 
if (statement ! =  null) { 

1. 
if (connection ! =  null) I 

1. 

statement. close ( ) ; 

connection. close ( ) : 

1 
catch (Exception e) { 

1. 
/ /  Catch and ignore the exceptions 

1 
return true; 

1 

/ /  Display the Hello Screen 
public void HelloScreen(SCart scart, Printwriter out) 

I 
out.println("<html>"): 
out.println("<head>") ; 

out.println("<title>Simple Cart Demo: Hello Screenc/title>"); 
out. println ( "</head>" ) ; 

out . print In ( 'I < img src = \ I' /vbs / chapter / s imp1 e-car t . j pg \ I' > I' ) ; 

out.println("<hl align=center>Hello I' +scart.returnCustNameO+ " !</hl>") ; 

out.println("<h2 align=centes>Welcome to Simple Cart 

out.println("<h3 align=center>Your current bonus 
points: "+scart.getBonus()+" .</h3>") ; 
out.println("</html>") ; 

Hello Screen</h2>") : 

1 
/ /  Open the login box 
public void loginDialog(PrintWriter out) 

I 
out. println ( 'I <html> ) ; 

out.println("<head>") ; 

out.println("<title>Sirnple Cart User Login</title>"); 
out. println ( 

out.println("<irng src=\"/vbs/chapter/simple_cart.jpg\","); 
out.println("<hl align=center>Simple Cart User Login</hl>"); 
out.println("<h3 align=center>Please enter your username and 

/head>" ) ; 

password</h3>") ; 

Figure 6.19 (Continued ) 
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out.println("<form method=POST action=\"/servlet/vbs.chapter. 

out .println ( "<br>Username: 'I ) : 
out .printLn( "<input type=text name="+ 

out .println ( "<br>Password: 'I ) ; 

out .println ( "<input type=password name="+ 

out .println( "<brxbrz") ; 

out .println ( "<input type=hidden name=" + 
ACTION + '' value=\"" + LOGIN + ii\i'>ii) ; 

out.println("<input type=submit name=submit value=Login>"); 
out .println ( "</form>" ) ; 

out.println( "</html>") ; 

S imp lecart \ 'I > 'I ) ; 

USERNAME + 'I size=20>") ; 

PASSWORD + size=20>"); 

1 

Figure 6.19 (Continued ) 

Then the program will get the current user action by using the req. 

getParameter(ACT1ON) method. Based on the user action, there are three cases 
to consider as described below: 

Case 1: SHOW-LOGINSCREEN - In the first case, no session object is retrieved 
and no action is specified. This occurs when the user accesses the URL for the first 
time. The program returns the login form to the user so that he can log on to the 
system. 

Case 2: AUTHENTICATION - In this case, there is no session object but the ac- 
tion indicates that login is required. This request actually comes from case 1 after 
the user has submitted the login form to the server. After receiving the request, the 
program calls the " checklogin ( method to check for user authentication. If 
the verification is successful, the program will update the shopping cart using the 
"putvalue (SCART, scart) *I method. Note that "SCARTI~ is the session object name, 
and ~ ~ s c a r t ~ ~  is the actual session object, which is a SCART object as defined in 
Figure 6.17. 

Case 3: DISPLAY-HELLOSCREEN - In the last case, the "start" session object 
exists. It means that the user has already passed the authentication process before 
(in case 2), and therefore, he does not need to login again but can go directly to the 
hello screen by using the "HelloScreen ( ) 

For illustrative purposes, a snapshot of the login screen and the hello screen are 
shown in Figures 6.20 and 6.21, respectively. Note that, in general, a user will log 
into the system by going through case 1, then case 2, and finally case 3.  

method. 
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Figure 6.20 A snapshot of the Simplecart User Login screen 

The Simplecart program provides simple account management only. All other 
functions such as “create user account” or “user account maintenance” are not 
included. These functions are included in the account management program of the 
VBS in Chapter 15. 

6.4.1 What is  a shopping cart? 

In this chapter, a simple shopping cart is built. Later in Chapter 15, we will build 
a comprehensive shopping cart. In general, a shopping cart contains the following 
information: 
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Figure 6.21 A snapshot of Simplecart welcome main page 

user ID 
number of items being selected 

total price of the goods being selected 

list of goods selected including product code, quantity purchased, item price, and 
item description 

A complete listing of the shopping cart object (Shoppingcart. java) is given in 
Figure 6.22. 

6.4.2 Basic functions of the shopping cart object 

In our VBS, the main functions of the shopping cart object include the following: 
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/ / Shoppingcart. j ava 
package csstlee.mal1.shoppingcart; 
/ /  Set your own package instead 

public class Shoppingcart 

{ 

/ /  Customer name 
String custgame; 

/ /  Bonus point 
int nBonus: 

/ /  Number of items 
int c-item-no; 

/ /  Item code 
String[] c-item-code= new String[SO] ; 

/ /  Item description 
String[] c-item-desc= new String[SOl ; 

/ /  Item quantity 
int[] c-item-qty = new int[50]; 

/ /  Item price 
double[] c-itemsrice = new double[501'; 

/ /  Total price 
double c-total; 

/ /  Implementation 
public void Cart ( )  

I 
c-item-no = 0; 
c-total = 0.0; 

1 

/ /  Set customer name 
public void setCustName(String value) 
I 

custpame = value; 

Figure 6.22 Shoppingcart object program listing 
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public String getCustName0 
I 

1 
return cust-name; 

/ /  Set bonus points 
public void setBonus(int value) 
{ 

1 
nBonus = value; 

/ /  Get bonus points 
public int getBonus0 
i 

1 
return nBonus; 

/ /  Set item no. 
public void setItemNo(int value) 

I 

1 
c-item-no = value; 

public int getItemNo0 
{ 

1 
return c-item-no; 

/ /  Add an item to the shopping cart 
public void addItemDetail(Strin9 cISBN, String cName, int cQty, 
double cPrice) 
I 

setItemDetail(cISBN, cName, cQty, cPrice, getltemNo0); 
setItemNo(getItemNo() + 1); 

1 
/ /  Delete the item from the shoping cart 
public void deleteItem(int no) 

I 

Figure 6.22 (Continued ) 
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if ( no >= getItemNo0 I I no < 0 ) 

f o r  ( int i = no ; i < getItemNo0 -1 ; i++ 1 { 

return ; 

c-item-code[i] = c-item-code[i+ll; 
c-item-desc[i] = c-item-desc[i+ll; 
c-item-qty[i] = c-item-qty[i+ll; 
c-item_price[i] = c-item_price[i+ll; 

1 
setItemNo(getItemNo() - 1); 

3 

/ /  Update the item in the shoping cart 
public void setItemDetail(String cISBN, String cName, int cQty, 
double cPrice, int cindex) 

I 
c~item~code[cindexl = cISBN; 
c-item-desc[cindexl = cName; 
c-item-qty[cindexl = cQty; 
c-itemdrice [cindex] = cPrice; 

1 

/ /  Return the ISBN of an item 
public String getItemISBN(int cindex) 

I 

1 
return c~item~code[cindexl; 

/ /  Return the item description 
public String getItemName(int cindex) 
E 

1 
return c-item-desc[cindex]; 

/ /  Return the quantity of an item 
public int getItemQty(int cindex) 

return c-item-qty[cindex]; 
1 
/ /  Return the price of an item 
public double getItemPrice(int cindex) 
I 

return c-item_price[cindexl; 

Figure 6.22 (Continued) 
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3 
/ /  Calculate the total cost 
public double Cart-total ( )  

I 
double aux=0.0; 

for (int i=O; i<c-item-no; i++) 

{ 

1 
aux += ( getItemPrice(i) * getltemQty(i)); 

return aux; 

1 
/ /  Calculate the total quantity 
public int Cart-totalQty() 

{ 

int aux=0: 

for (int i=O; ice-item-no; i++) 

{ 

aux += getItemQty(i) ; 

1 
return aux; 

1 
/ /  Reset the number of items and the total amount 
public void Empty-Cart() 

I 
c-item-no = 0; 
c-total = 0.0; 

3 
I 

Figure 6.22 (Continued ) 

1. Add items: This function is used to add a selected book into the shopping cart 
object. If the shopping cart does not exist (due to “timeout” or “first visit”), the 
program will create a new shopping cart object. 

2. Update items: This allows the user to update the items in his shopping cart (e.g., 
change the book quantity, or even delete the whole entry). 

3. Clear items: This function allows the user to remove all the items in the shopping 
cart so that he can start the purchase from scratch. 
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Figure 6.23 A sample shopping cart in VBS 

Besides these basic operations, the VBS also provides other supporting functions 
such as “viewcart ( ) 11 to display current status of the shopping cart. All these features 
are included in the program “Cartservices . java. 11 Please refer to Chapter 15 for 
details. A sample shopping cart screen is shown in Figure 6.23. 

6.5 s Y 

In this chapter, we explored different techniques for maintaining user state or “Session 
Tracking.” The traditional methods are Hidden form field, URL rewriting, HTTP user 
authorization, and Cookies. 

We have discussed these technologies and how they can be used for session track- 
ing and have also considered their main advantages and shortcomings. In the second 
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part of this chapter, we introduced the Servlet Session Tracking APT. In order to 
demonstrate its functions, we presented two programming examples. 

Finally, it is worth mentioning that in many web-based e-commerce systems, mul- 
tiple servers (commonly known as “Web Server Farm”) are often used to handle user 
requests. The prime reason for using a Web Server Farm is for “load-balancing” 
[Loutonen, 1998; Kameda et al., 19981. The commonly used techniques include 
(1) round-robin DNS, (2)  persistence cookies, (3) URL routing, and (4) load- 
balancing switches. Many web servers can now be configured to support the above 
load-balancing schemes in conjunction with various session tracking techniques. An 
example is the Network Load Balancing (NLB) package provided by MS Windows 
2000 Advanced Server. 

Callway, D. R., Inside Servlets, Addison-Wesley, Reading, MA, 1999. 
Hunter, J. and Crawford, W., Java Servlet Programming, O’Reilly & Associates, Inc., 

1998. 
Kameda, H., Li, J., Kim, C., and Zhang, Y., Optimal Load Balancing in Distributed 

Computer Systems, Springer-Verlag, Berlin, 1998. 
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MOSS, K., Java ServEets, McGraw-Hill, New York, 1998. 
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In previous chapters, we discussed how to build a web-based e-commerce system 
without considering security. Needless to say, security is of primary importance in 
e-commerce. If an e-commerce system is not secure, people will not have the confi- 
dence to use it particularly to carry out high-value business transactions. Unfortu- 
nately, the internet is not a secure network. In order to build a secure e-commerce 
system, we need to employ cryptographic techniques. Cryptography is originally 
about keeping messages secret. Nowadays, it is more than a technique for scram- 
bling information into a form that is only readable by authorized people, but is used 
to address different security requirements. In this chapter, we will give an overview 
of cryptography - an important enabling technology for e-commerce. 

7.1 SECURIN CONCERNS 

The internet is based on an open network architecture, so information can be 
transferred freely and efficiently. While this greatly facilitates the development of 
e-commerce applications, it also raises many security concerns. If you have bought 
something over the internet before, you may have had the following worries: 

Worry I: I transmit my credit card information over the internet. Can people 

Worry 2: I agree to pay $200 for the goods. Will this payment information be 

Worry 3: This company claims itself to be Company X. Is this the real company X? 

other than the intended recipient read it? 

captured and changed by someone on the inrernet ? 

Fortunately, by using modern cryptographic techniques, we can make e-commerce 
transactions over the internet very secure. In fact, it may be even more secure than 
conducting commerce in the physical world. 

In general, the aforementioned worries can be summarized into three secu- 
rity requirements namely Confidentiality, Integrity, and Authentication* [Knudsen, 
1998; Nichols, 19991. Confidentiality makes sure that a message is kept confiden- 
tial or secret such that only the intended recipient can read it. This eliminates the 

* Some people may like to call them Confidentiality, integrity, and Availability. In this case, the authenti- 
cation requirement may be integrated with the integrity requirement. 
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first worry because even if an intruder captures your credit card information on 
the internet, he cannot read the information. To provide data confidentiality, en- 
cryption is used. Integrity makes sure that if the content of a message is altered, 
the receiver can detect it. This addresses the second worry because if the pay- 
ment information is changed, the message is no longer valid. A digital signature 
is commonly used to ensure data integrity. Finally, authentication is about verify- 
ing identity. This eliminates the third worry as the identity of the company can 
be verified before carrying out a transaction. In an open e-commerce system, a 
digital certificate is employed to satisfy the authentication requirement. Further- 
more, there is also the requirement of nonrepudiation. This ensures that the in- 
volved parties cannot deny the occurrence of a transaction. In general, if integrity 
and authentication can be ensured, the nonrepudiation requirement can also be 
satisfied. 

In the remaining sections, we will give an overview of the cryptographic tech- 
niques used for addressing these security requirements. 

7.3 E ~ C ~ ~ P T l O ~  

Encryption is for ensuring data confidentiality. For example, when a customer 
wants to send sensitive payment information to the VBS, encryption can be used 
to prevent other people from reading it. Figure 7.1 illustrates the basic concept of 
encryption. 

Basically, the original message, known as plaintext is passed through an encryp- 
tion process. The output message is called the ciphertext, which is a scrambled 
message. The encryption process is controlled by an encryption key. In many en- 
cryption algorithms, this is just a binary number. The encryption key governs how 
the plaintext is converted or transformed into ciphertext [Feghhi et al., 19991. In 
other words, different encryption keys will produce different output messages. The 

Figure 7.1 Encryption 
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Figure 7.2 Decryption 

reliability of an encryption algorithm is related to the key size or number of bits in 
the encryption key. To recover the plaintext, a reverse process known as decryption is 
used as shown in Figure 7.2. In this case, the ciphertext is passed through a decryption 
process as controlled by a decryption key. By using the correct decryption key, the 
plaintext can be obtained. 

To facilitate the later discussion, we define the following encryption and decryp- 
tion functions, respectively: 

E[plaintextlencrypt-key]=ciphertext 
D[ciphertext~decrypt~keyl=D[E[plaintext~encr~t~keyl (decrypt-key] 

=plaintext 

where plaintext is the original message before encryption, ciphertext is 
the secret message after encryption, encrypt-key is the encryption key, and 
decrypt-key is the decryption key. 

In general, we will use the following notation for describing various cryptographic 
functions. 

In this notation, “Function,” “Input,” and “Output” are mandatory. Other param- 
eters are used to describe a function in more specific terms. Each “Function” has an 
“Input” and an “Output.’’ The “Function” can be implemented using a particular 
“algorithm.” Furthermore, most functions are controlled by a “key.” A key may have 
a “type” and we may also specify its “owner.” The possible parameters are given as 
follows: 

function: {E, D, H, S, . . . }  

algorithm: {RSA, DES, MD5,. . . } 
type: {public, private, session,. . . ) 
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where E, D, H, and S represent encryption, decryption, hash, and digital signature, 
respectively. We will explain the last two functions and other parameters later. In 
the first example as discussed previously, the function, input, output, and key are E, 
plaintext, cipertext, and encrypt-key, respectively. 

There are two types of encryption methods: symmetric key encryption and asym- 
metric key encryption. They are also called private key encryption and public key 
encryption, respectively. In symmetric (private) key encryption, the encryption key 
and the decryption key are the same. In asymmetric (public) key encryption, they are 
different. 

Nearly all the early encryption methods were based on symmetric key encryption, 
and many of them were implemented by mechanical means. In general, symmetric 
key encryption follows two basic principles, namely substitution and transposition 
[Schneier, 1996; Stallings, 1999; Tanenbaum, 19961. 

Caesar cipher is a good example of the substitution technique. In this encryption 
method, each letter of the alphabet is substituted with another letter nth place(s) 
further down the alphabet. The letters are arranged in a cyclic manner such that 
Z is followed by A. The number n can be regarded as the encryption key. For ex- 
ample, if we encrypt the plaintext “THIS IS A SECRET” with an encryption key 
n = 3, the ciphertext becomes “WKLV LV D VHFZTHW.” However, substitution is 
not a secure technique because the same input will always give the same output 
(e.g., the first “T” and the last “T” are both transformed to “W”). Hence, by count- 
ing how frequently a letter appears, one can guess what the letter is likely to be, 
especially if the message is long. 

A better technique is transposition. It rearranges the positions of the letters as 
controlled by a key. For example, if the message “THIS IS A SECRET” is divided 
into a block of four letters and the letters of each block are transposed according 
to a key “4213” such that the letters in the first, second, third, and fourth posi- 
tions are moved to the fourth, second, first, and third positions, respectively, the 
ciphertext becomes “IHSTSI S EAERTC.” Note that the spaces are treated as a 
character as well. Unlike the substitution method, the same letter appearing in dif- 
ferent positions in the plaintext may become a different letter for each position after 
the transformation (e.g., the first “T” becomes an “I” but the last “TT” becomes 
a “C”). 

It is also possible to combine substitution and transposition to develop a more 
secure encryption algorithm. The Data Encryption Standard discussed in the next 
section adopts this approach. 
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7.4.1 Data Encryption Standard 

Data Enciyption Standard (DES) is the most popular private key encryption method 
based on research work by IBM. It was adopted by the government in the United 
States as an encryption standard in 1977. Basically, DES encrypts 64-bit data blocks 
through many stages of transposition and substitution, using a 56-bit encryption 
key. In this book, we use the following notation to represent DES encryption and 
decryption, respectively: 

ciphertext=EDEs [plaintext I keyl 

DDES [ciphertext I keyl = ~ E S  [EDES [plaintext I keyl I key] =plaintext 

where plaintext and ciphertext are defined as mentioned earlier and key is the 
encryptioddecryption key. Note that in DES, the same key is used for encryption 
and decryption. 

To make DES more secure, we can use more stages of encryption. In particular, 
there is a triple DES method. In a typical implementation, instead of using three 
stages of encryption, it uses two stages of encryption and one stage of decryption as 
shown by the following function: 

EDES CDDE~ [EDES [plain-text I keyl] I key21 I keyl] =cipher-text 

Hence, it is also called DESede where c‘ede’y stands for “encryption, decryption, 
and encryption.” In this case, only two keys (keyl and key2) are used. Note that 
if the two keys are the same, effectively it becomes the single-stage DES. Hence, it 
allows backward compatibility with the conventional DES. 

7.4.2 Other symmetric key encryption algorithm 

Besides DES, there are other symmetric key encryption algorithms. The International 
Data Encryption Algorithm (IDEA) was invented by Xuejia Lai and James Massey. 
It encrypts 64-bit data blocks with a 128-bit key. In fact, IDEA is often regarded as 
the major competitor of DES. CAST was invented by Carlisle Adams and Stafford 
Tavares in the United States. The key size is variable, ranging between 40 and 128 
bits. The lower key size (e.g. 40 bits) is for exporting outside the United States. RC2 
and RC.5 were developed by Ron Rivest. RC2 encrypts data in 64-bit blocks, and a 
variable key size can be used. Unlike RC2, RC.5 allows variable block size as well as 
variable key size. 
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7.5 

Unfortunately, it is difficult to employ private key encryption in an open e-commerce 
system because it uses the same key for the encryption and decryption keys. This 
implies that one needs to establish a different secret key with each receiver. Referring 
to our VBS, we must establish a different secret key with each customer in the world. 
Obviously, this is not effective at all. Furthermore, we need to find a secure way of 
passing the secret key between two parties. This is important because the private key 
encryption method relies on keeping the private key secret; otherwise the method 
becomes useless. In general, there are two ways to pass a private key between our 
VBS and a customer X. First, customer X can obtain the private key from VBS’s 
physical office (i.e., the private key is handed out by physical means). Second, VBS 
and customer X can obtain the private key from a trusted party (key distribution 
centre) through a secure channel. After establishing the first secret key, the VBS and 
customer X can also change the secret key regularly by encrypting the new key with 
the old key [Stallings, 19991. 

Obviously, these key distribution methods may not work well in an open 
e-commerce system because the VBS and customer X may not know each other 
previously and may be in different locations in the world. 

7.6 D Y € X C ~ A ~ G €  PROTOCOL 

In 1976, Diffie and Hellman proposed an innovative protocol (now known as the 
Diffie-Hellman key agreement protocol) to establish a secret key between two par- 
ties even if they have never met before. This marked the beginning of a new type 
of encryption method called public key encryption as explained later. By using the 
Diffie-Hellman protocol, two unknown parties can set up a secret key securely 
over the internet. The basic operation of the protocol is explained here according 
to [Nichols, 19991. First, two numbers n and g are selected where n is a large prime 
number and g is primitive mod n (i.e. the calculation of gz mod n where 1 5 z 5 1z - 1 
will produce all the possible values of 2).  The notation “mod” will be described later. 
It is assumed that the parameters g and n are disclosed to everyone in the system. 
Suppose that the VBS and customer X wants to establish a shared secret key. This 
can be done as follows: 

Step 2 : Customer X selects a random number x and sends U = gx mod n to the 

Step 2: The VBS also selects a random number y and sends v = gY mod n to 

VBS. 

customer X. 
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Step 3: Customer X and the VBS compute the shared secret key as ux mod n and 
W Y  mod n, respectively. It can be shown that the computed values are both gxY 
mod n, so it can be used as the shared secret key. 

The foundation of the Diffie-Hellman protocol relies on the difficulty in comput- 
ing discrete logarithms. Basically, given gx mod n, gY mod n, n, and g (i.e., even these 
parameters are disclosed), it is almost impossible to determine gxY mod n provided 
that the prime number n is very large. 

As private key encryption relies heavily on a secure key distribution method, it can- 
not be deployed easily in a public network like the internet and hence in an open 
e-commerce system. By using public key encryption, this difficulty can be resolved 
automatically. In public key encryption, everyone has a pair of keys called the pub- 
lic key and the private key. The private key is kept confidential but the public key 
can be disclosed to the public. If a public key encryption algorithm is effective, it is 
almost impossible to deduce the corresponding private key from the public key. If 
someone wants to encrypt a message for you, he will use your public key to encrypt 
the message. To decrypt the secret message, your private key must be used. Figure 7.3 
illustrates the basic concept of public key encryption. It is also possible to use the 
private key for encrypting data. In this case, the corresponding public key must be 
used for decryption. As we will see later, this is used in generating a digital signature. 

Unlike private key encryption, which is usually based on transposition and substitu- 
tion techniques, public key encryption is usually based on number theory. A popular 
public key encryption method is the RSA algorithm, named after its inventors Rivest, 
Shamir, and Adleman. Before discussing about this algorithm, we will review the 
mathematical operator “mod.” 

Basically X = Y mod 2 means “When Y is divided by 2, the remainder is X.” 
For example, when 7 is divided by 3, the remainder is 1, so 1 = 7 mod 3. Please try 
the following examples to make sure that you fully understand this notation. 

2 = 2 mod 4, is it right or wrong? 

X == 18 mod 7,  what is X ?  

5 = Y mod 10, what is Y? 
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Figure 7.3 Public key encryptioddecryption 

Here are the answers. Of course 2 = 2 mod 4 is right because when 2 is divided 
by 4, the remainder is 2. In the second example, X = 4 because when 18 is divided by 
7,  the remainder is 4. Y has many solutions such as 5,15,25,. . . in the third example. 

As e-commerce system relies heavily on the RSA encryption algorithm, it is of 
interest to learn this algorithm in detail as described here. First we need to generate 
a public key and a private key by following these steps [Stallings, 1999; Tanenbaum, 
19961: 

Step 1: Pick two large prime numbers p and q 
Step 2: Multiply p and q together to get n (i.e. n = p q )  
Step 3: Choose d,  such that d and w = ( p  - l ) (q  - 1) are relatively prime (i.e., 
they have no common factor other than one). Note also that d must be smaller 
than w 

remainder is 1) 
Step 4: Compute e such that 1 = (d  x e )  mod w (i.e., when (d x e)/w, the 

Step 5: The public key is ce ,  n> 

Step 6: The private key is <d, n> 
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Suppose that there is a message with a message code my then the secret code s is 
worked out by the following formula: 

s = me mod n (i.e., the remainder when me is divided by n) 

Decryption is the reverse process. If the recipient receives the secret code s, the 
original message code m can be worked out by the following formula: 

m = sd mod n (i.e., the remainder when sd is divided by n) 

Let us study a simple example by repeating the aforementioned steps. Firstly, we 
need to generate the public and private keys as follows. 

* Step 1 :  Pick two large prime numbers: p = 19 , q = 7 (here we simply use two 

Step 2: Multiply p by q to get n, so n = p q  = 133 
* Step 3: w = ( p  - l ) (q  - 1) = 108, we choose d = 31 because 31 and 108 have no 

Step 4: 1 = 31e mod 108, so e = 7 

small prime numbers to illustrate the basic operation) 

common factor 

Therefore, the keys are <e = 7, n = 133> (public key) and <d = 31, n = 133> (pri- 
vate key). Next we perform encryption for a message code m = 29: 

Step 5: Since s = mod n, if m = 29, s = 15. 

That means, the secret code is s = 15. Finally, let us check that the original message 
code can be recovered by means of decryption. 

Step 6: m = sd mod n (Note that d = 31 and n = 133). 
0 Step 7: m = 153’ mod 133 = 29 

Hence, the original message code is recovered in Step 7.  Other than testing all the 
possible <d, n> (i.e., using an exhausive key search), another possible way to break 
RSA is to factorize 1~ in order to obtain p and q and then d. If n is a very large number, 
this is almost impossible because it is computationally unfeasible to factorize large 
numbers. 

Using the aforementioned notation, a plaintext is converted to a ciphertext 

using RSA encryption as follows: 

ciphertext=ERsA [plaintext I keyp&lic 1 
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Similarly, the ciphertext is recovered as follows: 

plaintext=DRsp, [ciphertext I keyprivate] 

Note that in the above notation, the ‘‘type” for public key and private key are 
“public” and “private,” respectively. 

Although public key encryption can be deployed more easily in a public network, 
it is generally slower than private key encryption. Hence, it is more effective to 
combine private and public key encryptions in order to improve processing efficiency 
while maintaining the advantages of public key encryption (i.e., no key distribution 
problem). A common method is to use the RSA encryption method to distribute 
a temporary DES key called a session key between the sender and receiver. The 
session key can then be used for DES encryption and decryption. For example, if a 
customer wants to establish a secure session with the VBS, a session key (keysesslon) is 
generated and encrypted by using the public key of the VBS (keypublic,mS), i.e., ERSA 
[keysesslon I k e ~ ~ ~ b l i ~ , ~ ~ ~ ] .  Recall that using this notation, 4‘keysesslon” means that it is a 
session key and c‘keypub~c,VBS’’ means that it is a public key belonging to the VBS. The 
encrypted key is then sent to the VBS. By means of decryption with the corresponding 
private key, the VBS can obtain the session key. The VBS and the customer can then 
use this session key to perform DES encryption for each other. Another advantage 
of using the session key is that it can thwart replay attack since the session key is 
not the same for different sessions. The Secure Socket Layer (SSL) adopts a similar 
approach to ensure secure data transfer between a web client and a web server. 

7.10 0 1lC KEY E ~ C ~ Y ~ T l 0 ~  METHODS 

Currently, RSA is the most commonly used public key encryption method. Although 
the Diffie-Hellman key agreement algorithm is often related to public key encryp- 
tion, it is used only for generating a secret key between two parties. Subsequently, 
private key encryption is used with the secret key. Another public key encryption 
method is called the ElGamal method, invented by Taher ElGamal. It is similar to 
the Diffie-Hellman key agreement protocol, but it can be used for encryption and 
digital signature like RSA. Interested readers may refer to the book by Knudsen 
[ 19981 for the algorithm and its implementation details using Java Cryptography. 
Currently, a new encryption technique called Elliptic Curve Cryptography (ECC) is 
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being developed. Many researchers believe that ECC has the potential to replace RSA 
because it can achieve the same level of security with a lower key size. For details on 
ECG, please refer to more advanced text on cryptography. 

7.11 S LOCK CIPHER 

In terms of implementation, there are two types of symmetric key encryption, namely 
stream cipher and block cipher. Stream cipher processes one bit or one byte of input 
data at a time. An example is RC4. On the other hand, block cipher handles a block 
of input data, typically 64 bits at a time. Most encryption algorithms are based on 
this approach. We will describe the block cipher approach only because it is more 
commonly used nowadays. For the block cipher, as a message may not be a multiple 
of 64 bits, padding bits are added. Basically, a message is broken into a block of 64 
bits for processing. If the last block is not 64 bits long, “dummy bits” (called padding 
bits) are added to make it a 64-bit block. 

The block cipher can operate in different modes that govern how the output 
ciphertext blocks are produced from the input plaintext blocks. The basic mode is 
known as Electronic Code Book (ECB). In this case, each plaintext block is processed 
independently to give a ciphertext block. While this is easy to implement, it is rel- 
atively less secure. There are other more secure modes of operation. For example, 
the cipher block chaining (CBC) mode processes each plaintext block by mixing it 
with the preceding block of ciphertext by means of the bit-wise XOR function before 
encryption. The resultant block at each stage is then encrypted to produce the next 
ciphertext block. To start off the process, the first plaintext block is mixed with an 
initialization block. Other modes of operation can be found in other advanced books 
on cryptography e.g., Schneier [1996] and Knudsen [1998]. 

7.1 2 MESSAGE DIGEST 

Although encryption can ensure data confidentiality, it is time consuming espe- 
cially if it is implemented by means of software and the input message is large. In 
many cases, users are concerned about data integrity rather than data confidentiality. 
For example, when a customer sends an inquiry to the VBS, he probably does not 
mind if other people can read the message as long as the content remains unchanged. 
Of course, with encryption, data confidentiality as well as data integrity can be en- 
sured simultaneously. However, this is done at the expense of a longer processing 
time. Therefore, we need a more efficient technique to address the integrity require- 
ment. A message digest forms the basis of this technique. Message digest is also called 
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Figure 7.4 Message digest 

a hash function. As shown in Figure 7.4, the purpose of the message digest is to com- 
pute a checksum, a hash value, or a “fingerprint” for a message. In most message 
digest algorithms, the size of the “checksum” is irrespective of the size of the input 
message. In this book, we denote the message digest of a message M as H[M]. 

An effective message digest algorithm should have the following properties based 
on [Tanenbaum, 19961: 

1. For any message M, we can compute the message digest H[M] easily. 

2. It is infeasible to find the corresponding message of a message digest (i.e., it is 
infeasible to find M based on H[M]). 

3. Each message digest is unique to the corresponding message. In other words, it is 
practically impossible to find two messages with the same message digest. 

4. If the input message is changed slightly (i.e., even if one character is changed), 
the message digest will be changed significantly. This makes it extremely difficult 
to break the message digest algorithm. 

7.12.1 MD5 message digest algorithm 

The commonly used message digest algorithm is the MD5 algorithm invented by 
Rivest. The algorithm basically works as follows [See RFC13211: 

Step I: Padding bits and a 64-bit length field are added to the original message 

S t e p  2: The resultant message from step 1 is broken into blocks of 512 bits: BI, 

Step 3: The message blocks are processed by a compression function C as follows: 

such that the resultant message becomes an integer multiple of 512 bits. 

B2,. . . , 3,. 
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where &-I and Bk are the input values to the compression function and & is the 
output value, which is 128 bits long. To start the process, the initial value VO is 
specified in the MD5 standard. 

Step 4: Eventually the message digest is given by V,. 

Note that for MD5, no matter how long the input message is, the resultant mes- 
sage digest is still 128 bits long. 

7.1 2.2 Other message digest algorithms 

Besides MD5, other well-known message digest algorithms include MD2, MD4, and 
Secure Hash Algorithm (SHA). MD2 and MD4 were also designed by Ron Rivest. 
They can be viewed as the early versions of MD5. Among MD2, MD4, and MD5, 
MD4 is the most efficient but it is less secure than MD5 [Naik, 19981. SHA is essen- 
tially based on MD4 and it has been adopted by the US government. While SHA also 
handles messages in blocks of 512 bits as MD5, it results a longer message digest of 
160 bits, 

7.1 3 MESSAGE A U T ~ E ~ T l C A l l Q ~  CQDE 

Consider the following scenario.* Suppose that a VBS customer sends an order mes- 
sage as well as its message digest to the VBS. The VBS computes the message digest 
for the order message and finds that this is the same as the received message digest. 
Unfortunately, the message digest alone cannot guarantee message integrity. This is 
because of the possibility that if an intruder captures the message, he can change 
the message and generate another message digest for the modified message because 
message digest algorithms are usually open. One way to ensure message integrity is 
to generate a message authentication code (MAC). In general, this is done by finding 
the message digest of the message together with a secret key (i.e., a large random 
number) shared between the sender and receiver. In this case, after receiving the or- 
der message and the MAC, the VBS can compute the MAC by finding the message 
digest of the message together with the shared secret key. If it matches the received 
MAC, message integrity is verified. Unlike the previous case, even though an intruder 
can change the message, he cannot generate the corresponding MAC because he does 
not know the shared secret key. A more secure way to generate a MAC is by using 
the HMAC algorithm as specified in RFC2104. In this case, the MAC is generated 
as follows [Stallings, 1999; RFC21041: 

* This is inspired by another scenario in Knudsen [1998]. 
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Step 2 : The secret key is padded to the correct length to produce a padded key K. 

Step 2: K is added to an initialization padding value PAD1 by using the bit-wise 

Step 3: The original message T is then concatenated with the resultant message 

Step 4: The message digest for the resultant message from step 3 is found. 

Step 5: K is added to another initialization padding value PAD2 by using XOR. 

Step 6: The resultant message from step 4 is concatenated with the resultant 

Step 7: The HMAC is found by calculating the message digest of the resultant 

exclusive OR function (XOR). 

digest from step 2. 

message from step 5. 

message from step 6. 

Mathematically, this operation can be represented by the following formula: 

HMAC = H[(K @ PAD2) 11 H[(K @ PAD11 /I T]] 

where 11 and @ denote concatenation and XOR, respectively. 

7.14 DIGlTAl SIGNATURE 

Besides MAC, a Digital Signature is another method used to provide data integrity. 
It can be viewed as a combination of message digest and public key encryption. 
A popular example is the RSAIMDS digital signature algorithm. This algorithm 
employs RSA and MD5 for performing encryption and message digest, respectively. 
As shown in Figure 7.5, basically a sender signs a file by computing the message 
digest of the file first and then encrypting the message digest with the sender’s private 

Figure 7.5 Steps in digital signature generation (extension of the work of Knudsen [1998] 
and Ford and Baum [1997]) 
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Figure 7.6 Steps in digital signature verification (extension of the work of Knudsen [1998] 
and Ford and Baum [1997]) 

key (keypnvate,sender) to produce the digital signature. By using the previous notation, 
the digital signature (digital-signature) for a file F is 

digital_signature=ERsA [Hm5 [F l  I keyprivate, sender 1 

The message and the digital signature are then sent to the receiver. To verify the 
digital signature, the recipient performs the following steps as shown in Figure 7.6. 

Step 1 : Decrypt the digital signature with the sender’s public key (keYpublic,sender) 

* Step 2: Find the message digest of the file, i.e., Hms[F]. 
* Step 3: Compare the two message digests as found in steps 1 and 2. If the content 

to get the message digest, i.e., D R ~ A  [digitalsignature I keypublic,senderl. 

of the file has not been changed, HMD~[F] should be equal to 
D R ~ A  [digitalsignature I keypublic,sender]. 

By doing so, data integrity can be ensured because if the two message digests are 
different, the file must have been changed, so it will no longer be valid. Note that 
although it is possible for an intruder to capture the file and change its content, it 
is impossible for the intruder to regenerate a valid digital signature for the modified 
message because the sender’s private key is unknown to the intruder. 

To simplify the notation, we can define a new digital signature function S as 
follows: 
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This digital signature function employs RSA and MD5 to produce the digital 
signature for an input file F. 

Besides the RSA signature algorithm, another commonly used digital signature 
method is the Digital Signature Standard (DSS). DSS employs SHA and is based on 
the ElGamal public key algorithm. It was endorsed by the US government in 1991. 
Subsequently, two revised versions were issued in 1993 and 1996 to address some 
weaknesses such as increasing the original key size. However, DSS is often criticized 
for two major disadvantages. First, the ElGamal algorithm has not been tested as 
rigorously as the RSA algorithm [Tanenbaum, 19961. In other words, to determine 
whether it can achieve the same level of security requires more study. Second, in 
terms of signature verification, DSS is more time consuming [Naik, 19981. As signa- 
ture verification is usually performed more frequently than signature generation, this 
is obviously not desirable. 

Finally, let us talk about the last security requirement, i.e. authentication. Its purpose 
is to verify identity. This is extremely important in e-commerce. Consider the situation 
where you visit the VBS; you would certainly like to verify that it is rhe real VBS before 
carrying out any transaction. In general, authentication can be performed by using 
one, or a Combination of, the following principles*: 

What you know (e.g. password) 

What you possess (e.g. identity card) 

* What you are (e.g. fingerprint) 

One common authentication method is by means of %ername and password.” 
Suppose that the VRS has kept the username and password of its customers in a 
database. When a customer accesses the VBS, he will need to enter his username 
and password. By checking the username and password against the records in the 
database, the customer’s identity can be verified. While this method is simple to 
use, it may not be secure. If an intruder can capture the username and password 
on the internet, he can simply resend it to the VBS. This is known as replay attack. 
There are a variety of methods to address this problem. For example, we can en- 
crypt the username and password with a shared secret key between the VBS and the 

* These were heard during a seminar some time ago. 
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customer. The Unix system uses a similar method to ensure access security. However, 
it is generally difficult to employ the username and password method in B2C 
e-commerce because the customer and the virtual store may not have a preestablished 
relationship. 

7.16.1 Public key infrastructure 

As it is more effective to deploy public key encryption in an open e-commerce system, 
we focus on discussing authentication in a public key system. To build a public key 
infrastructure for e-commerce, we need to address two issues: 

How can we obtain the public key of the other party? 

How can we verify that this is the real public key of the other party? 

There are basically two solutions, namely a centralized approach and a distributed 
approach [Nichols, 1999; Stallings, 19991. In the centralized approach, a key distri- 
bution center is established, which stores the public keys of all users. Tbe key distri- 
bution center is trusted by all people, and all users are assumed to have the public 
key of the key distribution center. When someone wants to obtain the public key 
of a person, he can obtain it from the key distribution center. The key distribution 
center distributes the key by encrypting it with its private key. The recipient then 
obtains the key by means of decryption with the public key of the key distribution 
center. 

The obvious drawback of this method is scalability. Tf there is a large number of 
people, the key distribution center will become a bottleneck. A better approach is to 
use a distributed method so that two people can exchange their public keys without 
involving a third party. This is exactly what the digital certificate does. Its concept 
and operation are explained in the next section. 

2 I c e r t i ~ c ~  

A digital certificate is an identification document. Tt functions like your passport 
or any other identity card [Feghhi et al., 19981. To illustrate the basic concept, we 
first consider a simplified digital certificate as shown in Figure 7.7 [Ford and Baum, 
19971. We discuss the digital certificate standard later in this section. Among other 
information, the content (C) of a digital certificate consists of the owner’s information 
(I) and the owner’s public key (K). The content is signed digitally by a trusted party 
called the certification authority (CA). Here we assume that the RSAIMDS signature 
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Figure 7.7 General format of a digital certificate 

method is used. That means, the digital signature is given by 

where keyprivate,CA is the private key of the CA. 
The VBS can apply for a digital certificate from a CA. Before issuing the dig- 

ital certificate, the CA will verify the identity of the VBS. Upon successful verifi- 
cation, a digital certificate will be issued and the public key of the VBS will be 
embedded in the digital certificate, If a customer wants to verify the identity of 
the VBS, a copy of the digital certificate will be passed to the customer. It is as- 
sumed that the customer trusts the CA and possesses the CA's public key and so 
the content of the digital certificate can be verified by checking the digital signature. 
Upon successful verification, the public key of the VBS can be extracted from the 
digital certificate so that it can be used to encrypt data for the VBS. In addition, 
the public key can also be used to verify the RSA digital signature generated by 
the VBS. 

7.16.3 X.509: A digital certificate framework 

Let us now look at how a digital certificate is implemented in practice. The 
International Telecommunication Union (ITU) X.509 standard specifies a frame- 
work for supporting digital certificates using a public-key infrastructure. Since its 
first version issued in 1988, the X.509~1 specification was revised in 1993 to pro- 
duce X.509~2. X.509~2 was further updated in 1996 to produce the X.509~3 speci- 
fication. A X.509~3 certificate contains the following fields [Feghhi, Feghhi, and 
Williams, 19981: 
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Version The version number 
Serial number 

Signature algorithm identifier 

Issuer 

Validity period 

Subject 

Subject public key information 

Issuer unique identifier 

Subject unique identifier 

Extension fields 

Digital signature 

A unique number for identifying the certificate 

Information on the signature algorithm 

The CA that issues the certificate 

The period of time during which the certificate is valid 

The owner of the public key 

Information on subject's public key 

Optional field for identifying the issuer uniquely 

Optional field for identifying the subject uniquely 

This is for including additional data 

The digital signature for the above fields 

In terms of naming, a number of alternatives can be used in a X.509~3 certificate 
including, but not limited to, the X.500 naming system, internet domain name, and 
URL [Ford and Baum, 19971. In the early version of X.509 certificates, only the X.500 
naming system was allowed. For example, a valid X.500 name may have the following 
elements: country, organization, organization unit, and common name. Therefore, 
Henry Chan of the Department of Computing, the Hong Kong Polytechnic University 
may be represented as 

[Country="China" , Organization="Hong Kong Polytechnic University", 
Organization Unit="Department of Computing" and Common Name="Henry 
Chan" } 

The format (i.e. data structure) of a X.509 certificate is defined using the Abstract 
Syntax One (ANS.l) notation. To encode data for communication purpose, either the 
Distinguished Encoding Rules (DER) o r  the Basic Encoding Rules (BER) can be used. 

7.16.4 Certificate chain/verification path 

The above approach works well if all the certificates are issued by a single CA. 
However, in reality there is more than one CA in the world and it is not feasible for 
a user to know all the CAs. 

Consider the following problem posted in Stallings [1999]. Customer X and the 
VBS may obtain digital certificates from two different CAs say CA1 and CAz7 respec- 
tively. We denote X's certificate as C E R T X ~ A ~  and VBS's certificate as CERTmslc~z. 
If X does not know CA2 and hence does not have the corresponding public key of 
CA2, how can X verify VBS's certificate signed by CA2, i.e. CERTVBSICAZ? Here is a 
possible solution. Suppose that CA2 has a certificate signed by CAi, i.e. CERTCM~CAI. 
VBS can pass the following certificates to X: CERTCAZ~CAI and CERTvsslc~z. 
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Figure 7.8 Hierarchical digital certificate system 

Obviously, X can verify the CA23 certificate because X has the public key of 
CA1. After verifying the certificate, X can then obtain the public key of CA2 and 
verify VBS’s certificate. Technically, X verifies VBS’s certificate by going through a 
certificate chain or verification path as represented by* 

CA1 =+ CA2 =+ VBS 

where =+ indicates issuing of certificates: CA1 to CA2, CA2 to VBS, and so on. In 
some complex situations, the certificate chain or verification path can contain more 
elements (see the example in the next section). In the aforementioned example, we 
consider that the VBS passes a chain of certificates to X for verification. Alterna- 
tively, VBS may just pass its certificate to X. In this case, X needs to go through 
the verification path by obtaining the certificates from the respective directories 
or CAs. 

7.16.5 An hierarchical trust system 

In practice, an hierarchical trust system can be used to provide a scaleable solution. 
An example is shown in Figure 7.8 [Feghhi, Feghhi, and Williams, 19981 with three 
levels of hierarchy: root CA, regional CAs, and local CAs. Of course, this architecture 
can be expanded easily to include more levels. At the highest level, there is a root CA. 
It can be the government administration of a country or a city, e.g., the Post Office in 
Hong Kong. This root CA is trusted by everyone in the system and everyone has the 
public key of the root CA. To build a scaleable architecture, the root CA delegates 
its responsibility of issuing digital certificates to the lower level CAs. This is done by 
certifying the identity of the regional CAs by issuing each one with a digital certificate. 
Each regional CA can also delegate the responsibility further by issuing certificates 

* Please refer to Stallings 119991 for the formal X.509 notation. 
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to the corresponding local CAs. Typically, subscribers obtain certificates from their 
local CAs. In an even larger system (e.g., the global internet), there may be many 
communities, each with its own root CA. To establish a global certification system, 
the notion of “islands of trust” [Feghhi, Feghhi, and Williams, 19981 is used. In this 
case, the root CA of each independent system needs to cross-certify other root CAs 
(i.e., by issuing to each other a digital certificate). 

Figure 7.8 illustrates an hierarchical digital certificate system. We use it to explore 
some illustrative examples, say, a subscriber S1 can verify the certificates of three 
different subscribers S2, S3, and S4. It is assumed that each subscriber has the public 
keys of the root CA and issuer CA. Hence, S1 has the public keys of CA1 and CA111. 
Subscribers S1 and S2 belong to the same local CA, so S1 can verify the certificate 
of S2 easily by using the public key of the local CA (i.e. CA111). S1 and S3 belong to 
two different local CAs attached to the same regional CA. To verify S3’s certificate, 
S1 needs to go through the following verification path: 

As S4 belongs to another system, S1 needs to verify S4’s certificate by going 
through the following path: 

7.16.6 Challenge and response authentication protocol 

It is important to note that when someone sends a digital certificate to you over the 
internet, it does not guarantee that the sender must be the subject stated on the digital 
certificate. Digital certificates are exchangeable and so other people may also possess 
the subject’s digital certificate. This is similar to the situation that when someone 
passes you a valid name card, you cannot conclude that he is the person stated on 
the name card. Of course, after obtaining the public key from the digital certificate, 
we can encrypt data for that sender using the public key. Unless that sender is the 
subject stated on the digital certificate, he does not have the required private key for 
decrypting the data. 

Suppose that a customer X and the VBS have exchanged their digital certificates 
and hence the public keys. X can verify VBS’s identity by using the following “chal- 
lenge and response” protocol. 

Step 1: X generates a random number, encrypts it with VBS’s public key, and 
sends the encrypted random number to VBS. Note that VBS’s public key is 
obtained from VBS’s certificate. 
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Step 2: VBS receives the encrypted random number and decrypts it with the 
respective private key. 

Step 3: VBS then encrypts the random number with X’s public key and sends it to 
X. 

* Step 4: By means of decryption, X verifies that the random number is correct and 
hence confirms the identity of VBS. Note that only VBS has VBS’s private key. 

This “challenge and response” protocol forms the basis of many authentication 
protocols. In fact, the random number can be used as a session key for performing 
DES encryption. 

7.16.7 Certificate revocation 

Although a certificate is given a validity period, it may still become invalid before its 
expiry date. Such a situation may arise when the owner loses the private key. This 
is similar to the situation when you lose a credit card. In this case, you inform the 
credit card center to make the credit card invalid. In digital certificate terminology, 
this is called revocation, i.e., a digital certificate is assigned invalid by its CA for 
special reasons. A CA uses a certificate revocation list (CRL) to provide information 
on valid certificates that have been revoked. 

Basically, a CRL contains the serial number of all revoked certificates, timing 
information, and other administrative information. The content of a CRL is digitally 
signed by the CA’s private key so that if the content is changed, the digital signature 
will no longer be valid. By checking the CRL, a user can verify whether a certificate has 
been revoked. A user can access the CRL through a number of different mechanisms 
[Ford and Baum, 1997; Feghhi, Feghhi, and Williams, 19981: 

0 Pull - For some CAs, the CRL is stored in a directory for public access. 

Push - Another mechanism is to distribute the CRL to all users once it is updated 
(i.e., when a certificate is revoked). However, this may overload the network. 

Ivlteractive - Finally, a user can make an on-line inquiry with the CA to check the 
validity of a certificate (i.e., whether the specified certificate has been revoked). 

7.17 SUMWRY 

In this chapter, we have given an overview of cryptography techniques for en- 
abling e-commerce on the insecure internet. In general, these techniques are used 
for addressing three security requirements, namely Confidentiality, Integrity, and 
Authentication. Encryption is used to ensure confidentiality whereby a message is 
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transformed into a secret message. There are two types of encryption: symmetric 
(private) key encryption and asymmetric (public) key encryption. It is difficult to 
employ symmetric key encryption in an open e-commerce system because of the key 
distribution problem. Asymmetric key encryption solves this problem automatically 
because the encryption and the decryption keys are different. To enhance processing 
efficiency while maintaining the advantage of public key encryption, a hybrid encryp- 
tion method using both the private key encryption and public key encryption is often 
used. A message digest provides a unique checksum (“fingerprint”) for a message. 
By combining the message digest and encryption, the MAC method and the Digital 
Signature method can be used to provide message integrity. The digital certificate is 
used for authentication in an open e-commerce system. The ITU-T recommendation 
X.509 specifies a digital certificate framework. 
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The purpose of this chapter is to give an overview of the cryptographic techniques for 
enabling e-commerce. To keep the information as concise as possible, we address 
only the three Ws (WWW): Why they are required? What they are in general? How 
they basically work. We leave out most of the implementation details. Interested 
readers are encouraged to read the following references. 

Tanenbaum, A. S., Computer Networks, 3rd edn., Prentice-Hall, Upper Saddle River, NJ, 
1996. 

Naik, D. C., Internet Standards and Protocols, Microsoft Press, 1998. 
These books give a good introduction to cryptography in Chapter 7 and Chapter 5,  

respectively. 
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Stallings, W., Cryptography and Network Security, Prentice-Hall, Upper Saddle River, 

This gives an excellent overview of cryptography and network security. It covers most 
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of the popular algorithms and their implementation details. 
Schneier, B., Applied Cryptography, Wiley, New York, 1996. 
Nichols, R. K., ICSA Guide to Cryptography, McGraw-Hill, New York, 1999. 

These are classical references on cryptography. In particular, the former contains nearly 
all the available algorithms and also source code in C for implementing these. The 
Wired Magazine said that this is the book the National Security Agency wanted never 
to be published. 

Knudsen, J., Java Cryptography, O’Reilly & Associates, Inc., 1998. 
This is a representative text on Java cryptography. It covers the cryptographic pro- 
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explore Java cryptography. 
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MA, 1998. 

This book is specially written on digital certificates. 
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This book also covers digital certificates and public key infrastructure in great detail. 
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There are also many good references on the internet. In particular, the RSA lab- 
oratory maintains an excellent Q&A on cryptography at http://www.rsasecurity. 
com/rsalabs/faq/. Readers are strongly encouraged to visit this informative web site. 
One of the well-known CAs for digital certificates is Verisign whose web site is 
http://www.verign.com. 
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In Chapter 7, we introduced various cryptographic techniques to address the 
Confidentiality, Integrity and Authentication security requirements. In this chap- 
ter, we will examine how to make use of the cryptographic techniques to build 
a secure e-commerce system. Basically, security can be addressed at either the 
network layer or the transport layer. Serving as the first line of defense, fire- 
walls are commonly employed to protect an intranet (private network) against 
possible attacks from the internet (public network). They typically control the 
admission of packets entering an intranet. The original Internet Protocol (IP) does 
not address security issues. As an option, IPSec provides both authentication 
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and encryption services to IP packets. By using IPSec, companies and their trading 
partners can build secure virtual private networks over the public internet. At the 
transport layer, the Secure Socket Layer (SSL) protocol is used to ensure secure data 
transfer between two host computers particularly for HTI’I?. Typically, SSL is used 
for transferring sensitive data (e.g. credit card information) between a web client and 
a web server. Therefore, SSL is extremely important in B2C e-commerce. By combin- 
ing firewalls, IPSec, and SSL, we can build a very secure e-commerce system over the 
internet. The rest of this chapter will discuss these technologies. 

8.1 IPSec PROT‘Of 

As a security option for the current IP, IP Security Protocol (IPSec) [RFC 2401-24061 
supports authentication and/or encryption service(s) at the network layer. As shown 
in Figure 8.1, this is done by adding a new IPSec header between the IP header 
and the IP payload. The header is inserted either by an end user’s computer if the 
computer can support IPSec or by an IPSec-enabled gateway. As explained later 
in this chapter, this new IPSec header provides the necessary protection. There are 
two types of IPSec headers or IPSec services, namely the Authentication Header 
(AH) and the Encapsulating Security Payload (ESP), The AH verifies the identity 
of an IP packet and ensures the content integrity. In other words, if the content 
is altered, the receiver can detect it so that appropriate action can be taken (e.g., 
request the sender to retransmit the packet). However, the content of the packet is 

I IPSec-enabled hostlgeteway - 
Protected IP packet 

IPSec-enabled 
host or 
gateway 

~1 
4 ........................ . ... . ... . ... . . SA ............................................ + . 

Protected IP packet through tunnellng 

Figure 8.1 IPSec service (extension of the work of Oppliger [1998]) 
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not kept confidential because the packet is not encrypted. At the expense of a longer 
processing time, ESP provides an encryption service and an optional authentication 
service. There are two modes of operation for both AH and ESP, namely the transport 
mode and the tunnel mode. For the transport mode, the upper-layer data (i.e., data 
above the network layer) is protected. It is usually used if the end users can support 
IPSec. For the tunnel mode, the protection covers the whole packet. In this case, 
the end users do not need to support IPSec because an IPSec-enabled gateway is 
employed to apply the required protection. It will be explained in detail later in this 
chapter. 

Before employing IPSec between two devices, they need to setup a security association 
(SA) which defines a simplex security relationship between them. That means, if two 
hosts X and Y want to use IPSec in both the X-to-Y and Y-to-X directions, they 
need to set up two SAS. Note that the configuration for the two SAS can be different. 
Thus, for instance, they could use different cryptographic algorithms. Among other 
information, each SA basically defines [Smith, 19971 

0 the required protection (AH or ESP) 
the encryption andior authentication methods 

the corresponding key( s) for performing the cryptographic functions 

An SA can be set up either manually or dynamically [Doraswamy and Harkins, 
19991. The set-up procedure involves the establishment of various cryptographic keys 
and security parameters. In the manual case, a network administrator can configure 
the SA during system setup. In the dynamic case, two computers negotiate an SA by 
using the Internet Key Exchange (IKE) protocol as defined in RFC2409. IKE is based 
on the internet Security Association and Key Management Protocol (ISAKMP) as 
defined in RFC2408 and the Oakley key management protocol. The latter protocol is 
an enhanced version of the Diffie-Hellman key exchange protocol that was described 
in the previous chapter. Generally speaking, the ISAKMP defines the generic protocol 
including the data structure for establishing the cryptographic key(s) and setting up 
the security parameters. Once an SA is established, a security parameter index (SPI) i s  
assigned to the SA. The SPI is specified in the IPSec header of all IP packets belonging 
to the SA. Note that an SPI may not be globally unique. Therefore, the SA of an P 
packet is identified by the SPI in the IPSec header together with the destination IP 
address in the IP header. 
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Figure 8.2 AH service (Transport mode) [see also RFC 2402; Murhammer et al., 19991 

To implement IPSec, two darabases are required, namely an SA Database (SAD) 
and a Security Policy Database (SPD). SAD stores the information on the SAS, and 
SPD defines the security policy and maintains the mapping between IP traffic and the 
SAS. Note that an IP packet may belong to more than one SA (i.e. a bundle of SAS). 
For example, as described later, it is possible to combine the transport mode and the 
tunnel mode to provide end-to-end security inside an IP tunnel. The SA(s) of an IP 
packet idare identified by selected fields in the IP packet known as “selectors.” For 
example, the source IP address can be used as a selector. In this case, the IPSec device 
identifies the SA by matching the source IP address in the IP packets with that of the 
SPD fields. After finding a match, the corresponding IPSec protection will be applied 
to the packet. 

The basic operation of the IPSec service is as follows [R.FC2401; Stallings, 29991. 
After receiving an outgoing packet, the IPSec device identifies the SA of the packet 
from the SPD based on the selector fields in the IP packet. Then the required IPSec 
header with the corresponding SPI will be added and the required protection will 
be applied to the packet. The resultant packet is then transmitted to the destination. 
Having received the inbound packet, the receiving IPSec device identifies the SA by 
reading the SPI and other information in the packet. The packet is then processed 
with the required cryptographic algorithms before it is delivered to the receiver. 

Figure 8.2 shows how to apply an Authentication Header (AH) to an IP packet* by 
using the transport mode. Basically, the AH is inserted between the IP header and the 

* In this book, we consider IPv4 packets only because they are currently the most commonly used IP. For 
IPv6, the IPSec header is actually an extension header. 
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Figure 8.3 AH service (Tunnel mode) [see also RFC 2402; Murhammer et al., 19991 

upper layer data. Inside the AH, a cryptographic check value is included to ensure 
content integrity. Essentially, it is generated by means of a Message Authentication 
Code (MAC) algorithm such as Keyed MD5 or HMAC as explained in Chapter 7 
(see RFC1828). The computation only applies to fixed or predictable fields in the IP 
packet. Note that certain fields in the IP header (e.g. time-to-live field) may be altered 
during transit, so the protection does not cover these mutable fields. Figure 8.3 shows 
the AH service under the tunnel mode. In this case, the sending host may not support 
IPSec, so it needs to send the packet to an IPSec gateway for applying the IPSec 
service. After receiving the packet, the IPSec gateway inserts its own IP header into 
the original IP packet. Then the AH is included by treating the original IP packet as 
the new IP packet payload. In other words, the original packet is encapsulated inside 
a new packet. This is why it is called tunnelling. 

Figure 8.4 shows how to apply the ESP service to an IP packet by using the transport 
mode. As shown in the figure, the ESP header is added between the IP header and 
the upper layer data. The ESP trailer is then attached to the IP packet. The upper 
layer data together with the ESP trailer is encrypted to ensure data confidentiality. The 
default encryption method is DES in the Cipher Block Chaining (CBC) mode. Should 
authentication be required, an ESP authentication trailer (ESP Auth) is appended to 
the end of the packet. This trailer contains a cryptographic check value to ensure 
data integrity. The computation applies to the ESP header, the U" packet payload 
(i.e. the upper layer data), and the ESP trailer. 
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Figure 8.4 ESP service (transport mode) [see also RFC 2406; Murhammer et al., 19991 

As with the AH service, some computers may not support IPSec. In this case, the 
tunnel mode can be used. The IP packet is first sent to an IPSec gateway. The gateway 
then appends its IP header to the original IP packet before adding the ESP header, ESP 
trailer, and ESP Auth and applying the required protection as shown in Figure 8.5. 

.5 P ~ E V E ~ ~ I ~ G  REPLAY ATLACK 

IPSec also defines a mechanism to prevent replay attack as shown later based on 
[Doraswamy and Harkins, 1999; Stallings, 19991. In other words, it prevents an 
intruder from attacking the network by replaying a previous packet. This antireplay 
attack service applies to both AH and ESP services. In general, this is done by includ- 
ing a sequence number in the IPSec header (both the AH and ESP header) for each 
SA and by employing a sliding window in the receiver to determine whether a packe 

Figure 8.5 ESP service (tunnel mode) [see also RFC 2406; Murhammer et al., 19991 
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should be accepted. After setting up an SA, the sending side will keep track of the 
sequence number of the corresponding packets. Before transmitting a packet of 
the SA, the corresponding sequence number will be written into the IPSec header of 
the packet. Note that the nth packet of the SA has a sequence number of n. When 
n equals 232, the SA will be set up again. This ensures that all accepted packets of 
an SA have unique sequence numbers. On the receiving side, a sliding window is 
kept. Denote R as the largest sequence number of the packet that has been accepted 
and L as the lowest sequence number of the packet that can be accepted or has 
been accepted. Hence, R and L give the right and left bounds of the sliding window, 
respectively. The window size T is fixed where 32 < T (the recommended value is 
64). Hence, we have R= L+ T - 1. Having received a packet of a particular SA, it 
will be accepted only if it meets all of the following conditions: 

a. It has not been received before. As described later, all accepted packets will be 

b. It is validated according to the corresponding SA, e.g., the cryptographic check 

c. Its sequence number is greater than, or equal to, that of the left bound of the 

flagged in the sliding window. 

value is correct. 

window, i.e., greater than, or equal to, L. 

If a packet is accepted, the position in the sliding window will be flagged. This in- 
dicates that the packet has been received, so any future packet with the same sequence 
number will be rejected. If the accepted packet is outside the sliding window, i.e., its 
sequence number is greater than R, the sliding window will be moved accordingly 
(i.e. to the new R). Note that the left bound of the window will also be increased to 
keep the window size fixed at T. This may reject valid packets that have been delayed 
in the network because of the third condition mentioned previously. However, as the 
window size is large, this should occur infrequently. 

8.6 APPLICATION OF IPSec: VI~TUAL P~IVATE NE K 

Let us examine a typical application of IPSec. Suppose that our VBS wants to establish 
a secure connection with a business partner. If the sender and receiver can support 
IPSec, an SA can be established between them by using the AH or ESP service in 
transport mode. In this case, the required IPSec service is applied by the end user’s 
computers. However, many existing computers may not support IPSec and it may 
not be cost-effective to upgrade all computers to support PSec in the short term. 
Alternatively, virtual private networks or extranets can be formed between the VBS 
and the business partners. Figure 8.6 shows how a basic virtual private network can 
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Figure 8.6 Virtual private network 

be set up between two intranets (i.e. private networks) by using the IPSec protocol. In 
this case, the host computers do not necessarily support IPSec. As shown in the figure, 
IPSec gateways are employed to connect two Intranets over the Internet. Packets are 
forwarded to the gateways first so that the required protection can be applied by 
using the AH or ESP tunnel mode service. Essentially, the gateway adds its own IP 
packet header to the original IP packets and then inserts the required IPSec header 
and trailer, if any, before sending the packets to the internet. Essentially, a “tunnel” is 
formed between the two gateways and packets are delivered via the “internet tunnels’’ 
to the receiving gateway. The receiving gateway processes the packets accordingly 
(e.g., checking the cryptographic check value), strips off the outer IP packet header, 
and then forwards the original IP packets to the receiving host. Note that the inner 
packets may nor necessarily be IP packets. In other words, the intranets can run 
other network protocols, e.g. IPX, and use the “internet tunnels” to deliver non-IP 
packets to the other end. As shown in Figure 8.6, the end user’s computers can also 
implement an end-to-end SA inside a tunnel SA if they can support IPSec. This gives 
a better degree of security. 

Next we discuss firewalls, which can exist in various forms ranging from a general 
computer to a special networking equipment. As shown in Figure 8.7, a firewall is 
installed between a secure intranet and the insecure internet [Murhammer, 19991. 
All inbound traffic (i.e., traffic entering the intranet) and outbound traffic (i.e. traffic 
leaving the intranet) need to pass through the firewall so that a particular security pol- 
icy can be carried out. Besides protecting against possible attacks from the internet, 
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Figure 8.7 Firewall 

a firewall is commonly used for performing network management and implementing 
the aforementioned IPSec protocol due to its strategic location [Stallings, 19991. For 
some organizations, firewalls may be used to perform network address translation. 
An organization may use its own IP address scheme within the intranet. For outbound 
traffic, valid (i.e. globally unique) IP addresses must be used. The address translation is 
done at the firewalls [Lodin et al., 19981. This approach may provide a temporary so- 
lution to the shortage of IP addresses. Of course the long-term solution is to use IPv6. 

8.8 ~ I F F f R f ~ ~  WPfS OF FIRWALLS 

In general, there are three types of firewall: packet filtering router, application gate- 
way, and circuit level gateway [Stallings, 1999; Semeria, 1996; Murhammer et al., 
19991. As described later, they can be combined to build an even more secure firewall 
system. 

8.8.1 Packet filtering router 

The packet filtering router (see Figure 8.8*) operates at the network layer. It filters 
packets according to predefined filtering rules typically based on source/destination 
IP address and sourceldestination port number on the packets. For example, a packet 
filtering router may be configured to allow inbound packets to access the public web 
server only. In this case, the packet filtering router will examine the destination IP 
address of all incoming packets and admit only those packets that are destined for the 
web server to enter the intranet. This prevents inbound packets being able to access 
other computers in the intranet. In addition, a packet filtering router can be used to 

Figures 8.8-8.10 are modified from the work by Semeria [1996] with the aim of showing how different 
types of application traffic pass through the three types of firewalls. 
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Figure 8.8 Basic operation of a packet filtering router 

filter packets based on the service used LSemeria, 19961. In this case, users are limited 
to access certain internet applications only typically based on the port number on the 
packet. Recall that some port numbers indicate the types of services being used such as 
23 for TELNET. For example, the firewall of our VBS may disallow external users to 
use the TELNET service by denying packets destined for port 23. A packet filtering 
router can also be configured to disallow certain hosts to access a particular service 
[Smith, 19971. For example, the firewall of our VBS may be configured such that a 
particular user (based on the source IP address) cannot access the TELNET service. 

While the packet filtering router is simple to use, it is often difficult to set filtering 
rules for a large network. Furthermore, as it only operates on the network layer, it 
cannot cater for all security requirements. For example, it cannot restrict the use of 
application level commands (e.g. allow copying data only). In some cases, it might 
even be possible to go through a packet filtering router by means of tunnelling 
(i.e., a packet which should be discarded by a packet filtering router might gain 
access to the intranet by encapsulating it inside another packet) [Naik, 19981. 

8.8.2 Application goteway/proxy server 

In contrast to packet filtering routers, application gateways (see Figure 8.9) operate at 
the application layer. Acting as a proxy server, access control is performed at the ap- 
plication layer rather than the network layer. In order to use a particular application, 
the corresponding proxy service must be installed in the application gateway. A user 

Figure 8.9 Basic operation of an application gateway/proxy server 
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first connects to the application gateway. The application gateway then accesses the 
required service on behalf of the user. For example, a user first accesses the application 
gateway through the corresponding proxy service. After successful authentication, 
the application gateway connects to the remote computer and transfers the 
application data accordingly. Hence, the connection between the sender and the 
receiver is broken into two connections: the connection between the host and 
the application gateway and the connection between the application gateway and 
the destined host. Compared to packet filtering routers, it is more powerful. In 
particular, it can be used to control the users’ behavior (i.e., control how users can 
use a particular application) [Smith, 19971. For instance, the firewall of our VBS may 
disallow users to download executable files due to concern over viruses. Application 
gateways are more secure not only because they can control application level 
commands but they can also make the internal hosts hiding from the outside world. 
This is because whenever a packet is sent out to the internet, only the source IP 
address of the application gateway is included in the IP packet. Hence, the IP address 
of the originated host can be kept confidential. However, application gateways 
introduce more processing delay. In other words, they may become the bottleneck of 
the intranet. 

8.8.3 Circuit level gateway 

In a similar manner to application gateways, circuit level gateways also serve as an 
“agent” between the sender and the receiver as shown in Figure 8.10. Conceptually, 
it works like a “telephone connection.” A user needs to make a connection before data 
can be transferred. Hence, special client software may be required. After establishing 
a connection, packets are transferred between the internet and the intranet over the 
connection. A well-known example is the SOCKS protocol version 5 (see RFC1928). 
In this case, a client makes a TCP connection to port 1080 of the SOCKS server. 
After successful authentication, the requested connection is available for transferring 

Figure 8.10 Basic operation of a circuit level gateway 
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data. SOCKS version 5 supports a wide range of authentication mechanisms (e.g. 
IPSec), key management protocols (e.g. SKIP), and encryption methods (e.g. DES) 
[Murhammer, 19991. 

.9 EXAMPLES OF F/~EWA~L SYSTEMS 

Based on the examples given by Semeria [1996] and similar examples found in other 
books on firewalls such as Murhammer et al. [1999] and Cheswick et al. 119941, 
let us look at some commonly used firewall systems. In general, an organization like 
the VBS has two types of servers: public servers such as the web server and private 
servers. The former allows public access while the latter is restricted to internal access 
only. Internal hosts are typically connected in a LAN. In a large organization, there 
may be many LANs interconnected by internal routers as well. The objective of a 
firewall system is to protect the internal network(s) (called intranet) while allowing 
external people to access a limited set of resources such as the web server and other 
public servers. 

In the simplest firewall system, a packet filtering router can be installed between 
the intranet and the internet. To maximize the protection, the default filtering rule is 
to discard all packets (i.e., a packet is discarded unless it is explicitly allowed), For 
example, the packet filtering router can be configured to admit traffic destined for 
the web server only. This can be done by setting the filtering rule based on the IP 
address or port number of the web server (e.g., port 80, the default port for HTTP). 
By doing so, all inbound packets not destined for the web server will be discarded by 
the packet filtering router. This prevents inbound traffic accessing computers other 
than the web server within the intranet. 

In the second example, as shown in Figure 8.11, a packet filtering router and 
an application gateway are combined to achieve a greater degree of security. It is 
often known as a screened host firewall system [Semeria, 19961. The packet filtering 
router serves as the first line of defense by filtering inbound packets. In particular, 
it can restrict inbound packets to reach the public server (e.g. web server) and the 
bastion host only. The bastion host is a very secure station in which the application 
gateway is installed. It controls information access at the application level and acts on 
behalf of an internal user to access other external servers. By doing so, it can'restrict 
a user to use a particular set of application level commands. To eliminate a single 
point of contact between the internal and the external connections, two network 
interfaces are installed in the bastion host. Hence, it is called a dual home bastion 
host. As shown in the filtering table, the packet filtering router is configwed such 
that it denies all packets except those originating from, and destined to, the bastion 
host and the public server(s). 
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Illustrative filtering rules for the packet filtering router 

I *  I *  i *  
- -  

Allow 
(inbound only) 

Allow 
(outbound 

only) 

Allow 
(inbound only) 

Allow 
(outbound 

only) 

Deny 

Allow internet hosts to 
communicate with the public 
server. 

Allow the public server to 
communicate with internet 
hosts. 

Allow internet hosts to 
communicate with the intranet 
through the bastion host. 

Allow intranet hosts to 
communicate with the lnternet 
through the bastion host. 

Deny all other packets. 

[Note : Each small letter represents an IP address. *means any value. A specific port may also be set) 

Basic operation of a screened host firewall system with a dual home bastion host Figure 8.1 1 
(extension of the work of Semeria [1996]) 
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In the third example, we can build a very secure system by using the so-called 
screened-subnet firewall system with a demilitarized zone (DMZ) [Semeria, 19961. 
As shown in Figure 8.12, this involves setting up a bastion host with two packet 
filtering routers. A network called DMZ is created to separate the internet from the 
intranet. The public servers, modems, and bastion host are installed within the DMZ. 
The security features include the following: 

Acting as the “security guard”, the outside packet filtering router eliminates 
malicious packets from the internet by filtering packets according to a predefined 
filtering rule. 

only reach the bastion host and the public server(s). Furthermore, it admits only 
outbound packets from the bastion host and the public server(s). 

The inside packet filtering router is configured to admit packets from the bastion 
host only. In other words, only the bastion host can send packets into the intranet. 

The inside packet filtering router is configured such that intranet hosts can only 
use the internet applications through the bastion host. 

The outside packet filtering router is configured such that inbound packets can 

In general, firewalls and IPSec protocol provide security at the network layer. 
Alternatively, we can also address security at the transport layer. Currently, the 
most popular security protocol for the transport layer is the Secure Socket Layer 
(SSL) protocol proposed by Netscape in 1994. Working above the TCP layer, SSL 
provides a secure data transport service for the application layer protocols. In many 
secure e-commerce systems (e.g. banking applications), SSL works in conjunction 
with HT”  to support secure data transfer between a web client and a web server. 
In the context of our VBS, the customers can make use of SSL to send sensitive data, 
such as credit card information, to the web server over the insecure internet. Recall 
that the default port number for HTTP is 80. If SSL is used, the TCP connection is 
set up to port 443 instead of port 80 of the web server. In the URL, the protocol 
part is specified as Uhttpsy’ rather than “http.” Although SSL is commonly used for 
transferring credit card information, it is not a specific payment protocol but only 
a generic security protocol. In fact, other application layer protocols such as the file 
transfer protocol can also make use of SSL. We will discuss payment protocols in the 
next chapter. At the time of writing, the latest version is SSL version 3, which can 
be available at http://home.netscape.com/eng/ssl3/draft302.txt. Furthermore, the 
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Figure 8.12 Basic operation of a screened subnet firewall system with a DMZ (extension of 
the work of Semeria [1996]) 
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Figure 8.1 2 (Continued) 

Internet Engineering Task Force (IETF) has established a special group to develop a 
transport layer security standard based on SSL. 

SSL operates over TCP/IP. It has four subprotocols as follows: 

SSL handshake protocol: It is used for a web server and a web client to create a 
session (i.e., a logical relationship). Through the handshake protocol, the two 
sides can authenticate (“handshake”) with each other and set up the security 
parameters for the subsequent data transfer. 

9 SSL alert protocol: It is for passing alert messages between the web client and the 
web server if an abnormal event occurs. 

SSL change cipher spec protocol: It simply changes the cipher spec for the current 
connection. It is used towards the end of the handshaking phase as described in 
the next subsection. 

transporting the application layer data. 
SSL record protocol: It provides encryption and data integrity services for 

8.10.1 SSL handshake protocol 

Before transferring data between a web client and a web server securely, a session 
should be set up between them by using the SSL handshake protocol. Among other 
information, each session state contains a session identifier, the corresponding cipher 
spec, and a shared master secret. For each session, multiple connections can be 
set up between the client and the server. Each connection typically uses the same 
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Figure 8.13 SSL handshake protocol 

session parameters but may employ different keys for carrying out the cryptographic 
algorithms. For example, a specific encryption algorithm is defined for a session, 
but each connection may use a different key for encrypting the data. 

As shown in Figure 8.13aY a normal session is established by going through the 
following handshaking procedures [see http://home.netscape.com/eng/ssl3/draft302. 
txt.; Stallings, 1999; Thomas, 2000; Garfinkel, 19971: 

1. The client sends a ClientHello message to the server. The message includes the 
SSL version supported by the client, the client’s random, a session identity (ID) 
(if any) for identifying the session, the possible cipher suites (i.e., cryptographic 
capabilities supported by the client), and the compression methods supported 
by the client. The client may specify a previous session ID to resume a previous 
session (see Figure 8.13b). For a new session, the client leaves the session ID 
blank. 


