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Over the last few centuries, human beings have experienced two major revolutions: 
the industrial revolution and the electronic revolution. The former transformed our 
society from being agriculturally based to industrially based, whereas the latter trans- 
formed our society from being mechanically based to electronically based. As we enter 
the 21st century, we are seeing the beginning of a new revolution, namely the network 
revolution. It interconnects different parts of the world, enabling the seamless flow 
of information. The Internet is the engine of this revolution and electronic commerce 
(e-commerce) is its fuel. 

In understanding the evolution of the Internet and the World Wide Web, one can 
distinguish four phases, namely 

1. The evolution of interconnections between different computing nodes: This 
allowed the provision of specialized functions such as e-mail and file transfer 
services. 

hyperlinked web pages that could be accessed through browsers. This has 
facilitated the process of information retrieval and dissemination on the internet, 
and accelerated the growth of it explosively. 

databases, and payment gateways: This allowed the development of integrated 
e-commerce systems for order processing, payments, and dynamically updated 
information on web pages. 

2. The introduction of the World Wide Web: This allowed the creation of 

3. The integration of the client-side web pages with backend applications, 
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4. The integration of mobile computing technologies and web-based applications: 
This looks set to enable ubiquitous access to the Internet and mobile 
e-commerce. 

In this book we concentrate essentially on the third phase and give a brief intro- 
duction to some technologies that underlie the fourth phase. 

This book, therefore, is about the technical aspects of Internet Commerce, or 
more specifically Web-based Electronic Business. Generally speaking, e-commerce 
has a very wide scope, although most people like to refer to it as business trans- 
actions over the internet. To be consistent with this common terminology, we use 
the term e-commerce to refer to web-based electronic business. E-commerce can be 
taught both from the business/managerial or social aspects or alternatively from the 
technical aspect. Here, we concentrate on the technical perspective but explain how 
this underpins different categories of business applications. Teaching e-commerce 
from the technical perspective is challenging and exciting because it involves nearly 
all the different computing technologies, including networking, security, program- 
ming, human computer interface design, database design, etc. Therefore e-commerce 
is a suitable final year elective subject. It allows students to reinforce their knowl- 
edge about these important computing technologies and discusses how to integrate 
these technologies to build a useful application. This book can be used as a textbook 
for a final year elective subject on e-commerce, or as an introductory subject on e- 
commerce at the postgraduate level. It can also be used as a textbook for teaching 
Internet Computing in general. This book can also serve as a useful reference for 
programmers, e-commerce developers, information technology professionals, and 
managers. While this book does not assume knowledge of any specific programming 
languages, a general acquaintance with programming and an introductory knowledge 
of Java programming would be useful. 

TURES AND ONLINE ~ T E R / A ~  

While a number of good e-commerce books have been published, most of them focus 
on the business aspects, i.e., they frequently discuss some of the things e-commerce 
systems do. This book focuses on the technical aspects, i.e., it discusses how to build 
different parts of an e-commerce system and integrate them into a full system. The 
contents of this book have been used for teaching technicalhontechnical courses in 
e-commerce at both the undergraduate and graduate levels. The special features of 
the book are summarized below. 

Integrated book: It is an integrated book on e-commerce covering both the 
technologies and the applications. In other words, you can find most of the 
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important information on e-commerce here, and it also points you to other 
references and more advanced texts. 

e-commerce including the web system and web protocol, web publishing by using 
the hypertext markup language (HTML), web programming by using Java 
Servlets as an example, major cryptographic techniques, internet security, and 
internet payment systems. In discussing these, it focuses on those techniques most 
suitable for e-commerce application building. It also discusses these techniques 
from the point of view of integrating them into a complete end-to-end 
e-commerce system. 

e-commerce, namely, mobile agents, wireless application protocol (WAP), 
extensible Markup Language (XML), and data mining techniques. 

Running case study: A special feature of the book is that it uses an ongoing 
case-study [Virtual Bookstore (VBS)] throughout the book to illustrate the basic 
concepts of building an e-commerce system. 

Step-by-step programming exercise for building a virtual bookstore: It provides a 
step-by-step exercise that guides you in the building of a VBS by using Java 
Servlets. The VBS incorporates many useful features such as a book search engine 
and shopping cart. This VBS system has many of the features currently available 
in business-to-consumer e-commerce systems and hence is a useful starting point 
for e-commerce application builders. The sample programs (i.e., suggested 
answers to the exercises) are available from the web site o f  this book. 

Real-life e-commerce examples or case studies: It provides many real-life 
examples or case studies to illustrate the applications of e-commerce, including 
consumer-oriented e-commerce and business-oriented e-commerce. 

Key underlying technologies: It covers the key underlying technologies of 

Advanced technologies: It gives an overview of the advanced technologies for 

For instructors who adopt this book, you may download some teaching materials 
from the web site of this book. These include 

lecture slides (in Powerpoint format) 

source codes used in this book 

sample laboratory exercises for building the VBS (you may use them to develop 
your own laboratory exercises) 

links to other internet resources 

other supplementary teaching materials 

new and updated materials regularly. 
As we are also using this book for teaching, we will update the web sites with 
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There are two parts in this book. The first part (consisting of Chapters 2-10) is 
concerned with the underlying technologies for e-commerce, and the second part 
(consisting of Chapters 11-14) deals with e-commerce applications. In order to 
explain the key concepts, we will use an ongoing case-study (the VBS) through- 
out the book. We will also show you how to build this VBS by using Java Servlets 
through a step-by-step exercise. The organization of the book is as follows. 

Chapter 1 (Introduction) [HC,* TD] introduces the concept of e-commerce, 
describes its different categories, discusses its advantages, and outlines the basic 
system architecture. 

e-commerce by giving an overview of the internet, the web system, the hypertext 
transfer protocol, and cookies. 

programming by using HTML and JavaScript. Essentially, it is about building the 
user-interface for an e-commerce system that the client uses to interact with the 
e-commerce system. 

fundamentals of Java Servlets for building dynamic web pages. Java Servlets will 
be used for building the VBS. 

Chapter 5 (Server-side programming 11: Java servlet database connectivity) [RL] 
discusses the database programming techniques using Java Servlets. This is 
essential for generating dynamic web pages in general, and building the search 
engine for the VBS in particular. 

Chapter 6 (Server-side programming 111: Java servlet session tracking) [RL] deals 
with the important issue of session tracking. As the hypertext transfer protocol is 
stateless, it is necessary to keep track of user’s information. For example, session 
tracking is needed for building the shopping cart for the VBS. 

Chapter 7 (Basic cryptography for enabling e-commerce) [HC] presents the basic 
cryptographic techniques for addressing the confidentiality, integrity, and 
authentication requirements of e-commerce. 

secure socket layer, and IPSec. These security technologies are essential for 
building a secure e-commerce system. 

Chapter 2 (Internet and World Wide Web) [HC] presents the infrastructure of 

Chapter 3 (Client-side programming) [EC, HC, RL] deals with client-side 

Chapter 4 (Server-side programming I: Java servlet basics) [RL] introduces the 

Chapter 8 (Internet security) [HC] covers the security issues including firewalls, 

* The author(s) of each chapter idare as indicated where H C  Henry Chan, RL Raymond Lee, TD: Tharam 
Dillon and EC: Elizabeth Chang. 
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Chapter 9 (Advanced technologies for e-commerce) [HC, RL, EC, TD] ives an 
overview of the advanced technologies for e-commerce, including mobile agents, 
WAP, XML, and data mining. 

Transaction protocol for credit card payment; the FSTC e-check system for check 
payment and fund transfer; and the e-cash system for supporting anonymous 
payment. It also gives an overview of the smart card payment methods and the 
emerging micropayment methods. 

Chapters 11-14 [TD, EC], present four key e-commerce applications, namely 
consumer-oriented e-commerce in Chapter 11, business-oriented e-commerce in 
Chapter 12, e-services in Chapter 13, and web advertising and publishing in 
Chapter 14. 

exercise to build the VBS by using Java Servlets. It involves the integration of 
various programming modules from previous chapters. 

Chapter 10 (Internet payment systems) [HC] presents the Secure Electronic 

Chapter 15 (Building a virtual bookstore) [RL, HC] includes a step-by-step 

Current e-commerce applications are just “the tip of the iceberg.” There may be 
many more innovative e-commerce applications “inside our heads.” Once you have 
mastered the key technologies (in particular the web programming techniques) for 
e-commerce, you will be able to explore these applications and build them with your 
own “fingertips” (i.e., through programming). 

We hope that you will find this book both instructive and enjoyable. 

Henry Chan 
Raymond Lee 

Tharam Dillon 
Elizabeth Chang 
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Commerce is a basic economic activity involving trading or the buying and sell- 
ing of goods (according to standard dictionaries). For example, a customer enters 
a bookshop, examines the books, selects a book, and pays for it. To fulfil1 the cus- 
tomer requirement, the bookshop needs to carry out other commercial transactions 
and business functions such as managing the supply chain, providing logistic sup- 
port, handling payments, etc. As we enter the electronic age, an obvious question is 
whether these commercial transactions and business functions can be carried out 
electronically. In general, this means that no paperwork is involved, nor is any 
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physical contact necessary. This is often referred to as electronic commerce 
(e-commerce). The earliest example of e-commerce is electronic funds transfer 
[Kalakota and Whinston, 19971. This allows financial institutions to transfer funds 
between one another in a secure and efficient manner. Later, electronic data inter- 
change (EDI) was introduced to facilitate interbusiness transactions. However, early 
EDI systems were typically operated over special networks that are complex to set 
up and costly to administer. For these reasons, EDI has not been as widely deployed 
as expected. With the advent of internet technologies and advanced cryptographic 
techniques, it is now feasible to implement e-commerce over a public network - the 
Internet. The development of the World Wide Web (www) greatly accelerates the 
development of e-commerce and expands its scope to cover different types of appli- 
cations. In this chapter, we will give an introduction to e-commerce by discussing 
some primary concepts, advantages, and frameworks. 

1.1 ELECTRONIC COMMERCE AND PHYSICAL COMM€RC€ 

Generally speaking, e-commerce is about the sale and purchase of goods or services by 
electronic means, particularly over the internet. Figure 1.1 shows that in broad terms 
one can distinguish two types of commerce: physical commerce and e-commerce. In a 
physical or traditional commerce system, transactions take place via contact between 
humans usually in a physical outlet such as a store. For example, if you want to buy 
a book, you will go to a physical bookstore and buy the physical book from a 
salesman. In a pure e-commerce system, transactions take place via electronic means. 

Commerce 
I 

I 
Electronic 
Commerce 

lnternet ... 
Commerce .. 

Business Consumer 
focused focused 
e-commerce e-commerce 

I 
Physical or Traditional 
Commerce 

Figure 1.1 Types of commerce 
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In this case, you will access a cyber bookstore and download a digital book from a 
server computer. These two cases represent the extremes: the traditional commerce 
system on one side and the pure e-commerce system on the other. There are many 
variants and in many cases, e-commerce and physical commerce can complement each 
other. For example, a physical book is ordered by electronic means and it is sent to you 
via physical means [Turban et al., 20001. According to Schneider and Perry [2000], 
e-commerce is more suitable for standard goods, low-value goods, digital goods, and 
simple services (i.e. intangible goods), whereas traditional commerce is more suitable 
for nonstandard goods, perishable goods, expensive goods, and extremely low-value 
goods. Complex products such as cars and nonstandard services are better served by 
integrating e-commerce and physical commerce. 

Strictly speaking, e-commerce has a very wide scope and can be further divided 
into different categories. The most popular type is, of course, Internet Commerce. 
It refers to business transactions over the internet and, in most cases, the transac- 
tions are carried out over a web system, so we may call it Web-based Electronic 
Business. Another broad categorization of e-commerce is to separate it into business- 
focused or customer-focused e-commerce. We discuss these in greater detail in 
Section 1.4. 

In recent years, another term called e-business has emerged, In general, e-business 
has a wider perspective than e-commerce. It involves using information technolo- 
gies in all aspects of the business. Hence, e-commerce can be viewed as a subset of 
e-business. However, like many other e-commerce books, we will use the following 
terms e-commerce, internet commerce, Web-based electronic business and e-business 
in an interchangeable manner. 

Various statistics and forecasts have all indicated that e-commerce has an extremely 
promising future. A few years ago, Forrester Research forecasted that e-commerce 
sales would account for 1% of the global economy by 2002 [Korper and Ellis, 
20011. However, recent forecasts have all suggested that this may be too conserva- 
tive. It is predicted that the number of e-commerce customers worldwide will reach 
500 million by 2003, and the associated revenue will increase to $1.3 trillion as 
compared with $120 billion in 1999 [Dutta and Srivastava, 20011. According to 
the Gartner Group, business-to-consumer e-commerce will account for 5-7'30 of the 
retail sales in the United States by 2004 [Derfler, 20011. This represents at least a 
500% growth from the year 2000. Based on research by Jupiter Communications, 
the revenue for business-to-business e-commerce in the United States will reach 
$6.3 trillion by 2005, representing a 2000% increase as compared with the same 
figure in 2000 [Derfler, 20011. 
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Low cost high quality products/services 

Figure 1.2 The DIGITAL phenomenon 

These figures indicate that there must be some “drivers” behind e-commerce. 
As e-commerce is about going “DIGITAL,” we call this the DIGITAL phenomenon. 
Here we attempt to examine the possible drivers behind e-commerce (or the DIGITAL 
phenomenon) by the following “DIGITAL” acronym (see Figure 1.2). Hopefully, this 
can provide the basis for further discussion. 

Let us explain the key words given in the figure in more detail in the following 
table (Table 1.1). 

While each of the topics in this table can be explored in greater depth, they are 
introduced here to give one a feeling for the drivers behind e-commerce. For those 
who wish to follow up any of these in greater detail we include many references at 
the end of this chapter. 

1.3 LOOKING AT E-COMME~CE FROM ~lFF€RENT 
GTIV€S 

E-commerce is changing our economy and affecting all aspects of business. Today, no 
company can afford to ignore e-commerce. It is even predicted that e-commerce will 
become part of core business functions just like accounting, marketing, etc. In recent 
years, many models, frameworks, and thoughts towards building a comprehensive 
picture of e-commerce are evolving. In this section, we go through some of them in 
order to look at e-commerce from different perspectives. 

A three-layer model is commonly used to describe e-commerce such as the one 
proposed by Zwass [2000]. Zwass’s model consists of an infrastructure layer, a 
services layer, and a products/structures layer. The three layers can be further divided 
into seven functional layers for carrying out different functions. The major functions 
are to provide the: 

technical infrastructure (e.g. the Internet and www) 

secure messaging services (e.g. EDI) 

supporting services (e.g. electronic payment) 
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Table 1.1 Summary of key drivers of e-commerce 
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Globalization 

Information age 

Technologies 

Automation 

Key drivers Explanations 

Data networks With the advent of data networks such as the local area networks 
and the internet, dispersed computing systems can now be con- 
nected together. This not only allows seamless flow of information 
but also opens many new opportunities including e-commerce. 

In nearly all businesses, competition is becoming increasingly intense. 
In order to survive, companies are constantly looking for more 
effective ways to provide better customer services. E-commerce is 
one of the effective ways. 

To maintain growth of profit, many companies are moving to the 
international market. However, one of the major obstacles is the 
geographical barrier. E-commerce provides an effective ‘cvehicle” 
for companies to move to the international market because there 
is almost no geographical barrier in cyberspace. In other words, 
it is easier for a foreign company to compete with a local company 
under the cyber environment. Globalization is a complex issue and 
the reader is referred to the references for a more detailed 
discussion. 

As we enter the information age, information becomes a valuable 
asset. Therefore, companies are looking for more effective ways to 
collect, update, and manipulate various types of information parti- 
cularly for marketing purposes. E-commerce facilitates this. 

With the advent of technologies, many business ideas can now be 
realized. Technologies are the enabler for e-commerce. 

As the cost of labor increases, there is a strong need for companies 
to look for alternative ways to do routine work. This is particu- 
larly true in handling the myriad paper transactions once an order 
is taken. With electronic messages one can reduce this considerably. 
E-commerce thus provides an attractive solution. 

major business philosophies in the 21st century because of compe- 
titions and high customer expectations. Companies are looking for 
ways to satisfy these requirements. 

Intense competition 

Low cost high quality 
productslservices 

“Low cost high quality productslservices” has become one of the 

commercial products, services, and systems (e.g. e-retailing) 

electronic marketplace (e.g. on-line auctions) 

For details, please refer to the insightful article by Zwass [2000]. 
Greenstein and Feinman [2000] discusses another three-layer model consisting of 

the existing market space, the three pillars of e-commerce (electronic information, 
electronic relationships, and electronic transactions), and the open market processes. 
Kalakota and Robinson [1999] view e-commerce from a wider perspective, using 
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the term e-business. It is about integrating the frontend and backend applications 
with the business process. With the aim of maximizing customer value, it involves 
redefining the business model in conjunction with various information technologies. 
Eight business rules are proposed for achieving this goal. Schneider and Perry [2000] 
view e-commerce as an effective means to improve a value chain, which is used to link 
various functional activities (i.e. production, marketing, finance, etc.) of a company. 
This value chain concept can also be extended to link different companies to form 
an industry value chain. In general, e-commerce helps to facilitate information flow 
across the value chains and to reduce the associated transaction costs. It is also 
of interest to look at e-commerce from the point of view of relationship. At its 
root, every business needs to maintain three types of relationship: the relationship 
with its customer, the relationship with its business partners (e.g. suppliers), and the 
relationship with its employees [Derfler, 20011. E-commerce provides an effective 
tool for building, managing, and enhancing these relationships. In the context of 
e-commerce, the first type of relationship is not just selling through the web but 
managing customer relationships in general. Special electronic customer relationship 
management software is available for this purpose. The second type of relationship 
is about procurement and supply chain management by electronic means. Virtual 
Private Networks and XML are the main facilitators in these areas. They will be 
described later in this book. While the first two types of relationship are external, the 
last one is internal. It involves building an effective Intranet for integrating different 
information systems and sharing information through which communication and 
productivity can be enhanced (see Derfler [ZOO11 for details). 

Furthermore, in both the popular press and in the general community, a number 
of ideas and commentaries are also gaining credence. It is worth looking at some 
of the more interesting of these in order to gain an appreciation of some aspects of 
e-commerce (see Figure 1.3). 

1.4 D I F F E ~ E ~ ~  TYPES OF E-~QMME~CE 

The matrix in Figure 1.4 shows the different types of e-commerce from the perspective 
of the buyer and seller relationship. This is often used to categorize e-commerce 
applications. According to this relationship, e-commerce applications can be divided 
into the following four categories [Turban et al., 2000; Korper and Ellis, 20011: 

a. Business-to-consumer (B2C) In this case, the seller is a business organization 
whereas the buyer is a consumer. This emulates the situation of physical retailing 
and so it is commonly called electronic retailing. Typically, electronic stores are 
set up on the internet to sell goods to the consumers. For example, our VBS sells 
books to the consumers through the internet. Note here that the business drives 
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Some interesting comments on e-commerce: what do you think? 

E-commerce is the smartest way of doing business. You ask your customers to do the work for 
you such as filling in the order forms, checking the order status and downloading the product 
themselves so that you can save huge costs and manpower. Furthermore, they do not make 
any complaints and even think that you have done excellent work for them. Can you think of 
anything smarter than this? 

E-commerce is changing the traditional way o f  measuring business performance. People no 
longer look at the profit and loss account any more. Instead, the future value of a company 
becomes the major concern. As long as an e-commerce business “makes sense” (it does not 
need to “make cents”), it may still be backed by numerous investors. 

Many e-commerce companies are “burning money”. There has even been the invention of a new 
term called “burn rate” to measure how “well” a company manages its e-commerce business. 
In order to survive, the business focus is not “how to make money quickly” but “how to burn 
money slowly”. 

In both traditional commerce and e-commerce, companies and investors care about earning 
per share (EPS), but in a totally different way In traditional commerce, investors care whether 
the EPS of a company is positive. In e-commerce, they care whether the EPS is negative. I f  the 
EPS is too positive, it may indicate that the company is too conservative (i.e., not aggressrve 
enough). 

E-commerce is about focus. Many dotcoms (e-commerce companies are usually called dotcoms) 
sell only one product and zn fact the company name may also be the product name. 

E-commerce relies heavily on IP: Innovation and People or Investment and Partnership. 

Figure 1.3 Some interesting comments on e-commerce 

Figure 1.4 Different types of e-commerce 
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the specification of the product and the customer chooses whether or not to buy a 
prefabricated product. An example of this in traditional commerce is purchasing 
suits “off the rack.” 

b. Business-to-business (B2B) In this case, both the buyer and the seller are business 
organizations. As described in Chapter 12, there are three types of systems, 
namely, buyer-oriented system, seller-oriented system, and virtual marketplace. In 
many situations, it is related to supply chain management. For example, the 
Virtual Bookstore (VBS) needs to order books from various publishers. The 
ordering process can be accomplished by using electronic data interchange. 

c. Consumer-to-consumer (C2C) This refers to situations where both the seller and 
the buyer are consumers. With the advent of e-commerce, on-line auctions 
provide an effective means for supporting C2C e-commerce. For example, our 
VBS can provide on-line auction services for customers to sell used books to other 
customers through the VBS web site. In addition, a virtual community can be 
formed. 

d. Consumer-to-business (C2B) As explained later, this is a new form of commerce 
in which a consumer specifies the requirements to a business, which provides a 
product that meets these requirements. These requirements could be as simple as 
an acceptable price, or could involve considerable customization of an existing 
standard product, or creation of a new product. An example of this in the 
traditional commerce setting is a “made to measure” tailor. The key distinction is 
related to who is driving the specification of the product being purchased. Unlike 
B2C, there is a strong element of customization. 

1.5 EXAMPLES OF THE WPES OF E-COMMERCE 

The aforementioned categories of e-commerce can best be explained by four real life 
examples. 

1.5.1 Amazon.com: B2C e-commerce 

Established in 1995 by Jeff Bezos, Amazon.com (www.amazon.com) is one of the 
most well-known e-commerce site in general and internet bookseller in particular 
(see Figure 1.5). It is a typical example of B2C e-commerce in which a business 
sells already manufactured products to the consumers directly on the internet. Books 
are listed under different sections for ease of searching. This resembles organizing 
books in different bookshelves in a physical bookstore. Furthermore, a search facility 
is available for searching books according to user input. Our VBS also provides a 
similar function. Having selected a book, a consumer can put it into his shopping 
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Figure 1.5 Homepage of Amazon.com (02001 Amazon.com, Inc. All Rights Reserved 
Reproduced with permission of Amazon.com) 

cart. Amazon.com makes use of data mining techniques to promote the selling of 
books. This is done by suggesting books to the customer based on the books in the 
shopping cart and the buying pattern of other customers with a similar profile. After 
shopping, consumers check out the books and pay by credit cards in most cases. 
Books are sent by mail or courier, whichever the customer prefers. Besides books, 
Amazon.com has now become a superstore (or a horizontal portal) by selling a variety 
of other things such as toys, wireless phones, cameras, and video games. 

ay*: C2C e-commerce 

Established in 1995, eBay (www.eBay.com) provides the world’s largest online trading 
service by means of online auctions. Basically, a user places an item on the eBay 
Web site for bidding. Other interested members then bid for it before the deadline. 
Where the English auction system is used, the highest bid wins. This is a typical C2C 

* This subsection is based on information at eBay web site. 
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e-commerce example in which a consumer can sell to other consumers. Currently, 
eBay has more than 29 million members. By means of online auctions, they participate 
in the buying and selling of a wide range of items, including books, stamps, coins, 
music, etc. In addition to auctions, eBay creates a virtual community for its users to 
“talk” at the eBay Caft: (a chat room) and to communicate with other users via the 
bulletin boards. 

1.5.3 Trading Process Network: 

General Electric’s Trading Process Network (TPN) (www.tpn.geis.com) is an internet- 
based trading network for buyers and sellers to carry out B2B e-commerce on the 
Internet. Unlike B2C e-commerce, it is buyer-driven rather than seller-driven. That 
means, a buyer submits a request to the system and then respective sellers respond 
to the request. In TI”, a typical purchase cycle (from the buyer’s perspective) is 
described as follows based on the information at www.tpn.geis.com: 

Step 2: A buyer determines the requirements, prepares the Request For 

Step 2: The buyer submits the RFQ and invites potential suppliers to respond. 

Step 3: Suppliers obtain the RFQ for processing. 

Step 4: Interested suppliers bid for the request accordingly. 

Step 5: The buyer and suppliers can negotiate the bids online. 

Step 6: Finally, the buyer selects the best bid and completes the purchase. 

Quotation (RFQ), and searches for potential suppliers (sellers). 

1.5.4 Priceline*: C2B e-commerce 

Priceline (www.priceline.com) introduces a novel e-commerce application called the 
“demand collection system” (see Figure 1.6). It allows consumers to “name the 
price” and hence it is consumer driven not seller driven. According to the above 
definition, this is a C2B e-commerce application. Suppose that you want to buy an 
air-ticket. You can provide Priceline with your travel requirements (e.g. how many 
tickets you want to buy, departureheturn date, departure/arrival city etc), the de- 
sirable price, and your credit card number. Then Priceline will try to find an air- 
line that can meet your requirements. After finding a match, Priceline will buy the 
ticket(s) for you with your credit card. As you can “name the price”, the deal is final 

* This subsection is based on information at Priceline web site. 
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Figure 1.6 Homepage of Priceline (Reproduced with permission of Priceline.com) 

(i.e. no alteration is allowed). Besides air-tickets, Priceline also handles the purchase of 
many other productslservices such as cars, hotel rooms, long-distance calls and even 
mortgage. 

1.6 SOME E-COMME~CE S C E ~ A ~ / O S  

Let us examine some scenarios to see how e-commerce is changing our daily lives. 

In the main form of traditional retailing, when we want to buy something, we need 
to visit physical shops. Very often, we may not be able to buy the best product in 
the market because we can visit only a few shops near our home or our office. This 
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is to some small extent modified in other forms of traditional retailing such as mail 
order or phone purchasing. With e-commerce, shopping can be done at any time by 
using our  fingertip^'^ instead of our “feet”. Furthermore, the geographical barrier 
becomes a blur. A shop located in another country and a shop next to your home 
are both “one finger-click7’ away. By using search engines, we can quickly select and 
compare different brands of products around the world. For some products such as 
software and music, we can even download the goods instantly. In the future, we may 
even send out intelligent software programs called “mobile agents” to shop around 
the internet for us. 

1.6.2 Servicing 

The classified advertisement has always been the most popular channel for selling 
used items (e.g. used car). If you have ever sold secondhand items through classified 
advertisements, you may have experienced the following headache. Tens or even 
hundreds of interested buyers contact you by telephone. As you can communicate 
with them only one at a time, it is difficult for you to negotiate the best price. Even after 
all the items have been sold, you may still receive calls from potential buyers. With 
e-commerce, a more effective channel is emerging: the on-line auction for facilitating 
this kind of C2C commerce transaction. By means of an on-line auction, not only 
can the seller reach a large number of potential buyers, but he can also find the best 
price in the market. 

1.6.3 Publishing 

The traditional publishing industry is based on a mass production model. Thus, there 
are only a few newspapers available and the format, layout, and news selection of 
these are done by the editorial staff. The degree of detail and slant on a particular 
news item is also fixed by the reporter or editorial staff. This is necessary for a mass 
production newspaper. By and large, the only choice the reader has is to select a 
particular newspaper. Once that is done he has to put up with the editorial layout 
and reporters’ choices, even though these might not coincide with his own interests. 
E-commerce makes personalization possible at very little extra cost. Let us imagine 
that we have a web-based newspaper system available. Each reader can specify hidher 
favorite newspaper template. Information can then be filled into the personalized tem- 
plate accordingly from the databases. With personalization, electronic newspapers 
will be published according to customers’ preferences (e.g. someone may want to see 
the headline news on the first page, while others may prefer to see the sports news 
or entertainment news on the first page). Obviously, this does not make economical 
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sense in the traditional newspaper business. However, in the electronic newspaper 
scenario, the extra cost of printing a personalized newspaper is very small. 

1.6.4 Supply chain management 

In its most common forms, traditional supply chain management is supply driven. In 
other words, goods are “pushed” through the supply chain. One disadvantage of this 
model is that distributors may keep an unnecessary inventory. In order to overcome 
this, many manufacturers have introduced Just-in-Time (JIT) supply systems. These 
systems have some element of c‘pull” in them in the sense that the manufacturer’s 
estimates of his needs for supplies in a short time horizon are used to determine 
purchases from suppliers, and suppliers must meet these orders within a specified time 
frame. Even here the manufacturer could easily see a buildup of the inventory of his 
manufactured products. What is necessary from the manufacturer’s point of view is 
not simply JIT supply but also JIT production. Moreover, there may be a lot of paper- 
based information involved. With e-commerce, this whole process becomes demand- 
driven as controlled by the end consumer. That means, goods are now “pulled” 
down the chain by the customers. Thus, “supply chain management” becomes more 
“demand chain management.” This makes JIT production management and mass 
customization possible. 

l .7 ROUGH1 BY E- ERCE 

No doubt, e-commerce is changing our daily lives. These changes occur along four dif- 
ferent directions as illustrated by the aforementioned scenarios. In the first scenario, 
e-commerce provides an alternative solution. Even if we do not have cybershops, 
we can still make the purchase from physical shops. That means, cybershops are 
alternatives to physical shops. While cybershopping can be more convenient, some 
people may still want to shop at physical stores because of the physical shopping 
experience. In the second scenario, e-commerce provides a better solution. For in- 
stance, as explained in Section 1.6.2, the benefits brought by on-line auctions cannot 
be realized by the traditional classified advertisement and the on-line auction is there- 
fore a better way to solve the same problem. In the third scenario, e-commerce is 
bringing in a new form of an already-existing service. In the traditional newspaper 
business, obviously it is not cost effective to print a different newspaper for everyone, 
so mass production is inevitable. However, with e-commerce, mass customization be- 
comes possible at almost no extra cost. The final scenario illustrates that e-commerce 
is changing our business logic from a supply-driven model to a demand-driven 
model. 
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Turban et al. [2000] and Hartman, Sifonis, and Kador [2000] have summarized 
in a useful tabular form some of the changes e-commerce has made. Utilizing some of 
the information in these tables and drawing on other detailed sources and our own 
experience, we have developed an extended summary of the key changes brought 
about by e-commerce as shown in Table 1.2. 

1.8 ADVA~TAGES OF E - C O ~ ~  

E-commerce is bringing about advantages to both consumers and business organi- 
zations [Turban et al., 2000; Schneider et al., 20001. For consumers, it is of interest 
to study the advantages in terms of the buying process, namely search, evaluate, and 
execute. With e-commerce, consumers can search the global market anytime and 
anywhere. By using search engines or search agents, consumers can easily compare 
products in the global market. This allows consumers to evaluate the best possible 
product efficiently. With certain digital goods such as software, consumers can 
execute the order conveniently and receive the goods instantly. 

For business organizations, the prime objective is to manage this fundamental 
formula [Kalakota and Whinston, 19971: 

Profit = Revenue - Cost 

According to Kalakota et al. [1997], e-commerce is attractive because it can be 
used to raise profit by increasing revenue while decreasing cost. With e-commerce, 
a company can increase revenue by exploring new opportunities and expanding 
into the global market. In fact, a local shop and a foreign shop are both “one 
click” away in the cyberspace. In other words, the geographical limitation is totally 
gone and international companies can now compete with local companies more 
easily. In terms of cost reduction, e-commerce can reduce manpower and oper- 
ating expenses. The use of electronic documents not only speeds up processing 
time, but also greatly facilitates data updating (e.g. for updating an inventory). 
Consequently, business organizations can make use of e-commerce to enhance 
productivity. 

While many companies realize the importance of e-commerce to their future growth, 
the true meaning of e-commerce may sometimes be overlooked. Here are three com- 
mon myths about the development of an e-commerce system. 



Table 1.2 Summary of changes brought about by e-commerce (extension of the work of 
Turban et al. [2000] and Hartman et al. [ZOOO]) 

Traditional 
commerce E-commerce Remarks 

Marketplace 

Mostly fixed 
pricing 

Stand a r d 
product 

Physical 
catalogue 
(fixed and 
inflexible) 

Primarily mass 
marketing 
(one-to-many 
selling) 

Supply (seller) 
driven 

Physical goods 

Hierarchical 
organization 

Tend to expand 
horizontally 

Marketspace 

Dynamic, customized, 
and group pricing 

Customized product 

Digital catalogue 
(dynamic and flexible) 

Multifunctional market- 
ing, in particular one- 
to-one selling (direct 
selling) and many-to- 
many selling 
(community) 

Demand (buyer) driven 

Digital goods 

Networked organization 

Tend to expand vertically 

Marketplace has many physical constraints 
whereas marketspace enables almost unlimi- 
ted movement. 

Many different pricing models such as dy- 
namic pricing (e.g. by means of on-line auc- 
tion), buyer-oriented pricing (e.g. Priceline), 
and group-oriented pricing (e.g. Mercata) 
become possible in e-commerce. 

In traditional commerce, standard products 
are manufactured through mass production 
to achieve economies of scale. In e-commerce, 
mass customization is possible (or even 
becoming a norm) such that products 
can be tailor-made according to customers’ 
requirements. 

With digital catalogues, updating can be done 
easily and they can be linked directly to the 
ordering process. 

In traditional commerce, mass media is often 
used to convey a generic marketing message. 
With e-commerce, customers can receive a 
personalized message according to their pro- 
files and buying behavior. 

In many e-commerce applications, buyers pull 
the goods down the demand chain. Compa- 
nies now manage a “demand chain” instead 
of a “supply chain.” 

In e-commerce, some goods can be made com- 
pletely digital. They can be bought and 
downloaded instantly. 

The internet together with other information 
technologies create “networked organiza- 
tions” (e.g. Cisco), which are more effective 
and productive. 

In general, many dot.coms tend to be extremely 
specialized (go vertical) rather than generali- 
zed (go horizontal). This is because many 
business rules have changed. For example, no 
matter how big a company is, it is still limi- 
ted by say the 15-in. computer screen. Also, 
no matter how far the competitors are, they 
are still “one-click’’ away in cyberspace. 



16 INTRODUCTION 

1.9.1 Myth 1 : E-commerce is about developing web pages . 

E-commerce is actually about building an integrated system not developing web 
pages. Very often, the web pages are just the tip of the iceberg in terms of cost and 
functions. The invisible parts or the backend systems are the real “heart” of the 
system. They are often many times more expensive than the web pages. In many 
e-commerce projects the most difficult task is not how to build an attractive web page, 
but how to integrate existing and new systems together in a cost-effective manner. 

1.9.2 Myth 2: The successful implementation of an e-commerce 
system relies on web programmers 

While web programmers play an important role in the implementation of an 
e-commerce system, everyone in the company should participate because e-commerce 
involves the integration of hardware, software, “peoplewareyYy and business process. 
The following examples illustrate how different parties should typically participate 
in an e-commerce project [Turban et al., 2000; Hartman, Sifonis, and Kador, 20001. 

Senior management should take the lead to define the strategic vision of an 
e-commerce project. Without top management support and a clear strategic 
direction, an e-commerce project is unlikely to be successful. 

Procurement department should use new procurement channels such as virtual 
marketplace to save cost and to improve efficiency. 

Production department should redefine the existing production process to support 
a buyer-driven supply chain. In particular, it should take into account the need for 
customization and JIT production. 

techniques such as banner exchanges, affiliation program, personalization 
software, and data mining for more effective promotion purposes. Another 
important opportunity is that the marketing process can now be linked directly to 
the ordering process. 

Finance/accounting department should investigate new alternatives for funding 
e-commerce projects. It should also participate in building a secure electronic 
payment system to complement the conventional payment methods. 

schemes such as options and to provide up-to-date training to the employees. This 
is an extremely important issue because of the worldwide shortage of people with 
technical expertise in specifying, architecturing, designing, and implementing 
e-commerce systems. 

Marketing department should make use of new marketing channels and 

Personnel department shouid design more effective forms of compensation 
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Figure 1.7 Transformation of a compartmentalized organization into an integrated 
organization 

* Customer support department should make use of electronic customer 
relationship management software to provide better customer support. 

To cope with the e-commerce environment, Figure 1.7 illustrates how a com- 
pany may change its organization structure. In a traditional business organization, 
a compartmentalized organization structure is often used. In the new e-commerce 
environment, an integrated organization structure should be used. It looks like a 
“dynamic wheel” for driving a company to success. 

1.9.3 M ~ h  3: E-commerce project is about translating the traditional 

The above statement often oversimplifies the whole picture. To implement 
e-commerce effectively, many business organizations need to reengineer themselves. 
The process is a c‘transformation” rather than a cctranslation.” This may involve 
adopting a different business strategy. For example, with e-commerce, a manufacturer 
may sell goods directly to consumers. However, this may create conflicts with existing 
retailers. This example illustrates that e-commerce may introduce new opportunities 
as well as new threats. Another real life example is egghead.com, which moved its 
software retail outlet completely to the internet in 1997 [Zwass, 20001. In general, 
an existing business can implement e-commerce using four different strategies*: 

*Ths is based on the notes of Prof. Bennet E Lientz’s (UCLA) seminar on successful e-business 
implementation. 
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Separate - implement by setting up a separate company 

Overlay - implement by adding a new departmendbranch to the existing company 

Integrate - implement by combining the traditional business and new business 

Replace - implement by replacing the traditional business with the new business 

The first two approaches are less risky and so they are likely to be used by most 
companies. The third approach requires more work in general and the last approach, 
which has been adopted by egghead.com, is the most aggressive. 

It is worth mentioning that many successful e-commerce applications go through 
the following development process: 

1. Tradition: Study how the traditional model functions (e.g., customers visit a 
physical bookstore, choose some books from the bookshelves, and pay for them 
at the cash counter). 

customers visit the VBS, choose some books by browsing through the web pages, 
and pay for them at the check out page). 

3. Transformation: Transform to a new and perhaps an even more effective model 
(e.g., in the case of the VBS, various new functions that are not available in the 
traditional model can be incorporated, such as search engine, shopping cart, 
promotion through data mining, etc.). 

2. Translation: Translate the traditional model into the e-commerce model (e.g., 

1.10 

The focus of this book is about building an e-commerce system. As a starting point, it 
is useful to define a generic system model. In general, nearly all e-commerce systems 
can be represented by the three-tier model as shown in Figure 1.8. This three-tier 
model has three main components, namely the client side, the service system, and 
the backend system. The service system and the backend system are often called 
the server side. This three-tier model is a clientherver-based computing system. The 
client side connects users to the system, the service system serves the users’ re- 
quests, and the backend system supports the service system in fulfilling the users’ 
requests (e.g., by providing the required data). From the business perspective, the 
client side provides the customer interface, the service system handles the business 
logic, and the backend system provides the necessary information to complete a 
transaction. 

To explain the basic concept of e-commerce, we will use an ongoing case-study 
[a Virtual Bookstore (VBS)] throughout the book. Figure 1.9 shows the typical 
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Serverside -b 

Service system Backend system 

Figure 1.8 The three-tier technical model for an e-commerce system 

architecture of a web-based e-commerce system in general and the VBS in parti- 
cular. Referring to the three-tier model, the web server and the application server 
forms the service system, the web client or the web browser is the client side, and the 
database is the backend system. 

The web server is responsible for interacting with the web client as well as the 
application server and the backend system. The internet provides the communication 
platform for transferring information between the web client and the web server. The 
information transfer is governed by an application protocol called the Hypertext 
Transfer Protocol (HTTP). This is a simple requesdresponse protocol for the web 
client and the web server to “talk” to each other. Generally speaking, the web client 
issues a request to the web server and the web server returns a response to the web 
client. In Chapter 2, we will give an overview of the internet and the web system. It is 
important to learn them because they form the infrastructure of nearly all e-commerce 
systems. 

To build the client side, we need a standard way to present text, images, graphics, 
and other multimedia information to users. For example, through the user inter- 
face, users can view product information and submit information to the web server. 

Figure 1.9 Typical architecture of a web-based e-commerce system 
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Currently, the most popular web publishing technique is to use the Hypertext Markup 
Language (HTML). In Chapter 3, we will give an overview of HTML and other tech- 
niques for building the client side. 

In many cases, the web server’s response is dynamic or is dependent on the user’s 
input. For example, if a customer wants to search for some books, the web server’s 
response will depend on the search criteria. To create a dynamic web page, the client’s 
request invokes a program in the web server. In conjunction with the application 
server, the web server processes the client’s request according to the program logic. 
In some cases, this may involve data retrieval from the database(s). After processing 
the client’s request, the output will be returned to the client in the HTTP response 
message. The programs on the server side can be written in many languages. In this 
book, we will use Java Servlet as an example. As explained later, Java Servlet has 
many advantages over many other server-side programming techniques. In Chapter 4, 
we will discuss the fundamentals of Java Servlet programming and in Chapter 5,  we 
will deal with the important issue of database connectivity. 

HTTP is a simple requesdresponse protocol, so it is stateless. In other words, 
a web server will not keep track of user state or user information. For example, a 
web server cannot know whether the current request is from a previous client or 
from a new client. In many e-commerce systems, knowing the user state is an im- 
portant requirement. In technical terms, this is called session tracking. For example, 
in a shopping cart application, the web server needs to know the contents of each 
client’s shopping cart so as to display the contents in the web page. Java servlets 
have an application programming interface (API) for performing session tracking. In 
Chapter 6, we will discuss the Java Servlet session tracking API. In particular, we will 
present ways to use the session tracking API for supporting user authentication and 
for building a shopping cart application. 

In consumer-oriented systems, the client side is typically a user on a personal 
computer with a web browser to interact with the e-commerce system. In business- 
oriented systems, the client side could be: 

1. a user on a personal computer with a web browser to interact with the 
e-commerce system. 

2. an organizational system that is capable of carrying out purchasing and updating 
its own electronic documents and databases. Here there may be a direct 
connection between the client’s organizational system and the seller’s server-side 
system. Such communication is facilitated by electronic data interchange using 
business connectors. This issue is discussed in more detail in Chapter 12. 

The internet, itself, is a nonsecure public network. Therefore, we need to pro- 
tect the user against possible attacks from other users of the internet. Security is an 
important requirement in e-commerce. To build a secure e-commerce system, we need 



SUMMARY 21 

to employ various cryptographic techniques. These basically encode and decode the 
user information, putting it in a secure coded form during transmission over the in- 
secure internet. In Chapter 7,  we will present the basic cryptographic techniques for 
addressing these security requirements. As shown in Figure 1.9, the web server, the 
application server, and the database(s) of an organization are installed in a secure 
private network called an Intranet. This secure private intranet is protected from pos- 
sible attacks from the insecure public internet by means of various security techniques 
such as firewalls. These are discussed in Chapter 8. 

Besides these underlying technologies for e-commerce, we will also discuss some 
of the advanced technologies in Chapter 9. These include Mobile Agents, Wireless 
Application Protocol, extensible Markup Language, and Web Mining. They can be 
used to complement and enhance the existing e-commerce system. 

Besides the above technologies, another important component of an e-commerce 
system is the payment system. In the traditional commerce system, we have four 
main types of payment methods, namely cash, check, credit card, and direct funds 
transfer. To build a complete e-commerce system, it is of great interest to implement 
these four types of payment methods in the cyberspace. In Chapter 10, we will give 
an overview of the internet payment systems. 

By using the above technologies, many e-commerce applications can be built. In 
Chapters 11-14, we will give an overview of some of these e-commerce applications. 

The road map of the book is shown in Figure 1.10. 
Finally, it is important to mention that besides the technical issues, we also need to 

resolve many nontechnical ones before we can deploy e-commerce widely. Although 
these issues are beyond the scope of this book, we would like to mention them briefly 
here. Two important ones are related to law and taxation. As we break the geo- 
graphical barrier, these two issues are becoming more critical. Imagine that someone 
starts a cyber shop in country A and sells goods to consumers in country B. Should 
the cyber shop be bound by the law in country B? If so, how can it be enforced? 
In terms of taxation, different countries have different taxation requirements. For 
example, some countries impose sales taxes while others do not. How can we fulfil1 
different taxation requirements in such a complex environment? To explore these 
nontechnical issues further, please refer to the references and recommended readings 
at the end of this chapter. 

1.11 s Y 

In this chapter, we have given an introduction to e-commerce. In general, e-commerce 
refers to business transactions by electronic means, especially by the internet. Various 
forecasts indicate that e-commerce has a very bright future. As a basis for further 
discussion, we attempt to capture the drivers behind e-commerce (or the DIGITAL 
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Figure 1.10 Roadmap and chapters of this book 

phenomenon) by the acronym DIGITAL. We also look at e-commerce from many 
different perspectives. E-commerce applications are commonly classified in four 
categories, namely B2C, B2B, C2C, and C2B. Examples for each category are 
Amazon.com, TPN, eBay, and Priceline, respectively. E-commerce can bring about a 
number of advantages to both business organizations and consumers. At the same 
time, it is also bringing about many changes in our traditional commerce system. 
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In Chapter 1, we introduced the three-tiered e-commerce system model. It consists 
of three main components: the client side, the internet, and the server side, which is 
composed of the service system and the backend system. In a web-based e-commerce 
system, the web browser (or web client) is the client interface and the web server and 
application server are the main parts of the service system. For example, in the VBS 
scenario, customers access the VBS’s web server and e-commerce application over 
the internet through their web browsers. As the web clients and the web server are 
connected to the internet, we need a protocol enabling them to “talk” to each other 
over the internet. This protocol is called the Hypertext Transfer Protocol (HTTP). 
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The internet and the web system form the basic infrastructure of many e-commerce 
systems. In this chapter, we first give an overview of the internet and then describe 
the web system and the web protocol. 

2.1 AN OVERVIEW OF THE INTERNET 

2.1.1 Basic network architecture 

As its name implies, the internet is a collection of networks as shown in Figure 2.1. 
The networks are connected together by traffic-forwarding devices called routers. 
You can access the internet through an Internet Service Provider (ISP). In principle, 
the internet is similar to the postal network. From the network point of view, it 
is connectionless. In other words, unlike the telephone network, you do not need 
to establish a physical network connection with the receiver before transmitting 
information over the internet. Information is carried by packets in the internet. A 
packet looks like an “electronic parcel.” The routers in the internet forward each 
packet based on the address specified on the packet. In general, only best-effort 
service is provided. That means that the network itself does not provide a guaranteed 

Figure 2.1 Basic network architecture of the internet 
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service -packets might be duplicated, lost, or delayed for a long time. This best-effort 
service is often referred to as “Send and Pray” service. 

2.1.2 Layered model 

The internet is based on a layered model called Transmission Control Proto- 
cobternet Protocol (TCPAP). By means of layering, the complex process of trans- 
ferring packets from one computer to another computer across the internet can be 
broken into small tasks. This greatly facilitates the design of various protocols for the 
internet. Layering also creates modularity between the different layers, with clearly 
defined functions between layers. This allows for independence in implementing each 
layer. As shown in Figure 2.2, the internet model has four layers: link, network, 
transport, and application. The link layer is for providing access to the internet; the 
network layer is for forwarding packets across the internet; the transport layer is for 
providing end-to-end data transport service; and the application layer is for provid- 
ing a specific application. Generally speaking, each layer at the sending host commu- 
nicates with its peer at the receiving host by using a particular protocol. As shown 
in Figure 2.3 [Stevens, 19941, data is generated from the application layer. Starting 
from the application layer, each layer adds the required header (and trailer if any) 
and passes the packet to the lower-lying layer. In other words, each layer is served by 
the lower lying layer. Packets are forwarded from the originating host through the 
routers to the destined host as shown in Figure 2.4. 

2.1.3 Link layer 

The main function of the link layer is to provide access to the network. It ad- 
dresses the physical characteristics and medium access control. Table 2.1 shows the 

Figure 2.2 Layered model for the internet (See also [Stevens, 19941) 
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common way to access the internet [Naik, 19981. For home users, the most com- 
mon way to access the internet is by using dial-up modems. With modems, digital 
data can be turned into analogue signals suitable for transmission over the public 
switched telephone network. Currently, the maximum data rate that can be sup- 
ported by a dial-up modem is 56 Kbps. In offices, the most common way to access 
the internet is through local area networks (LANs). Ethernet is the most popular 
LAN protocol and it is governed by a medium access control protocol called Car- 
rier Sense Multiple Access with Collision Detection (CSMMCD). The main chal- 
lenge of a LAN is to enable computers to share a common channel efficiently. 
With CSMNCD, a computer can transmit data at any time if it detects that the 
channel is free. Should two or more computers want to transmit at almost the 
same time (causing a collision), the affected computers will retransmit after a ran- 
dom period of time. Currently, there are two commonly used Ethernet standards, 

Host A 

n 
Host B 

Appllcatfon 

Link 

Figure 2.4 Transfer of packets 
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Table 2.1 Different internet access methods 

Access method 

Telephone modem 
Ethernet (local area network) 
Integrated Services Digital Network 
Basic Rate Interface (ISDN BRI) 
Cable modem 

Asymmetric Digital Subscriber Line (ADSL) 

Vireless local area network (IEEE 802.11) 

Maximum data rate 
~~~ 

56 Kbps 
10/100 Mbps 
112-128 Kbps 

30 Mbps (theoretical) 
1.5 Mbps (practical) 
1.5-9 Mbps (from network to users) 
16-640 Kbps (from users to network) 
1-2 Mbps 

namely, 10BaseT and 100BaseT with maximum data rates of 10 Mbps and 
100 Mbps, respectively, There is also a Gigabit Ethernet standard available running at 
1 Gbps. 

Besides using dial-up modems, a home user can also access the internet by using 
the Integrated Services Digital Network (ISDN) Basic Rate Interface (BRI). It provides 
two barrier (B) channels of 64 Kbps for transmitting voice and data traffic and a data 
(D) channel of 16 Kbps for transmitting control and signal information. Hence, the 
maximum access rate is 128 Kbps. Note that for the North American standard, the B 
channel operates at 56 Kbps only, so the maximum access rate is 112 Kbps in this case. 
In recent years, both the cable TV companies and the telephone companies also pro- 
vide high-speed internet access services by using two different technologies. By using 
cable modems, home users can access the internet via the cable TV networks at a 
much faster rate than that provided by dial-up modems. Theoretically, the maxi- 
mum data rate can be as high as 30 Mbps; but practically, only about 1.5 Mbps 
can be achieved (because of various technical limitations). Telephone companies can 
also make use of the existing telephone network to provide a high-speed internet 
access service by using the Asymmetric Digital Subscriber Line (ADSL) technology. 
The data rate from the network to the users is between 1.5 and 9 Mbps, depending 
on the distance. The data rate from the users to the network is much lower at about 
16-640 Kbps [Naik, 19981, Hence, this access method is called ‘‘Asymmetric.” This 
is particularly useful for the web scenario since the client-to-server communication 
normally requires less bandwidth than the server-to-client communication. For ex- 
ample, a client may just generate a simple request for getting a large image from 
the server. Besides accessing the internet through a wired link, we can also access 
the network through a wireless link. One possibility is through wireless local area 
networks such as IEEE802.11, which uses a medium access protocol called Car- 
rier Sense Multiple Access with Collision Avoidance. Other wireless access methods 
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include Cellular Digital Packet Data and Code Division Multiple Access [Tanenbaum, 
19961. 

2.1.4 Network layer 

The main purpose of the network layer is to forward packets to their destinations. In 
principle, this is similar to forwarding a letter through the postal network. Basically, 
the network layer needs to address two main questions: 

What is the destination? 

How should the packets be forwarded? 

In technical terms, the first question is about addressing, and the second question is 
about routing [Peterson et al., 19961. The network layer handles these two important 
issues. 

JP address 

Just like a “letter,” each IP packet has an address called the IP address [Semeria, 19961. 
Currently, the most widely used IP is IPv4. In IPv4, each IP address has 32 bits. For 
ease of reading, each IP address is expressed in the dot-decimal format, e.g. 128.0.0.1 
instead of the binary which would read 10000000.00000000.00000000.00000001. 
Each IP address has two parts: the network number and the host number. Within the 
same network, all hosts have the same network number. Routers forward packets 
based on the network number rather than the host number so that they only need 
to know all the network numbers but not all the host numbers within their areas. 
There are five classes of IP addresses, namely classes A to E, to cater for different 
requirements as shown in Table 2.2 [Stevens, 1994; Peterson and Davie, 19961. 

Let us further consider the IP address 128.0.0.1. In binary notation, it is 
10000000.00000000.00000000.00000001. This is a class B address as it starts with 
“10.” For a class B address, the first 16 bits represent the network number and hence 
the network number is 128.0.0.0. The possible host numbers are from 128.0.0.1 to 
128.0.255.254. Note that 128.0.255.255 is not a valid host number because it is the 
broadcast address of the network 128.0.0.0. 

This addressing scheme is inefficient if a network does not have a sufficient num- 
ber of hosts to cover the available address space since only a few of the avail- 
able addresses are utilized. In RFC 950*, a standard method called subnetting is 

* RFC stands for Request for Comnients, which can be viewed as the “internet standards” maintained by 
the Internet Engineering Task Force (IETF). All the RFCs can be found at www.ietf.org. 
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Table 2.2 Different classes of IP addresses 

Number of 
Starts Network Range of IP available 

Class with portion addresses networks Main uses 
~ 

A 0 First 8 bits 0.0.0.0 to 

B 10 First 16 bits 128.0.0.0 to 
127.255.255.255 

191.255.255.255 

C 110 First 24 bits 192.0.0.0 to 

D 111 NA 224.0.0.0 to 

E 1111 NA 240.0.0.0 to 

223.255.255.255 

239.255.255.255 

247.255.255.255 

27 Each network has 

214 Each network has 
many hosts 

medium number 
of hosts 

a few hosts 
221 Each network has 

NA Multicast address 

NA Reserved for 
experimental use 

recommended to divide a Class A, B, or C network into sub-networks so that the 
address space can be utilized more efficiently. In this case, part of the host number 
becomes the subnet number as specified by a subnet mask, which is used to indicate 
the network portion of the IP address. For example, a subnet mask 255.255.255.0 
(i.e., 11 11 11 11.1 11 11 11 1.1 11 11 11 1 .OOOOOOOO in binary form) means that the first 
8 + 8 + 8 = 24 bits represent the network part. With subnetting, the standard net- 
work prefix together with the subnet number identifies the effective network number. 
Let us look at an example [Semeria, 19961. Assume that the VBS is given a network 
number 128.0.0.0 (i.e. a class B network). This means that we can only have hosts 
ranging from 128.0.0.1 to 128.0.255.254 for this network. Note that 128.0.0.0 and 
128.0.255.255 are not valid host IP addresses because they represent the network 
itself and the broadcast address for the network, respectively. If we apply subnet- 
ting by using a subnet mask of 255.255.255.0, the first 8 + 8 + 8 = 24 bits rep- 
resent the network part now. That means, the original network number 128.0.0.0 
can now be divided into smaller networks (or subnets), i.e., 128.0.0.0, 128.0.1.0, 
128.0.2.0, . . ., 128.0.255.0. For each subnet, there can be 254 hosts (28 - 2). For 
example, for the subnet 128.0.255.0, the possible host numbers are from 128.0.255.1 
to 128.0.255.254. Note again that 128.0.255.0 and 128.0.255.255 represent the net- 
work itself and the broadcast address for the network, respectively. 

Routing 

To forward packets across the internet, each router maintains a routing table. In gen- 
eral, each routing table tells the router where a received packet should be forwarded. 
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Figure 2.5 A simple routing example 

A simple example is shown in Figure 2.5. In this example, there are three networks: 
192.0.1.0, 192.0.2.0, and 192.0.3.0 connected by routers R1, R2, and R3. The 
routing table at R I  shows that to forward a packet destined for 192.0.1.0, the packet 
should be forwarded to R2, the next-hop router. If a packet is destined for 192.0.2.0, 
it should be forwarded to R3. The routing tables are updated dynamically based on 
the traffic situations by using a particular routing protocol. This helps ensure that 
packets are forwarded through links with less traffic. 

The example in Figure 2.5 shows the basic operation of an intradomain routing 
protocol. In this case, all the networks are in the same autonomous system. This 
means that each router contains the routing information to reach other networks in 
the same autonomous system. There are two types of intradomain routing proto- 
cols based on two different principles [Peterson et al., 1996; Naik, 19981. The first 
one is called the distance vector routing protocol such as the Routing Information 
Protocol (RIP). In general, each router forwards its routing table to the adjacent 
routers so as to continuously update the routing table in each router. For the dis- 
tance vector routing protocol, there is more routing information exchange but less 
processing at the routers to create and update the routing tables. The second type 
of intradomain routing protocol is called the link state routing protocol. In this 
case, each router broadcasts its link states (e.g. traffic loading) to other routers in 
the autonomous system. Having found the link states of all routers, each router 
can build a “picture” of the network and use it to construct the routing table. 
Compared with distance vector routing protocols , less routing information is ex- 
changed but more processing is required to create and update the routing table in each 
router. 
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Quite clearly, it is not practical to employ an intradomain routing protocol in 
a global system because this requires each router to know all the networks in the 
world. In reality, the internet is divided into many autonomous systems. Within an 
autonomous system, each router’s routing table contains routing information for 
all networks within the same autonomous system. For forwarding packets across 
different autonomous systems, the interdomain routing protocol is used. A popular 
interdomain routing protocol i s  the Border Gateway Protocol (BGP). 

2.1.5 Transport layer 

As mentioned earlier, IP provides only best-effort service. That means, packets may 
not be delivered to their destinations in a reliable fashion. To resolve this issue, we 
need a transport layer on top of the IP layer to provide end-to-end transport service 
between the sending and receiving computers. There are two transport protocols for 
the Internet, namely the User Datagram Protocol (UDP) and Transmission Control 
Protocol (TCP). UDP (RFC768) is connectionless whose main function is to multiplex 
data through “ports”. As a computer may execute several applications at the same 
time, ports are used to identify a particular application. In other words, the actual 
connection between two computers is identified by the source IP address, source port 
number, destination IP address and destination port number. As specified by the IETF 
(see RFC 1700), certain port numbers are standardized for internet applications. For 
instance, port 80 is standardized for HTTP. 

Transmission control protocol (TCP) is a connection-oriented protocol for pro- 
viding a reliable data transport service between two hosts over the internet. To create 
a TCP connection (see Figure 2.6),  the sending and receiving computer each sets up 
a socket, which is represented by its IP address and a port number [Tanenbaum, 
19961. A TCP connection is set up between two sockets through a three-way hand- 
shaking process [Stallings, 19971. Basically, the sender initiates the connection; the 
receiver acknowledges the connection request; and finally, the sender acknowledges 
the receiver’s acknowledgment. Having established the connection, the sending TCP 
process divides the application data into segments and sends them via IP to the receiv- 
ing TCP process. TCP is byte-based such that each data byte is identified by a se- 
quence number [Peterson and Davie, 19961. Each segment has a sequence num- 
ber indicating the first data byte being transmitted. Based on the sequence number, the 
receiving TCP process can rearrange misordered segments, send acknowledgments to 
the sending TCP process, and perform flow control. In general, when a receivinp; 
TCP process receives a segment, it will return an acknowledgment to the sending 
TCP process. If the sending TCP process does not receive the acknowledgment for 
a transmitted segment after a certain period of time called the time-out period, the 
segment will be retransmitted. To prevent the sender from overloading the receiver, 



36 INTERNET AND WORLD WIDE WEB 

Figure 2.6 Processing by the TCP layer (modified from the work of Peterson and Davie, 1996) 

the sending TCP process uses a sliding window mechanism to limit the number of 
bytes that can be sent to the receiver. The sliding window size is controlled by the 
receiver's acknowledgment. 

2.1.6 Application layer 

Making use of the underlying layers, the application layer is for providing a particular 
application. There are a variety of application layer protocols such as those given in 
Table 2.3. 

Later in this chapter, we will describe HlTP in detail. This protocol plays an 
important role in web-based e-commerce systems. 

At this stage, it is important to describe an application called the Domain Name 
System (DNS), which is defined in RFC1034 and RFC1035. HTTP and other ap- 
plication protocols rely on DNS. While the network processes packets based on 
the IP addresses, which are binary numbers, for comprehensibility we certainly 
would like to deal with human language-based names for nodes instead of binary 
number addresses. For example, we would like to call the VBS server something like 

Table 2.3 Common application layer protocols 

Protocol Purpose 

Simple mail transfer protocol 
File transfer protocol 
Telnet 
Hypertext transfer protocol 

Support e-mail services 
Support file transfer services 
Allow users to log in remote host 
Support communications between 

a web client and a web server 
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Root 

vds 
I 

www 

Figure 2.7 Part of the domain naming scheme 

vvww.vbs.com rather than a number like 128.123.123.123. In the previous example, 
m . v b s . c o m  is referred to as the domain name. Since the network can only under- 
stand an IP address, we need a mechanism to translate a host name or domain name to 
the corresponding IP address. DNS is used to do this translation. Besides providing 
a hierarchical naming system for identifying domain names, DNS includes a dis- 
tributed database system for storing domain names, and a mechanism for searching 
the corresponding IP address of a domain name [Naik, 1998; Tanenbaum, 19961. 

Figure 2.7 shows a partial domain naming scheme, which is organized in a tree 
structure. A name is assigned to each node of the “tree.” Except for the “root,” each 
node is connected to a parent node in an upward direction. At the first level of the 
DNS hierarchy, the major nodes are 

com company 

edu education 

gov government 

mil US military 

net network providers 

org organizations such as IEEE 

Furthermore, we also have the country nodes at the first level, such as 

hk HongKong 

uk United Kingdom 

Each domain name consists of a sequence of terms divided by periods. The first 
of these is the leaf node and the subsequent ones are the successive parent nodes 
up till the root. For example, the domain name of our VBS server is www.vbs.com. 
There are three nodes: m, vbs, and com. www is the leaf node, vbs is the parent 
node of www, and com is the parent node of vbs. 

Generally speaking, this is how the DNS determines the IP address of a domain 
name. In the internet, there are many DNS servers, which are responsible for han- 
dling queries on finding the corresponding IP address for a domain name. Distributed 
databases are maintained for this purpose. When an application wants to determine 
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the IP address of a domain name, a program known as the Resolver is invoked. The 
Resolver then makes a query to the associated DNS server. If the DNS server contains 
the mapping of the domain name and the IP address in its database, the corresponding 
IP address will be returned to the sender. In many cases, the query may need to prop- 
agate through a series of DNS servers in a recursive manner until the corresponding 
IP address can be returned to the Resolver [see Tanenbaum, 19961. 

2.1.7 Next generation internet 

The current IP is called IPv4 (i.e. version 4). A new version of IP called IPv6 has 
been developed for the next generation internet. It has the following main features 
[Peterson and Davie, 19961: 

Use of  128-bit addresses: IPv4 employs a 32-bit address, which is not sufficient to 
cope with the rapid growth of the internet. To enlarge the address space, IPv6 
uses a 128-bit address, which can support significant more hosts. 

Support for  multicast: The first generation internet supports only a unicast 
service. That means, if a packet is to be sent to multiple destinations, multiple 
packets are transmitted. This is obviously a waste of network resources. In 
contrast, in a multicast routing protocol, a single packet is transmitted targeted to 
multiple destinations. Currently, multicast routing protocols are being developed 
for supporting multicast services on the internet. 

for multimedia application. In the new IP packet header, there is a “flow label” 
field for establishing data flows in the network. Furthermore, a resource 
reservation protocol (RSVP) has been developed to reserve resources in the 
network in order to provide guaranteed service for real-time multimedia traffic. 

Better security: IPv4 does not address security. To address this important issue, an 
IP Security (IPSec) protocol has been developed for IPv6. This protocol can also 
be used for IPv4. We will discuss the IPSec protocol in Chapter 8. This protocol 
can be used to set up virtual private networks over the internet, thus allowing 
business partners to communicate with each other securely over the internet as if 
they were connected over a private network. 

Support for multimedia application (data flow): IPv6 provides better support 

2.2 B ~ I E F  HISTORY OF TH€ WEB 

The invention of the world wide web (www) was not related to e-commerce at 
all. The story began at the European Particle Physics Laboratory called CERN 
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where physicists around the world gathered to conduct research on nuclear 
physics [Tanenbaum, 1996; w3c.orgl. Due to collaborative research, many doc- 
uments needed to be exchanged. In 1989, Tim Berners-Lee, a physicist at 
CERN, proposed the concept of hypertext for linking text-based documents 
over computer networks and later developed a text-based browser. His work 
aroused interest around the world to conduct research on web. In 1993, 
Marc Andreeseen and some students at the University of Illinois developed the 
world’s first graphical web browser called Mosaic. In the following year, Marc 
Andreeseen established Netscape Communications Corporation (Netscape) with 
James Clark of Silicon Graphics to further develop the web browser. Netscape was 
listed in NASDAQ in 1995 and provides the dominant web browser in the world. In 
1994, the world wide web consortium http://www.w3.org was formed to standard- 
ize web-related technologies. Nowadays, the web system together with the internet 
forms the basic infrastructure for supporting e-commerce. 

2.3 SYSTEM A ~ C ~ l ~ € C T U ~ €  

Based on the three-tier model as discussed in Chapter 1, Figure 2.8 gives the general 
architecture of a web-based e-commerce system. Basically, it consists of the following 
components: 

Web browser: It is the client interface. Essentially, it is used for displaying 
information to the user as well as collecting user’s input to the system. Serving as 
the client, the web browser also interacts with the web server using the HTTP. 

Web server: It is one of the main components of the service system. It interacts 
with the web client as well as the backend system. 

Application server: It is the other main component of the service system and it 
hosts the e-commerce application software. 

Figure 2.8 The web system architecture 
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Backend system: It supports the service system for fulfilling the user’s request. In 

Internet: It is the communication platform for the web server and the web client 

many cases, it is a database management system. 

to exchange information with each other. 

As the web client and the web server are not connected directly, we need a protocol 
for them to “talk” or communicate with each other over the internet. This protocol 
is called the Hypertext Transfer Protocol (HTTP), which will be discussed in Sections 
2.5 and 2.6. 

RESOURCE LQCATQR 

To identify web pages, an addressing scheme is needed. Basically, a Web page is given 
an address called a Uniform Resource Locator (URL). At the application level, this 
URL provides the unique address for a web page, which can be treated as an internet 
resource. The general format for a URL is as follows: 

protocol://domain-name:port/directory/resource 

The protocol defines the protocol being used. Here are some examples: 

http: hypertext transfer protocol 

https: secure hypertext transfer protocol 

ftp: file transfer protocol 

telnet: telnet protocol for accessing a remote host 

The domain-name, port, directory and resource specify the domain name 
of the destined computer, the port number of the connection, the corresponding 
directory of the resource and the requested resource, respectively. 

For example, the URL of the welcome page (main.htm1) of our VBS may be writ- 
ten as http: //www.vbs. com/welcome/main. html. In this example, the protocol 

is http, the domain-name is www.vbs.com, the directory is welcome (i.e., the file 
main.htm1 is stored under the directory called welcome). 

Note that in this example, the port is omitted because the default port for the 
protocol is used; that is, formally the URL should be specified as http://www.vbs. 
com:80/welcome/main.html where 80 specifies the port for HTTP as explained 
later. 
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In some protocols (e.g. TELNET) where the user name and password are required, 
the URL can be specified as follows [Naik, 19981: 

protocol://username:password@domain_name:port/directory/resource 

where username and password specify the user name and password, respectively. 

VIEW OF THE f f Y P € R T € ~  T ~ ~ S F E R  PROTOCOL 

Let us consider a general overview of HTTP before discussing its details. This protocol 
is used for the web client and the web server to communicate with each other. Sup- 
pose that you access the URL of the VBS http://www.vbs.com/wefcome/main.html 
by clicking the corresponding hyperlink. This is what happens in terms of the in- 
teractions between the web browser and the web server according to [Tanenbaum, 
19961. Utilizing the URL of the hyperlink, the web browser (or web client) obtains 
the IP address of the VBS through the DNS. After receiving the reply, the web client 
establishes a TCP connection to port 80 of the web server. Note that port 80 is 
the default port for HTTP. Then it issues a GET command (more specifically, GET/ 
welcome/main.html) to retrieve the web page “main.htm1” from the web server. The 
web server then returns the corresponding file to the browser. In HTTP/1.0, the TCP 
connection is then closed. In HTTP/l.l, the connection is kept open in order to 
support multiple requests. The browser then shows the text in the hypertext file, It 
also obtains the images in the hypertext file from their respective URLs and displays 
them. This is why you see the text first and the images later, because the images take 
a longer time to download. 

In many companies, a proxy web server is set up for security and other admin- 
istrative reasons. In this case, users need to access other web servers via the proxy 
web server. Basically, a user’s browser issues a request to the proxy web server first 
and then the proxy web server retrieves the specific web page on behalf of the user. 
Having retrieved the web page, it is then returned to the user’s browser for display. 
Essentially, the proxy web server acts as an application gateway (see Chapter 8 for 
details) for enhancing security. A proxy web server can have both positive and 
negative effects on web performance. On the positive side, it can be used to keep 
cache copies of web pages so that if subsequent users require these web pages, they 
can be returned to the users almost immediately. In other words, the retrieval time 
can be greatly reduced. However, the proxy web server can also become a bottleneck 
if the system is not well planned. 
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2.6 H YPERTEXT T ~ ~ S F E R  OTOCOL (H77Pp 

HTTP is a simple application protocol working under a cliendserver computing 
environment. Basically, a client issues a request to a server and then the server returns 
the response. The request is specified in text (ASCII) format, whereas the response 
is specified in Multipurpose Internet Mail Extensions (MIME) format, which defines 
different types of content types such as text, image, and audio. The common content 
types for a server's response are 

text/html - text file in html format 

* image/JPEG - image file in JPEG format 

image/GIF - image file in GIF format 

JPEG and GIF are different encoding techniques that compress an image for 
transmitting and storing so as to reduce the number of bytes (size) for representing 
the image. 

At the time of writing, the commonly used version of HTTP is HTIW1.0, which 
is defined in RFCl945. A new version of HTTP called H"TP/l.l is also becoming 
popular. In order to explain the basic operation of H"TP, we will first give an overview 
of HTTP/l.O based on RFC1945. At the end of this chapter, we will give an overview 
of the enhancements made by HTTP/l. 1. 

As discussed in the previous section, the basic operation of HTTP is as follows. 
The web client (e.g. your web browser or even a "robot" program) makes a TCP 
connection to a web server at port 80. Subsequently, an HTTP request consisting 
of the specific request, required headers and additional data is forwarded to the 
web server. After processing the request, the web server returns an HTTP response 
consisting of the status, additional headers, and the requested resource such as a web 
page [RFC1945; Hall, 19981. 

2.6.1 HTTP request 

The general format of the client request is as follows (see RFC1945): 

Request-method Resource-address HTTP/Version-nher 
General-header(s) 
Request-header(s) 

* This section is based on the information in RFC194S Naik [1998] and Hall [1998]. In particular, the 
descriptions of the items in Tables 2.4-2.9 are drawn from the above sources. 


